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INTHE LEVESON INQUIRY

WITNESS BTATEMENT QF ANDY PICKFORD

I, Andy Pickford, Head of Regional Fraud Risk Europe, at HSBC Bank plc, Security & Fraud
Risk Burops (HSBC, Level 4, 62-76 Park Bireet, London 31 904, do say as follows:

introduction

1. 1 make this staterment in response o & reguest from the Leveson Ingliry 10 assist in its
mvestigation info the culture, practices and ethics of the press, which reguest was
received by me by email on 18 November 2011 (and clarified by email to CMS Cameron
Mekerna LLP on § December 2011} (AP1).

2. The facts and matters herein stated are, except where # expressly appears otherwise,
within my own kriowledge and from othsr people involved n the business with which
this matter 1 concernad. My knowledge s derived from 8 combination of my personal
invnlvement in, andg familiarity with, the subject matter of the dnquiry's reguest and also

from the documentation which | have seen and 1o which | refer in this stalement.

Responses to quesiions raised by Leveson Inguiry

“Who you are and a brfef summary of your career histary.”

3. | have been employed by HSBC for 32 years, and have undertaken a wide vanety of
roles in the UK during that time. Simce 2007, my role at HSRC has been the ‘Head of
Regional Fraud Risk Europe’, which involies: all aspects of fraud prevention,
investigation, on-ling fraud monitoring, as well as the analytical and technical response
0 all emerging thraats. | am also @ member of the Cabingt Office Counter Fraud Task
Force and the Tactical Virtual Task Force,
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4. Prior o being appomted in my current role, | worked in the HSBC branch network, and
have undertaken vanous project management roles. | was subsequently the Regionat

Dperations Manager for the south-east covering all aspecis of operational integrity.

“Whether your financial institution is or has been targeted by persons seeking to
“blag" confidential data from your organisation? For ihe purposes of this request

please go back af least 10 years.”

5. Having made enguiries internally in order 1o inform my response {o this guestion, | am
not aware of any instances whereby HSBC has been targeted by, or been subject 1o,
any aftempis by joumnalisis, media source or any other press institution to "blag”
confidential data from it It is possible that such sifuations have occurred without my or
HSBC's knowledge. however, my understanding is thal the purpcse of a journalist
attempting to blag information would generaily be to oblain information, rather than to
seek monetary gain. As such, in my opihion, in the avent that such a blag occurred, itis
fess likely that such an event would become apparent to either the subject of the blag or
to HEBE, and therefore if iz lass likely for & consumer complaint o be made and/or an

investigation to be triggered as a result.

6. Notwithsianding the above, all of our staff are subject to ginct dulies of confidentiality,
and are regularly frainad on data protection, confidentiality and information security risk
awareness  HIBO dees have general security proceduras and measuras in place to
mitigate, as far as possible. the risk that anyone, inciuding from the press or media,
could unlawfully obtaty information. relating o hird parlies by blagging. | refer to my
paragraphs 8-12 below for @ more detailed explanation in this regard,

“Uf so, please give an indication of the scale of the problem, the types and
sophistication of “blagging”™ attempts that are made, the types of data that are
sought, who by, who for and any other particulars that will assist the Inguiry to

assess the nature and scale of the problem.”

7. Please see my paragraphs 56 above — this questiorn is not applicable.
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“What ireasuras does your organisation prasesily take i order o pravernt “blaggers”

from obtaining confidential data?”

8. HSBO does not implement any measures which are aimed specifically at preventing or
dealing with *blagging” from journalists, the media or other press institutions. However,
MSEC doas implemant measures to mitigate, as far as possible, this type of event

ocgurring generally.

9. All of HEBG's employees are under a stnct duty of confidentiality with regards 1o all
confidential nformation held by HSBC, which is imposad on them by, amongst nther
things. thelr emplovment contracts  HEBC's emplayees also recetve regular mandatory

training on Data Protection, Confidentiality, and Informalion Security Risk Awareness.

10, Further, the H3BC Siaff Employee Handbook {relevant extracts at APZ) contains a
wealth of informaticn relating to the confidentiality obligabions imposed on HSBC's
amployess, as well as information regarding security and fraud prevention measures.
Tha Handbook diso refers o employess’ chligations i respect of third parties, and in
particular any media source, seeking information having identified themselves as a non-
custormer or journalist {at page 20}

I a third party, i patticalar aoy media souree, asks you fo conwnent on or provide
information, under no chcumstances showld vou respond without baving sooghi
pediission and guidancs from your line nxanager. Where necessary. your ling manager

will seek permission and guidance from Growup Corporate Alfairs.”

11 Confidential data is only released by HSBC in azccordance with its customers’
mstructions or when it is obliged to do sg by law. To ensure that it properly identifies ifs
custorners, HSBC has comprehensive and frequently reviewed securily procedures that
apply whether a customer 15 sesking information from the relevant branch, over the

telephone or onling,
“Have any of your staff (i.e. your staff whether casual or permanent) in the last 10

vears Deen caught andlor disciplined for disclosing comdidential data o thind

pariies? if so, please provide particulars. This reguest is particularly directed at third
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parties who directly, or indirectly, fave sought fo corrupt your staift in order to obtain
confideniial data for any manifestation of the media.”

12. Maving made enquiries internally in order o inform my response to this gquestion, | am
not aware of any employee of HSBC having been caught and/or disciplined for

disciosing confidential custorner data 1o any journalist, media source or prass institulion

“The documents you provide fo the [nguiry Panel should relate to the folfowing

matters:

{a) Any document conceming attempts (whether or nof successial) to blag
information from your organisation in the last 10 years.

{6} Any document setting oui your organisation’s present measuras 1o prevei
“Blaggers” from ablaining unauthorised access o confidential data.

{c} Any document relevant to the uncovering of, investigation of, or disciplining
of staff for unauthorised disclosure of confidential data to third parties.”

12, With respect to the requests contained in {a} and {c}, | have no information to provida in
respect of these requests — | refer to paragraph 12 of this statement in this regard. With
respect to the request contained in (b}, the atfached extracts of our Staff Emploves
Handbook sat out HEBC's general policy i respect of employees’ obligations of
confidentiality, standards of integrity, data protection, security ang fraud prevention

measures and dealing with the media.

14, | bedimve that the facts stated in this withess statement are trug

Signed ..
Andy Pickford
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