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1. INTRODUCTION
1.1 The  information, com m unication and techno logy system s operating within the 
Metropolitan Po lice  S e rv ice  (M P S ) are a resource provided to authorised users o f these 
system s to facilitate the w ork o f the M P S .

1.2 It is understood that authorised users m ay o cca s io n a lly  need to attend to urgent 
unforeseen personal d ifficu lties during the working day. A s  a concess ion  to authorised 
users, lim ited and reasonab le  persona l use  o f M P S  inform ation, com m unication and 
techno logy system s w ill b e  perm itted as is se t out in the se  standard operating 
p rocedures (SO Ps).

2. PERSONAL USE
2.1 The on ly information system s in relation to w h ich  any  persona l u se  w ill be 
perm itted a re  the M etphone te lephone system , M P S  M ob ile  phones, facs im ile  (fax) 
m ach ines, and the u se  o f the M icroso ft Word, E xce l, and O utlook (email) app lications 
on A W A R E .

2.2 W eb  browsing fo r persona l purposes rem ains prohib ited.

2.3 Brow sing o f s ite s approved by the Infrastructure S en io r U se r A ssu ran ce  G roup 
(listed under ‘www links ’ on the M P S  Intranet) is not cons ide red  a s  persona l use.

2.4 The  work o f the P o lice  Federation, staff a ssoc ia tion s , the un ions and any 
com m unication relating to union bus iness is perm itted, provided that the u se  is in 
relation to the o rgan isa tion ’s  co re  business, not fo r advertis ing  or other non-core
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activ ities. You  must be aw are that privacy cannot be  guaranteed for com m un ications 
and flies on M P S  equ ipm ent (S ee  Section 5.)

2.5 T he  u se  o f any other M P S  or nationai information, com m unication, and 
techno iogy system  (e.g. browsing PN C , C R iS ,  T R iS , C R iM iN T , etc.) for persona i 
pu rposes is strictiv forb idden and m ay iead to d isc ip iina ry  action up to and inciud ing 
sum m ary d ism issa i for ‘g ro ss m isconduct’, it m ay a iso  constitute a crim inai offence.

3. PERMITTED PERSONAL USE
3.1 During working hours, you m ay send em aiis, text or fax m essages o r m ake 
te iephone ca iis  and dea i with incom ing em aiis, text m essages, faxes or te iephone ca iis  
fo r persona i purposes, on iv so  far as is necessa ry  to dea l with urgent and unforeseen 
persona i matters.

3.2 During permitted b reaks from your working time, you m ay m ake occas io na i 
te iephone ca iis, send brief text or fax m essages, and u se  the M icrosoft W ord, E xce i 
and Outiook (emaii) app iica tions on A W A R E  for persona i purposes.

3 .3  T h e  personai u se  at 3.1 and 3.2 is on iy  perm itted provided that such  u se  is;

reaspnabie; .

does not interfere with your work or that o f anyone  eise; 

is iawfui; ,

is not for ou tside  bus iness  purposes or for persona i financia i gain; 

does not breach any  M P S  po iicy or standard operating procedures, and 

in the ca se  o f persona i u se  for urgent and un fo reseen  matters a t 3.1, is 

iim ited to a few  m inutes at a  time.

if you a re  in any doubt as to w hat constitutes a ‘perm itted b reak ’, o r what is deem ed to 
be  ‘reasonab ie ’ use, then you shou id consu it with your iine m anagem ent. Y o u  shou id  
cons ide r inform ing iine m anagem ent about the c ircum stances at 3.1, a s they m ay need 
to know  for w eifare reiated reasons.

3 .4  A n y  personai emaii, text m essage, or fax m essag e  m ust be brief, norm aiiy 
cons is ting  o f on iy a few  iines o f text. The  send ing  o f im ages, sounds, or v ideo  flie s  is 
prohib ited. You  m ust take ca re  not to over-burden M P S  information system s by 
p rocess ing , storing or transm itting iarge quantities o f persona i m ateriai or iarge flies.

3 .5  A n y  persona i te iephone ca iis  m ust s im iiariy  be brief. Y o u  m ust obtain perm iss ion  
from  your iine m anager before  you m ake any persona i ca ii to a prem ium rate or 
in ternationa i number, o r send  a persona l fax m essage  at in ternationa l rates. You  m ay 
be  a sked  to pay for the ca ll o r fax. Fo r audit pu rposes line m anagers must keep a lo ca i 
record o f such  ca iis, to inciude; time, date, extension , num ber ca iied  and duration.
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3.6 Long-term storage o f personal Word or E xce l docum ents, or persona l em ails  
(sent or received) is not permitted. You  m ust exe rc ise  good housekeep ing  and de lete 
all such docum ents/em ails as soon as they have served  their im m ediate purpose, or 
when you leave the M PS , w h ichever is the sooner. If you w ish  to retain such  
docum ents/em ails a s  a record then you m ust m ake a back-up onto your own sto rage 
m edia (S ee  a lso  3.9).The M P S  reserves the right to de le te  such  information if you fail to 
do this, w ithout prior notice to you.

3.7 You  must identify persona l em a ils  by the inc lusion  of the word “[Personal]” 
(including the square  brackets) in the ‘subject’ field o f the email. Em a il not marked as 
personal in this w ay will be treated a s  bus iness em ail for all purposes including 
monitoring and archiving/retention. You  must identify persona l docum ents on A W A R E  
by creating a fo lder under ‘my docum ents ’ w hich you will nam e ‘pe rsona l’ . A ny  
docum ents not saved  to this fo lder w ill be treated for a ll pu rposes a s  bus iness 
docum ents.

3.8 A ll email w ill be retained in a cco rdance  with M P S  Retention Ru les, including 
those that are personal. The  M P S  Em a il Retention R u le s  w ill routinely spec ify  longer 
retention period for M P S  B us ine ss  related email. T he  M P S  w ill routine ly de lete  email, 
persona l or business, at the end of its specified  retention period.

3.9 The security and integrity o f any  persona l e-m ails o r file s  cannot be guaranteed 
and you m ust ensure  that you back-up onto your own sto rage m ed ia  any persona l 
information you need to retain. Ne ither the M etropo litan P o lice  Authority nor the 
Com m iss ione r o f P o lice  o f the M etropo lis can accep t any  liability fo r any loss susta ined 
in connection with any personal u se  o f M P S  information or com m unication system s. 
O n ly  in h ighly exceptiona l c ircum stances w ill any techn ica l support (e.g. recovery o f a 
deleted file) be provided in connection with persona l use.

3.10 O fficia l M P S  bus iness w ill take priority at all tim es. W here  persona l u se  is being 
m ade o f a workstation, fax m ach ine, printer or te lephone and it is required for an 
operational or bus iness reason the persona l u se  m ust be d iscontinued immediately.

3.11 A ll users o f com puter equ ipm ent w ithin the M P S  shou ld  a lready  be aw are o f the 
need to take regular short b reaks from  keyboard and m ouse  u se  and from reading 
material d isp layed on com puter screens. T hese  b reaks he lp reduce the risk o f injury as 
well a s  relieving mental and physica l fatigue.

3.12 You  m ust re im burse the M P S  for the cost o f any  persona l ca lls  m ade using an 
M PS -issu ed  m obile te lephone. You r loca l F inance  and R esou rce s  M anage r w ill be ab le  
to adv ise  you accord ingly.

3.13 You  m ay on ly print your pe rsona l docum ent o r em ail if it is genu ine ly  necessa ry  
to do so  and if the docum ent o r em ail is short.

4. PROHIBITED PERSONAL USE
4.1 It is strictly forb idden to m ake  any persona l u se  w ha tsoeve r o f any M P S  
information, com m unication or techno logy  system  other than the lim ited u se  outlined in
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section 3 above o f these S O P s . B row sing o f the W orid  W ide  W eb  rem ains prohibited.
Pe rsona i use o f em aii on A W A R E  does not extend to use of any w eb-based emaii.

4 .2 A irw ave u se rs  must not u se  A irw ave  te iephony for persona i purposes under any
circum stances.
4.3 in reiation to the use  o f any  M P S  information, com m unication and technoiogy
system  for persona i purposes, it is strictiy forbidden to;

□ transm it any M P S  information (inciuding ‘persona i da ta ’ as defined by the 
Data Protection Act, 1998) other than fo r officiai M P S  purposes;

□ transm it anything that couid harm the M P S , its staff or officers, its 
e ffectiveness o r its reputation;

□ create, adapt, store, view, d isp iay  o r transm it any m ateriai that is 
defam atory, racist, sexua iiy  expiic it or pornographic, sexist, hom ophobic, 
re iig iousiy  offensive, iiiegai, in breach o f the M P S  d iversity and equa i 
opportunities po iic ies o r otherw ise offensive;

□ harass, buiiy, intim idate or offend others; .

□ open, execute, store o r instaii onto any M P S  information system s, transm it 
or so iic it from others any software or execu tab ie  fiies;

□ author or transm it to  any  ind ividuai o r organ isation  any materiai or 
m essage  that couid bind the M P S  into a contract to pu rchase goods or 
serv ices;

□ im personate another ind ividuai or organisation;

□ engage  in any activ ity w hich m ay m is iead  others as to your rank, grade, 
status, leve l o f authority or responsib ilities;

□ author, store, so lic it o r c ircu late d ia in  letters o r chain e-m ails, junk e-m ails, 
e lectron ic  greetings cards o r e lectron ic ‘g a m e s ’;

□ engage  in the activ ity known a s  ‘spam m ing ’;

□ enrol on e-m ail m ailing lists (excep t fo r w ork purposes) o r for marketing o r 
Junk e-mail;

□ create, adapt, store, view, d isp lay  o r transm it any  file  o r attachm ent 
(includ ing a v irus o r worm  etc.) other than a M icroso ft W ord, or E xce l 
document;

□ create, adapt, store, view, d isp lay  o r transm it any  im age, sound (e.g. M P3 ) 
o r v ideo  file;

□ further any bu s iness  in terests (includ ing your own);
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□ conduct, or to a ss is t another or others, In any  illega l or immoral activity.

□ Connect any persona l dev ice  (e.g. Cam era  or M P S  player) to M P S  
equipment, w ithout the specific  perm iss ion  of the M P S  Information Security  
Officer.

It is a lso  forb idden to engage in any of these activ ities fo r M P S  bus iness use, a lthough 
ind iv idua ls m ay be offic ia lly  authorised to engage in som e o f them  if their current official 
duties require it, se e  a lso  G E N S  of The  M E T S E C  Code .

4.4 Th is persona l u se  po licy is a  concess ion  and not an entitlement. A n y  abuse, 
m isuse o r neg ligence in the u se  o f M P S  information, com m un ications and techno logy 
system s is  like ly to result in the removal o f th is concess ion , w ithout further notice, for 
those who are  reasonab ly  be lieved to be involved. Fa ilu re  to com ply with this po licy 
m ay a lso  resu lt in d isc ip lina ry  proceedings, w h ich  m ay resu lt in a penalty up to and 
including your d ism issa l. A nyone  who m akes unauthorized u se  o f personal data, o r the 
information conta ined w ithin it, is liab le to prosecution under the Data Protection Act, 
1998.

5. PRIVACY AND MONITORING
5.1 You  shou ld c learly  understand that m arking an  em ail ‘[personal]’, or sav ing  a 
docum ent into a ‘P e rsona l’ fo lder, does not necessa rily  m ean that it w ill rem ain private. 
There  m ay be  o ccas io n s w here  the M P S  w ill be entitled to rev iew  em ails, docum ents 
and files, includ ing those  m arked ‘pe rsona l’, and d isc lo se  any  information w ithin them.

5.2 A s  part of the proper m anagem ent o f the M P S , its pub lic  functions and its 
resources, M P S  information and com m unication system s a re  monitored to the extent 
perm itted by law. A n y  e-m ail and/or attachm ents a s  w e ll a s  files created or used  m ay 
be read by  monitoring sta ff for the above purposes a s  w e ll as, fo r exam ple, to detect 
m isuse  o f the M P S  system s, fo r the purposes of preventing o r detecting crim e or in the 
interests o f national security.

5.3 If you w ish  to keep any  personal e-m ail co rrespondence  or file  com p le te ly  
private, then you m ust u se  you r own com puter equ ipm ent to a cce s s  your own private 
email add ress  aw ay from M P S  prem ises in your own time. S im ilarly , te lephone ca lls  
and/or m essages  m ay be  m onitored or a cce ssed , and you m ust use  your own 
te lephone in order to keep  your com m unications com p le te ly  private.

6 . RESPONSiBiUTiES
Ownership: Information M anagem ent S teering  G roup  (IM SG )
Implementation: Information Com p liance , Dol2(3-1)
Rev iew ing  S O P s : Information S trategy and P o licy  Developm ent, Dol2(2)
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7. ASSOCIATED DOCUMENTS
T he  M E T S E C  C O D E  (M P S  Security Po licy  Manual), section  G E N S  and section  T C 0 2 .  
T he  Information C od e  o f Conduct.

8 . FEEDBACK

T o  offer feedback  or suggested im provem ents for the se  S O P s  p lease  u se  the online 
form  on the Information S trategy and Po licy  Deve lopm ent page  on the Do l Intranet site.
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