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1 V R \
Metropolitan Police Authority

Professional Standards Cases Sub-Committee -  20 July 2011 

Police Reform Act 2002

ACPO Officers: Assistant Commissioner John Yates 
Recorded Conduct matter

Report on behalf of the Chief Executive

Summary

On 18 July 2011 the PSCSC recorded two conduct matters against Assistant 
Commissioner John Yates. These concerned AC Yates' involvement in the 
investigation into allegations of phone hacking by News of the World reporters and 
the circumstances leading to the employment by the MPS of the daughter of Neil 
Wallis..

Members resolved that, in view of the recordable conduct matters, AC Yates should 
be suspended. Members are notified that circumstances relevant to the suspension 
conditions may have changed and are asked to review the suspension conditions, 
and to determine whether the suspension conditions remain satisfied.

A. RECOMMENDATIONS 

That Members:

i. Review the report and supporting documents;

ii. Decide whether the suspension conditions remain satisfied.
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B. MATTERS FOR CONSIDERATION

Background Information

1. On 18 July 2011, the PSCSC convened to consider allegations against AC Yates 
and three other current or former ACPO officers. A copy of the report provided to 
the PSCSC is attached as Appendix A. Additional papers concerning these 
matters were tabled at the meeting and are attached (and indexed) as Appendix
B.

2. Members resolved to record two conduct matters against AC Yates. The first 
recorded conduct matter concerned AC Yates’ involvement in the investigation 
into allegations of phone hacking by News of the World reporters. Members 
reached the decision to record this matter on the basis that they considered there 
was an indication that AC Yates had behaved in a manner which would justify the 
bringing of disciplinary proceedings, and the gravity and other exceptional 
circumstances make it appropriate to record. Members considered that the 
relevant Standard of Professional Behaviour that may have been breached is 
‘Duties and Responsibilities’.

3. The second recorded conduct matter against AC Yates concerned the 
circumstances leading to the employment in the MPS of the daughter of Neil 
Wallis by the MPS. Members considered that on the basis of the papers before 
them (see Appendix B), there was an indication that AC Yates had behaved in a 
manner which would justify the bringing of disciplinary proceedings, and again that 
the gravity and other exceptional circumstances made it appropriate to record. 
Members considered that the relevant Standards of Professional Behaviour that 
may have been breached are: 'Honesty and Integrity’ and ‘Discreditable Conduct’.

4. Members resolved that these matters should be referred to the IPCC on the 
grounds of the gravity of the matter and other exceptional circumstances, because 
the conduct could have a significant impact on public confidence.

5. Members next considered the issue of suspension and resolved that AC Yates 
should be suspended. Further details on how this decision was reached are set 
out below.

Decision to Suspend AC Yates

6. Members were advised at the PSCSC meeting on 18 July 2011 that where an 
allegation comes to the attention of the MPA which indicates that the conduct of a 
police officer may amount to misconduct or gross misconduct, then the Police 
(Conduct) Regulations 2008 (“the 2008 Regulations’’) will apply. Regulation 10 of 
the 2008 Regulations concerns the suspension of an officer.
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7. Members were advised that, following the receipt of an allegation which indicated 
a failure to meet an appropriate standard, there were only two conditions under 
which it could be satisfied that suspension of the officer concerned was justified, 
namely

a. the effective investigation of the case may be prejudiced unless the officer 
concerned is so suspended; or

b. having regard to the nature of the allegation, and any other relevant 
considerations, the public interest requires that the officer should be 
suspended.

8. Members did not consider that the suspension condition at (a) above was 
satisfied. However, Members resolved that the suspension condition at (b) above 
was satisfied and that AC Yates should be suspended. The reasons provided 
were as follows:

a. the nature of both the recorded conduct matters;

b. the impact on public confidence in policing;

c. the serious nature of the allegations which had the potential to undermine 
policing in London; and

d. that there was a significant risk of a detrimental impact on public 
confidence.

9. Members in particular considered that it was important on the grounds of public 
confidence that he had restricted access to police buildings.

10. Members delegated the responsibility of suspending AC Yates to the Chief 
Executive of the MPA, Catherine Crawford.

11. AC Yates was advised that he would be receiving a letter of the PSCSC’s 
decision to suspend him. At 2.44pm the MPA issued a press release confirming 
the suspension and confirming that AC Yates had been informed. A copy of the 
press release is attached as Appendix C..

12. On 18 July 2011, press reports also revealed that Mr Keith Vaz, Chair of the 
HASC, had asked John Yates to appear again in front of the Home Affairs Select 
Committee ('HASC’) the following day. The Chief Executive of the MPA 
considered that it was important, and in the public’s interest, for AC Yates to 
appear before the HASC and that he had access to information in order to 
properly prepare for questioning before the HASC. On that basis, the Chief 
Executive decided to defer suspending AC Yates until after his appearance in 
front of the HASC
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13. At around 2.30pm on 18 July 2011, AC Yates publicly announced his intention to 
resign from the MPS. This announcement received widespread publicity. A copy 
of various press reports regarding this announcement are attached as Appendix
D.

14. On the same day AC Yates informed the Chair of the Authority of his intention to 
retire and to take annual leave for the remainder of his service.

Retirement

15. in relation to retirement, the Police Regulations 2003 say that following:

“ 14. Retirement

Members o f a police force may retire in such circumstances as shall be determined by 
the Secretary of State, and in making such a determination the Secretary of State 
m a y -

fa) require such notice of intention to retire as may be
specified in the determ ination, or such shorter notice 
as may have been accepted by the police authority, 
to be given to that authority,

(b) require the consent of the chief officer to be obtained 
before giving such notice.

16. The determination under the Police Regulations 2003 referred to in Regulation 
14(a) is attached as Appendix E. It requires that an Assistant Commissioner of 
Police of the Metropolis gives three months’ written notice of his intention to retire 
to the police authority, the police authority may accept shorter notice.

17. In view of AC Yates informing the police authority of his intention to retire and to 
take annual leave for the remainder of his service, circumstances relevant to the 
suspension conditions may have changed and, in accordance with the 2008 
Regulations, the PSCSC should review its decision that the suspension 
conditions are satisfied.

18. AC Yates has not yet been suspended.

Review of Suspension

19. Regulation 10(8) of the 2008 Regulations outlines the circumstances in which the 
MPA is required to review the suspension conditions, namely:

a, on receipt of any representations from the officer concerned (or his police 
friend)

b. if there has been no previous review, before the end of 4 weeks beginning 
with the first working day after the suspension;
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c, in any other case -

i. on being notified that circumstances relevant to the suspension 
conditions may have changed (whether by means of 
representations made under paragraph (7)(b) or otherwise); or

ii. before the end of 4 weeks beginning with the day after the previous 
review.

Notification that circumstances relevant to the suspension conditions may 
have changed

20. Members are notified that the circumstances relevant to the suspension 
conditions may have changed in that, since making its decision to suspend AC 
Yates:

a. he has publicly announced his intention to resign (see press release 
attached at Appendix C), and has informed the Authority of his intention to 
take annual leave for the remainder of his service; and

b. he has provided further evidence to the Home Affairs Select Committee 
(HASC), who have published a report entitled “Unauthorised tapping into 
or hacking of mobile communications”.

21. In light of the above, Members are asked to review the suspension conditions. 
Members are reminded that the decision to suspend AC Yates was on the basis 
that “having regard to the nature o f the allegation, and any other relevant 
considerations, the public interest requires that the officer should be suspended.”

22. Members are asked to consider whether the concerns upon which they 
previously based their decision to suspend AC Yates (paragraph 8 and 9 above) 
remain following AC Yates public announcement of his intention to resign and on 
the basis that he will be taking annual leave for the remainder of his service.

23. Members are also provided with a copy of the HASC report (Appendix E) and are 
asked to note, in particular, the following extracts:

a. on page 41, paragraph 82 -  “ Mr Yates has apologised to the victims of the 
hacking who may have been let down by his not delving more deeply into 
the material already held by the police. We welcomed that and agree that 
his decision not to conduct an effective assessment of the evidence in 
police possession was a serious misjudgement.”

b. on page 20, paragraph 34 -  “only on the last day on which we took 
evidence did It become clear that there had been a significant conversation 
between the Director of Public Prosecutions and Assistant Commissioner
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Yates regarding the mention in the Mulcaire papers of the name Neville 
and whether this and Mr Mulcaire’s contract with News International were 
a sufficient basis on which to re-open the investigation. The fact that the 
CPS decided it was not, does not in any way exonerate the police from 
their actions during the inquiry."

24. If Members consider that in light of the change in circumstances, the suspension 
conditions are no longer met, then, had AC Yates already been suspended, they 
would be required to bring the suspension to an end. Therefore as the Chief 
Executive has not yet acted under her delegated authority to suspend, and the 
suspension conditions are not longer satisfied, Members may consider that no 
further action is required.

Consultation with the IPCC

25. The IPCC have been notified that the MPA will be referring the recorded conduct 
matters concerning AC Yates to it, though they are yet to receive the written 
notification of referral.

26. In accordance with the 2008 Regulations, the MPA has a duty to consult the 
IPCC in respect of any suspension decision where the IPCC has determined that 
an investigation that is supervised, managed, or conducted independently by the 
IPCC is required. The IPCC is required to formally notify the MPA if any such 
determination has been made. No such notification has been received and 
therefore there is no obligation for the MPA to consult with the IPCC on the issue 
of suspension at this stage.

C. OTHER ORGANISATIONAL AND COMMUNITY IMPLICATIONS

Equality and Diversity Impact

There are no equality and diversity impact issues directly arising from this report.

Met Forward

This report has the potential to impact adversely on the following strands of Met 
Forward: '

• Met Connect- Confidence in the MPS
• Met Standards- holding the Commissioner to account

Financial Implications
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There are no immediate financial implications arising from this report, however, if 
Members resolve that it is appropriate to conduct an investigation there may be 
costs incurred if it is necessary to appoint an investigator from an external force.

Legal Implications

Allegations against senior officers in the MPS, received after 1 December 2008, are 
considered by the MPA in accordance with the Police Reform Act 2002, as 
amended; the Police (Complaints and Misconduct) Regulations 2004, as 
amended; the Police (Conduct) Regulations 2008; the IPCC Statutory Guidance 
and the Home Office Guidance on Police Officer Misconduct, Unsatisfactory 
Performance and Attendance Management Procedures.

Environmental Implications

There are no environmental implications arising from this report.

Risk implications

As this report identifies named individuals it contains Exempt Information under 
Schedule 12A of the Local Government Act 1972 and will therefore be 
considered during Part 2 of the meeting. Specific details of each individual and 
their complaint referred to in the report should not therefore enter the public 
domain.

1. DOCUMENTS

Appendix A -  Report for PSCSC dated 18 July 2011

Appendix B -  Tabled papers at PSCSC meeting on 18 July 2011

Appendix C -  MPA Press Release

Appendix D -  Press reports regarding resignation announcement

Appendix E -  HASC Report

Report Author: Ashleigh Freeman, Professional Standards Officer
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U K

18 July £011 Lael updated at 10:32

John Yates quits Met Police amid phone-hacking scandal

Met Police Assistant Com m issioner'John Yates has quit after growing pressure amid the phone-hacidng scandal.

Mr Yates checked the credentials of Neil Wallis before the Met employed the former News of the World executive, arrested last 
week over hacking claims.

He said his conscience was clear and had "deep regret" over Ns resignation.

Meanwhile, the Independent Police-Complaints Com m ission has received referrals about the conduct of four current or 
former senior Met officers.

'Distracting questions'
Mr Yates said in a statement: "Sadty, there continues to be a huge amount of inaccurate, ill-informed and on occasion 
downright malicious gossip published about me personally.

T h is  has the potential to be a significant distraction in my current role as the national lead for counter terrorism,

"1 see no prospect of this improving in the coming weeks and months as we approach one of the most important events in the 
history of the Metropolitan Police Service, the 2012 Olympic Games.

"The threats that we face in the modem world are such .that I would never forgive myself if 1 was unable to give total 
commitment to the task of protecting London and the country during this period,! simply cannot let this situatfon continue."

The IPCC said four referrals relating to the police's phone-hacking investigation involved Commissioner S ir Paul Stephenson, 
who resigned on Sunday, and Mr Yates, as well as two other former senior cfficsrs. The BBC understands the other two officers 
are former Assistant Commissioner Andy Hayman and former Deputy Assistant Commissioner Peter Clarke.

A fifth referral relates to the alleged involvement of Mr Yates in inappropriately securing a job at the Met for the daughter of a 
friend. The BBC understands the woman to be Amy Wallis, daughter of Neii, and that she works in a civilian non-operational
role.

The referrals come from the Metropolitan’ Police Authority (MPA),

In other developments on Monday:

Labour laadar Ed Miliband zoaln attacked Prime Mlnistar David Cameron for hiring forpner Nsws of the World editor Atrdy Coutson at Number 10 
Former News International chief executive Rebekah Brooks confirmed she would appear bafote a commRleo of MPe on Tuascby, atongsltfe Rupert and James 
Murdoch, despite har arrest and quastlontnd by police on Sunday
News Corporation established an indepandent body headed by senior barrister Lord Grabiner QC to lead Its Inlarnal Inquiry Into the News of ihe World phona- 
hacldng scandal '
Shares In Nawa Corporation dropped by 7.6% to a two-year low In trading in Australia, and suffered a 4.3% fall In New York
The Serious Fraud Oflica said It would give "full consideration" to a request by Labour MP Tom Watson to investigate oul-of-couti settlements made to hacking 
vlcU'ms
greaaAcsPcIalton reoorier Laur,-) Elston will fneo no ruOI|pr.Atl.ton. J.vor.lawyei.5ai.d. She had bean arrested last month by police Investigating aHagellons 
cf phone hacking by Journalists
Sir Paul, the most senior policeman in Britain, resigned after facing crfticism forthe force’s recruitment of Mr Wallis as a PR

http‘y/www.bbc.co.uk/news/uk-14181344?print=true 20/07/2011
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consultant.

Mayor of London Boris Johnson said Deputy Commissioner Tim Godwin wouid be in charge at Scotland Yard until Sir Paul's 
replacement was appointed. Mr Yates will be replaced In the interim as the Mefs head of counter-terrorism by Assistant 
Commissioner Cressida Dick.

Mr Johnson said it was right for both Sir Paul add Mr Yates to stand down.

He told a news conference at City Hall in London: 'There is absolutely nothing that has been proven against the probity or the 
professionalism of either man.

"But In both cases we have to recognise that the nexus of questions about the relationship betwee'n the Met and the News of 
the World was likely to be distracting to both officers in the run-up to the Olympic Games."

Home Secretary Theresa May said in a statement to MPs that she was "sorry" over S ir Paul's decision to resign and that the 
Met was "stronger operationally today than it was when he took over".

She added: “I want to put on the record rny gratitude to John Yates for the work he has done while-l've been home secretary to 
develop and Improve counter-terrorism policing in Ldndorl and Indeed across the whole country."

Ms May announced that HM Inspectorate of Constabulary would launch an inquiry into corruption in the police, and 
Independent Police Complaints Commission investigations on the same issue would be part of the judge-led inquiry into the 
hacking scandal.

Mr Cameron, who is on a trade visit to Africa, said: "John Yates was a well-respected detective, and has more recently provided 
strong leadership on counter-terrorism policing. What matters now is that we ensure swift and effecUve continuity at the 
Metropolitan Police Service."

The prime minister is cutting short his trip to prepare for a statement to the Commons on Wednesday. He earlier announced the 
recall of the Commons to debate the latest developments in the phone-hacking scandal.

'Lengthy deliberations'
Mr Wallis, a former NoW deputy editor, was arrested and released on bail on Thursday on suspicion of conspiring to intercept 
communications. ■

The day after the commissioner's resignation, Mr Yates told Metropolitan Police Authority (MPA) chairman Kit Malthouse that 
he was also standing down.

Scotland Yard said in a statement "Assistant Commissioner John Yates has this afternoon indicated his intention to resign to 
the chair of the MPA. This has been accepted."

Mr Yates's resignation came after he was informed he would be suspended pending an inquiry into his relationship with Mr 
Wallis.

The officer had been confronted with new Information about the friendship between the two men, sources told BBC political 
editor Nick Robinson.

After a meeting of the Metropolitan Police Authority's professional standards committee, the MPA said in a statement: 'The 
committee considered allegalions concerning Assistant Commissioner John Yates and after lengthy and careful deliberab'cns 
decided to suspend the assistant commissioner.

"Suspension Is not a disciplinary sanction and it Is emphasised that suspension should not be taken as e presumption of guilt. 
Assistant Commissioner Yates has been informed of this decision.

"A number of matters have been referred to the independent Police Complaints Commission, Including one involving Assistant

http://www.bbc.co.uk/news/uk-14181344?print=true 20/07/2011
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B B C N E W S

P O L I T I C S

ta July 2011 Last updated at 09:13

Artlcla wrtllan by NIelt Robinson Political editor 
Mora from NIelt

Phone hacking scandal: Who is next in line?

COMMENTS 12351

Yates o f the Yard looks to be next in line for the Boris treatment

The Mayor of London has Just signalled that he expects the Professional Standards Sub Committee of the Metropolitan Police 
Authority to investigate the Met's Assistant Commissioner John Yates.

It is responsible for "Senior Officer Conduct" and its tasks include "to investigate and deal with any allegations, report and 
complaints about the conduct of officers of ACPO rank In accordance with appropriate regulations".

If he is investigated it will not be for failing to re-open the enquiry into hacking but for his relationship with Neil Wailis, the News 
of the World's former deputy editor who was hired to offer the Mel PR advice,

Yates may be tempted to point out that at the ̂ me some argued that the hacking row was "codswallop" and “a politically 
motivated put-up job by the Labour Party", '

To be more precise those were the words of the Mayor of London. Boris Johnson,

Update 0936 BST; Assistant Commissioner John Yales was the man tasked with carrying out "due diligence" before the 
Metropolitan Police awarded a contract to the firm run by Neil Waliis, the former Deputy Editor of the News of the World in 
September 2009.

i understand that Yates received categorial assurances from Wallis that nothing would emerge that would embarrass either of 
them or the commissioner.

The Met took the view that Wallis had never been "In the frame" over phone hacking - a view that only changed rrxjre than a 
year later when News International revealed new information at the beginning of this year.

This led to the arrest of Wallis, his former boss Andy Coulson, Rebekah Brooks and others.

If the Metropolitan Police Authority do launch an inquiry into Yates this morning it will not be the first inquiry that he - or, indeed, 
many senior officers - have faced.

They are routinely launched in response to complaints about the behaviour of senior officers and do not normally require the 
officer to be suspended.

Yates, Tm told, has no intention of resigning and would only do so if his judgement is found wanting by the official inquiry led by 
Judge Leveson.

http ://vTWW.bbc.co.uk/news/uk-po li tics-1418 2806?print==true 20/07/2011

MOD200012591



For Distribution to CPs

BBC News - Phone hacking scandal: Who is next in line? Page 2 of 3

Along with other senior officers he is said to be angered by what one source described as a "political maelstrom which is 
castihg careers aside at whim" and the current "trial by media".

Yates has complained to colleagues that- he was harangued and shouted down by MPs on the Home Affairs Select Committee 
last week and that no-one is focussing on the facts - in particular, that his decision not to re-open the phone hacking 
investigation was backed by the Crown Prosecution Service and teading counsel.

Your conyienls (235)

I Adtclftvwfit(g» bv Nick Robinson Nick Robtnson Pô tUcal aditor
MoreJrow NTck
From InsJtft the Murdoch hftaHna 
1 :̂55 UK Sme, Tuesday. 19 July 2011
Press and pubUo have been queuing for hours to witness the cross examlnaUori of Murdoch and son > part pa/lfsmentary enquiry, pari tha 21 si Century’s answer to the 
slocks.
Read full article
Comments
Sign In or register to comment and rata comments.
All posts are pre^moderated and must obey the house rules.

All Comments (235)
Order by; ■ Oldest First Highest Rated Lowest Rated 

l.watrfler
latw JULY 2611 •»:3e *7
Thank Nick for reminding us that poHtIcfans llVa 8 Johnson have 
conventendy short memories which Is just as welt for someone who 
engages vocal chords well before grey matter. Boris's defan<» of Cameron 
was not very convincing as was his accolade to Sir Paul. To lose one 
commissioner Is unfortunate but two counts as.......

2,Wla!y
18TH JULY 2Q11>9:4«

-i' 4
.7

any chance the BBC could navel gaze and ask DG about his visit to NotO 
In September 2010?
1) was Q wise at the L‘me?
2) does Mark stm Ihlrtk it was wise?

S.nondom
18TH JULY 2011- I M l ♦3

Boris himself must cany the can for this, especially as he lias maintained 
dose links with senior News Internationa) execs throughout Ns tenure ae 
mayor, despite knowing that the NOW was under Invastigetlon by his own 
ofricsrs..

Lack of Judgement Is the best spin that can be put on Boris' behaviour.
Hie fraternising with Nl execvtlvee Is nq belter than Sir Paul's stay at 
Champneys.

4.notfooledsteve 
1STHJULY 2011 >10:0) *9

Stephenson did (he right thing for his own sanity as the press end 
poDilclens are looking to meka the Mat the *'itory* and the fall guye. As for 
tha Mayor, he forced out Ian Blair and InelaRed Stephenson, At tha (kna 
tha hacking atlegatfons resurfaced, ha did not react as verbally as he 
normally docs, perhaps as a former member of tha press he had a worry 
that el was mf wha| It sN̂ uld be.

http://www.bbc.co.uk/news/uk-politics-l 4182806?print=true 20/07/2011
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Phone-hacking scandal: Commons recess set to be delayed

David Cameron has said the Commons w ill be recalled on W ednesday to debate the latest developments In the phone
hacking scandal.

MPs were due to be^n a six-week recess at the end of Tuesday.

Labour demanded an extra day's silting to enable MPs to consider the worsening crisis for the police and the media.

Senior police officer John Yates signalled his irttention to resign on Monday, follovwng Met Commissioner S ir Paul Stephenson 
quilting on Sunday.

With the fallout from the hacking scandal intensifying, the PM said it would be "righr to make a stateriient on Wednesday and 
answer questions "arising" from recent events.

In other developments on Monday:

Former News Intemalional chief executive Rebekah Brooks confirms she will appear before a commillse of MPs on Tuesday, alongside Rupert and James 
Murdoch, despite her amest and quastioning by polloe
The Serious Fraud OHios says it will give "full consideration" to a request by Labour MP Tom Watson to invesUgata out-of-court sattlerpents made to hacking 
victims
Shares in News Corpnralinn drop by 7-6% to a two-vear low in Irading In Australia.
Pressure has been growing on the Commons to keep sitting on Wednesday as the scandal surrounding News International and 
the police continues to intensify.

Rupert Murdoch, his son James and former News International chief executive Rebekah Brooks are sat to face questions on 
Tuesday afternoon from the Commons culture committee over what went on at the News of The World and what they knew 
about It.

Earlier on Tuesday, Met Commissioner Sir Paul Stephenson - who announced his resignation on Sunday amid allegations 
about the force's relationship with former News of the World deputy editor Nei! Wallis - is due to appear before the home affairs 
select committee.

Speaking in South Africa, where he Is on a trade trip, Mr Cameron said he believed it would be appropriate for MPs to sit an 
extra day to discuss these developments.

it is up to the Commons Speaker John Barcow to decide whether to extend the Commons sitting.

Downing Street said they expected the prime minister to make a statement and take questions from MPs afterwards but Labour 
leader Ed Miliband called for a  full debate - but prime minister's questions, which is normally held on a Wednesday, will not be 
taking place.

"We must give MPs the chance to debate the issues arising from the select committee hearing and ensure the prime minister 
addresses the many unanswered questions that he faces." he said.

'Fleeing the country'
Mr Cameron has faced criticism for the timing of his trip to Africa, one Conservative backbencher telling BBC  News it appeared

http ://www.bbc. co.uk/news/uk-politics-1418253 5?print=true 20/07/2011
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the PM was "fleeing the country".

But the prime minister defended his decision saying: “it Is Important for the prime minister to get out there with British business 
at a time when we need Investment and growth and jobs back at home."

And ha said he had been In touch with Home Secretary Theresa May and other key figures to discuss the latest developments.

•Just because you are travelling to Africa does not mean you suddenly lose contact with your office," he added.

Mr Cameron was also quizzed about Sir Paul Stephenson's resignation - and the reference in his resignation statement to the 
prime minister's dose relationship with the News of the World's former editor, Andy Coulson,

Ha rejected suggestions that there .was any similarity between Neil Wallis being employed by Scotland Yard and Mr Coulson 
working in Downing Street

'The situation in the Metropolitan Police Service is really quite different to the situation in the government not least because the 
issues that the Metropoiitan Police are looking a t the issues around them, have had a direct bearing on public confidence into 
the police Inquiry into the News of the World and Indeed into the police themselves."

'Hamstrung'
But tabour said the prime minister was "hamstrung" from dealing with the crisis of confidence in the media and the police 
because of his decision to employ Mr Coulson.

"It is also striking that Sir Paul Stephenson has taken responsibility and resigned over the employment of Mr Coulson's deputy, 
while the prime minister has not even apologised for hiring Mr Coulson," said Labour leader Ed Miliband.

Assistant Commissioner John Yates's resignation followed the decision of the Metropolitan Police Authority's to suspend him 
and refer his conduct to the Independent Police Complaints Commission.

Mr Yates Was widely critidsed for dedding not to reopen the Metis hacking inquiry following a review of new evidence in 2009.

The BBC's political editor Nick Robinson said further pressure had built on Mr Yates after it had emerged that he had also been 
in charge of checking out Mr Wallis before ha was given a contract by the Metropoiitan Police to provide communications 
advice.

Home Secretary Theresa May is due to update MPs on the turmoil at Scotland Yard and the future priorities for the organisation 
later on Monday.

tones

Vegrerovof hiring Coulson
Dav!d Cameron eaya that ‘Nvith hincislghr h» would not hava hired Andy Coulson as he comes under attack from Labour MPs In the Commons. 
EU needs *strong messsoa* on debt 
JilledTorv peer taunchoa appaat

( l

S 3 in @
BBC <D 2011 llie BBC Is not resporulbte (or the conient 
of external enes. Read more

http7/www,bbc.co.'uk/news/uk-poIitics-14182535?print=true 20/07/2011
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Analysis; Met police resignations

_____
By Dominic Casclani
BBC News horns aKalrs correspondent

In less than 24 hours, the Met has lost two o f its most sen ior officers. F irst to go was the commissfoner himself, S ir 
Paul Stephenson. Next up, despite starting the day resolutely determined to hang on, was John Yates, the head of 
counter-terrorism.

In the two weeks since it emerged that Milly DowleFs mobile was hacked, the almost relentless pressure has turned a terrible 
affair Into potentially the biggest scandal to engulf the Metropolitan Police in decades.

Sir Paul took the top job in British policing knowing full well that his predecessor, S ir Ian Blair, had corns to be seen as 
damaged goods.

The plain-talking Lancastrian wanted his officers to regard him as a copper first, rather than a politician.

But although S ir Paul has carried the can, an awful lot of its contents is still being spilt as he leaves New Scotland Yard.

And that's why his resignation statement requires very careful reading.

Sir Paul says he quit because of the speculab'on and accusations relating to the Met's links with senior News International 
figures and, critically, the decision to give a PR  contract to former News of the World executive Neii Waiiis.

The public had been completely in the dark about Mr Wallis’s temporary employment as a consultant until his arrest last week 
by detectives from Operation Weeting,’ the phone-hacking investigation.

Mr Wallis's arrest forced Ihe Met to answer more questions about its relationship with News International.

Eight meetings
Scotland Yard has told Ihe BBC that Sir Paul had eight meetings with senior figures from the News of the World between 
January 2006 and this year - and a further two including News International figures.

The list does not include other social events where News of the World figures may have been present.

In his resignation statement, Sir Paul said he met Mr Wallis In 2006 as part of his duties to properly inform journalists about 
police work. .

"My relationship with Mr Wallis continued over the following years," he said, 'The record clearly atxxards with my description of 
the relationship as one maintained for professional purposes and an acquaintance.”

S ir Paul has admitted the Mefs "severe discomfort" - but a itics say they only have themselves to blama In short, they argue, 
their judgement has been completely tacking.

Pressura on Yatss
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And it's these questions of judgement that were ultimately behind the pressure on Assistant Commissioner John Yates to also 
go.

John Yates last week admitted his "extreme regret" that he did not re-open the hacking probe two years ago. He may have 
survived that firestorm If It had not been for the detailed facts behind Mr Wallis's appointment;

Mr Yates had to carry out "due diligence" on the contract to Mr Wallis's firm - meaning he had to check that everything was 
above-board and correct '

Crucially, Mr Wallis had never been linked to phone hacking during the original investigation. Only the Operation Weeting team 
know the reasons for the arrest but it came after News International had handed over fresh information to the detectives.

And it is against that backdrop that the Mel Potice Authority wanted to suspend the senior officer, even if it meant removing the 
UK's top counter-terrorism policeman from post.

So, in the space of two weeks, the scandal has moved from public revulsion over the hacking of a murdered schoolgirl's phone 
to a situation where public trust in police chiefs has been seriously questioned.

Sir Paufs resignation statement included a parting shot to government, noting a key difference between Scotland Yard and 
□owning Street’s relationships with former News of fhe Worfd figures.

His force, he said, had emptoyed Neil Wadis when it had no knowledge of the former jQumalist's alleged involvement In hacking.

On the other hand, said Sir Paul. Andy Coulson became the prime minister's spokesman after having already left the News of 
the World following the conviction of his royal editor. .

That distinction has been seized on by the opposition, who have accused Prime Minister David Cameron of failing - since Mr 
Coulson’s arrest - to face up to his error in having employed him.

Mr Cameron, in South Africa, hit back hard saying that he has taken robust action by launching an inquiry into hacking and 
relations with the press. His line is that he has been completely transparent from day one.

The Metropolitan Police’s critics say the force's relationship with the News of the World has left a lot to be desired.
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A sst Com m issioner John Yates quits Met amid hacking row
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John Yates: Defiant but now gone
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John  Yates’ defiance d idn ’t last long.

He has resigned, I am iold, after being informed that he would be suspended pending an inquiry Into his relationship with Neil 
Watlls, the former deputy editor o f the News of the World.

Sources say that he was confronted with new information about the friendship between the two men who have known each 
other for many years.

Assistant Commissioner Yates is unlikely to go quietly.

This morning he toid friends that it would be "outrageous" if ha was suspended and - as I posted  earlier - that he would only 
resign If his Judgement was found wanting by the offidal Inquiry to be chaired by Lord Leveson,
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Boris Johnson: John Yates resignation is 'right call'
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Profile: Ex-M etofficer John Yates

Assistant Com m issioner John Yates joined the Metropolitan Police in 1981, spending time both in uniform and as a 
detective.

He went on to lead investigations Into more than 20 murders.

His portfolio at the Met included police complaints, intelligence, legal matters and specific high-profile police Investigations.

His experience ranged from senior involvement in investigating police comuption, to probing the "cash-for-honours” row, to 
leading the UK policing response to the Asian tsunami on Boxing Day 2004.

The 52-year-old's CV also includes knowledge of Investigating rape, street crime, organised criminal networks and gun crime.

The senior policeman worked as staff officer to Met Commissioner Paul Condon during the period o f the Macpherson Inquiry 
into the death of biack teenager Stephen Lawrence between 1999 and 2000.

Medal awarded
In the same years Mr Yates' reputation was further cemented when, as a detective superintendent, he led a massive internal 
police corruption inquiry into 9 Regional Crime Squad, based In East Dulwich.

It ended with six serving narcotics detectives being jailed fo r a drugs conspiracy.

Mr Yates further established his reputation as a robust operator capable of handling cases In the media spotlight with his 
Involvement in the perjury case o f Lord Archer, as well as the failed prosecution of roya! butier Paul Burrell and the Who Wants 
to be a Millionaire fraud trial. '

Following the Boxing Day tsunami he headed Operation Bracknell, which opened a bureau to log detaiis o f those missing, 
describing it as an "unprecedented challenge". His achievements during the isunami response led to him being awarded the 
Queen's Police Medal (QPM),

He also went on to lead the Met's response to the shooting of Jean Charles de Menezes at Stockwell Tube station, in the wake 
of the July 2005 London bombings.

The 2D06 inquiry into whether peerages were offered in return fo r party donations was one of his toughest and most sensitive 
challenges. ,

The police Investigation, during which more than 130 people were Interviewed and four people were arrested, focused on 
allegations that peerages had been offered in return fo r loans to Labour and the Conservatives ahead of the 2005 general 
eiectlon.

No charges were brought following the 16-month police Inquiry.

Mr Yates was made assistant commissioner in December 2006 and took over as head of counter-terrorism at Scotland Yard
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after the resignation of his colleague Bob Quick over a security blunder in 2009.

Inquiry reopened
Scotland Yard's first inquiry in 2005 and 2006 into News of the World phone hacking resuited In the conviction of the 
newspaper's former royal editor, Clive Goodman, and private investigator Glenn Mulcaire.

Following fresh allegations made by the Guardian in July 2009, Mr Yates was asked to establish the facts and consider 
reopening the investigation.

Ho concluded foat the information was not new evidence and the inquiry was not reopened. His decision was endorsed by the 
Director of Public Prosecutions, Kelr Starmer.

On 26 January 2011 the Met announced it was reopening its inquiry into phone-hacking allegations.

It said It was no longer appropriate to divert the counter-terrorism branch or Mr Yates from their main duties in view of their 
workload and the threat level to the UK.

But In July of that year Mr Yates became aware that he was to be suspended pending an inquiry into his relatldnship with Neil 
Wallis, the ex-News of the World executive, arrested over phone-hacking allegations.

The two men have known each other for many years.

Knowledge of his impeding suspension prompted the highly-regarded police officer to resign from his post

ies
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Theresa May tells MPs of har 'gratitude' to John Yates
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Hfila .
Homa Secretary Theresa May hag told tha House of Commons of her “gratltuda" to Mai Polica Assistant Commissioner John Yates, who has raslgnad.
John Yates checked the oradsntials of Nall Wallis before the Met employed Ihe ax-News of tha Woiid axacuUve, arrested last weak over hacking allegations. 
Mr Yates’s dscison to quit comes after Commlsslonar Sir Paul Stephenson resigned on Sunday.
Read More
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Cooper on hacking: 'One rule fo r police, one fo r PM'

1« July 2011 tas» updstad at 17:0S

iteta
Yvatle Cooper has said tha resignations of Met Commissioner Sir Psul Stephenson and his deputy John Yates raise Important guestlons for tha prima minister 
and Tharasa May.
The men resigned their pasta over the appointment of former News of tha World deputy editor NeB Wallis to work at tha Mat,
The shadow home secretary said tha prime minister had questions to answer about his appointment of former News of the World editor Andy Coulson.
"Peopla will fcx)lc at this and think It’s one rule for the police and one rule for tha prima minister", she told the Commons.
Read More
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Tough times ahead for London's police

By Frank Gardner
B B C  sec u rity  c o rre sp o n d e n t

A s B rila fn  enters the fina l 12-m onth countdow n to the London  O lym pics, the b igges t ever peacetime security 
ope ra tion  in its  h is to ry, the s e n io r ranks of the M etropo litan  Police are in tu rm o il.

The Met has lost its highly respected Commissioner, Sir Paul Stephenson and Its top counter-terrorism policeman, Assistant 
Commissioner John Yates, who have both resigned over the phone hacking scandal.

Mr Yates will be replaced for the Interim by Assistant Commissioner Cressida Dick but the sudden departure of such a senior 
counter terrorism officer wll! be a blow for Olympic security planners.

By the end of this year much of the focus of Britain's counter4errorism efforts will have shifted towards planning for the 
Olympics, during which the national terrorism threat level is expected to rise back up to "Severe", its second highest on a scale 
of five!

Secret documents
About 120 heads of state are expected to congregate in east London next summer while close to 350,000 visitors are expected 
daily at the Olympic Park -10,000 police officers and 13,000 security officers will be' deployed across over 30 venues.

Scores of MIS Intelligence officers in the Security Service will be transferred from pffsent duties to concentrate on the 
Olympics. ■

The Metropolitan Police, working closely with the Home Office, the Security Service and the Army, will need both focus and 
leadership.

The Met's senior officer in charge of Olympic security, Assistant Commissioner Chris Allison, remains in post and it will now fall 
to him to ensure there is minimal disruption following Mr Yates's sudden departure.

It is just two years and three months since Mr Yates was hastily appointed to Specialist Operations when his predecessor Bob 
Quick was forced to resign after carrying secret documents on a forthcoming operation in full view of Downing Street journalists.

Insiders say he has done well on counter-terrorism in that time, with London Mayor Boris Johnson paying tribute to his work 
today, saying: "Millions of Londoners are safer thanks to the efforts of him and of his team."

Controversial appointment
This morning Mr Yates said he had no intention of resigning but by this afternoon he Is understood to have changed his mind 
after being told he was to be suspended pending an investigation Into his alleged failure to fully prosecute the police enquiry 
into phone hacking.

Mr Yates had, of course, a number of able officers directly beneath him and a police spokesman has said there are no plans to
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make any Immediate changes to those posts. Top of these is Deputy Assfstant Commissioner Stuart Osborne, who is the 
Senior National Co-ordinator for Counter Terrorism.

Beneath him Is a commander who runs the day-to-day business of the Met's S015 Counter Terrorism Command.

But more controversial will be the appointment as Mr Yates's interim successor of Asst Commissionef CrassSda Dick, who was 
funning operations when police shot dead the unarmed Brazilian electrician Jean-Charies da Menezes at Stockweli tube station 
in 2005.

While many of the public will associate her name with this disastrous chapter In police history, she was subsequently cleared of 
any personal blame and Is now the most senior woman In the Met, becoming the first female Asst Commissioner in 2009.

Overtha next year she will have her work cut out.

ie s

tTiPM 's  ‘r e n fo t* o v e r  h lf tn q  C o u i s o n  
DavW C am eT on  s s y s  lh a t  "wllh h in d s ig h t  h a  w ou ld  n d  h a v a  h ife d  A ndy  C ou lso n  a s  h a  c o m e s  u n d e r  a t ta c k  from  l a b o u r  M P s  In  th e  C o m m o n s.
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John Yates: 'My conscience is clear'
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H,s ,1b ,
Met Police Assistant Commissianer John Yates has quit after growing pressure amid the phone-hacking scandal.
Mr Yates checked the credentials of Neil Wallis before the Mat employed the former News of the World exacutiva, arrested last week over hacking dalms. 
In a sfafematil ha said his •conscience is cleat' bui "malicious gossip" stopped him doing his Job.
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M et police in 'worst crisis' following hacking row

10 July 2011 last uptfaletl al 1&45

Hsila
Met Polios Assistant Commissioner John Yates has resigned as (he phone-hacMng scandal fall-out continues. 
His dedslon to quil comes a day after the resignation of Commissioner Sir Paul Stephenson.
Mr Yates said his “conectence was clear" and Sir Paul Stephenson Has denied any wrongdoing.
Mark Gaston reports on what Is being described al the Met Polics force's "worst crisis" in 40 years.
Read Mora
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IPCC to investigate conduct of four Met officers
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24-hours of turm oil for the M et Police
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MPs question John Yates
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Yates denies getting job for form er NoW  executive’s daughter
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P h o n e  h a c k i n g :  K e y  p o l i c e  q u o t e s

Two sen io r Metropolitan police officers and the force's head of PR  have been questioned by MPs investigating the 
newspaper phone-hacking scandal.

Among those appearing before MPs was Metropolitan Police Commissioner Sir Paul Stephenson, who resigned on Sunday,

Also appearing was Assistant Commissioner John Yates, who quit on Monday over the hiring of former NoW executive editor 
Neil Wallis, and Dick Fedordo, director of Public Affairs and Internal Communication for the Metropolitan Police,

Here ara some of the key quotes from their testimony before M Ps on the Commons Home Affairs Select Committee,

Metropolitan Police Commissioner S ir Paul Stephenson
Explaining why he told the Guardian newspaper In December 2009 that thefr coverage of phone-hacking was 
exaggerated:

T am the Commissioner of the Met. I have many people assisting me. And I have senior grade chief constables such as Mr 
Yates.

"Mr Yates... gave me assurances that there was nothing new coming out of the Guardian article. I think I have a right to rely on 
those assurances and I had no reason at all to doubt the success of the first operation."

On the appointment of Neil Wallis;

"1 had no reason to doubt Mr Wallis at all. There was absolutely no reason for me to do that so ! cant see how there was a 
conflict.

"I knew Mr Yates was a friend of Wallis but It wasnt relative to what I vras asking him to do and the only reason I asked Mr 
Yates to do it Is because he was now in charge of (he business group that originally did the invesllgafion."

Asked whether It was "inappropriate" for either the comnnissioner or a police constable to have accepted such 
hospitality worth £12,000 from a firrri where Neil Wallis was a consultant:

"In these circumstances I do not think so sir. This was the owner of Champneys, a family friend connection. It was a generous 
offer. 1 paid for some, many treatments. It enabled me to get back to work very quickly.

"I do not think it inappropriate in those circumstances. I think it was damnably unlucky frankly that Wallis was connected with 
this and it was devastating news when i heard."

Assistant Commtssionir John Yatts
On the appointment of Neil Wallis;

"1 did what I considered and it wasn't due diligence in the due diligence sense, i sought assurances off Mr Wallis before the 
contract was let to the effect and i've got a note - 1 can read It for you if you like - ’is there anything in the matters that [Guardian 
journalist] Nick Davies Is still chasing, and s l̂l reporting on, that could at any stage embarrass you, Mr Wallis, me, the 
Commissioner and the Metropolitan Police?

http ://www.bbc.co .uk/news/uk-14202343 ?print=true 20/07/20 :̂1
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"And I received categorical assurances that was the case. Thafs not due diligence. Due diligence is In the proper letting of a 
contract. I had absolutely nothing to do with that, 1 had nothing to do vyith the tendering process, that was a matter for Mr 
Fedorclo."

On the appointment of Nell W allis 's daughter in a post at the Metropolitan Police:

"I was a post box for a CV  from Mr Wallis's daughter where I made some notes in an e-mail - again very happy to give the 
committee the e-mail - which gives a completely equivocal, equivocal Interest in whether she gets employment or not.

“I passed on that e-mail and tfie CV to the head of human resources - HR at the Met. Thereafter I don't know what happened to 
it."

On deciding not to re-open the phone-hacking Investigatiori In 2009:

"In the light of what I now know, If I had known then what I had known now. and the facts appear that News International have 
deliberately covered up, I would have made a completely different decision and none of us would be where we are today."

Dick Fedorclo, director o f Pub lic Affairs and Internal Communication fo r Met police 
On the appointment of Neil Wallis:

"Having considered him as a consultant and someone that I could lake on amongst the other names 1 had in mind, I spoke to 
John Yates and advised him of what I was thinking about doing.

"John Yates conducted a form of due diligence on Mr Wallis, and he can explain that to you better than i can later, but as far as 
I am concerned, Neii Wallis gave John Yales categorical assurances that there was nothing in the previous phone-hacking 
matters that could that could embamass him, the commissioner or the Metropolitan Police."

IliPM'a. 'ronref ovar hiring Coiilson 
Oavld Cameron eays that hlndelghf ha v/oul4 hot have hired Andy Couleon as ha comes urtder attack from Labour MPs In the Commons. 
Hvrso arrestad over saltoe deaths
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1 Introduction
Background

1. In 2005-06, the Metropolitan Police investigated claims that a private investigator, Mr 

Glenn Mulcaire, had been employed by News International to hack into the Voicemail 

accounts of certain prominent people, including members of the Royal Household in 

November 2005, in particular to obtain information on them. This case ied to the 

prosecution and subsequent imprisonment of Mr Mulcaire and Mr Clive Goodman, the 

royal correspondent for the News of the World. The charges brought against Messrs 

Mulcaire and Goodman cited a limited number of people whose phones were alleged to 

have been hacked. However, papers taken &om Mr Mulcaire in the course of the 

investigation indicated that journalists —not necessarily all from the same newspaper — 

had asked him to obtain information on a number of other people: it was not always dear 

who the subjects of the inquiries were (a number were identified only by initials or a 

forename), nor whether the request involved hacking or some other means of obtaining 

information.

2. In 2006 the Information Commissioner, who is responsible for overseeing the UK’s data 

protection laws, published two reports. What price privacy? and What price privacy now? 

which gave details of investigations conducted by his office and the police into “a 

widespread and organised undercover market in confidential personal information.” In 

one major case, known as Operation Motorman, the police and Information 

Commissioner’s Office found evidence that 305 journalists woildng for a range of 

newspapers had used a variety of techniques to obtain personal information for their 

stories (more details are provided in Appendix A). Some of the information could have 

been obtained only illegallŷ  other pieces of information could be obtained legally (e.g. 

addresses via voter registration records) but this would have been very time-consuming
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and die prices paid to the private investigators obtaining the evidence were too low for 

such onerous work.*

3. In 2009 it became known that one person who considered he had been a victim of 

hacking by Mr Mulcaire at the instigation of a News of the World journalist had launched a 

civil case against that paper’s owners, News International and, it was reported, had received 

a large amount in damages in settlement whilst agreeing to be bound by a confidentiality 

clause. The successful litigant was Mr Gordon Taylor of the Professional Footballers 

Association. The media noted at the time that he was unlikely to have been of interest to 

the ropl correspondent, so it was suspected that other News International journalists or 

editors inight'have been involved with similar activities.

4. The names of other successful litigants gradually leaked out Over the next few months, a 

growing number of alleged victims of hacking brought civil actions against News 

International or sought judicial reviews of the handling of the original case by the police, 

and demanded that the police release documents seized from Mr Mulcaire relevant to their 

cases.

5. At the same time, the Guardian newspaper was continuing to investigate the 

relationship between Mr Mulcaire and News International journalists, focusing in 

particular on claims by some former journalists that practices, like hacking were 

widespread in the News of the World, Because of the concerns raised by the new allegations, 

on 9 July 2009 the Commissioner of the Metropolitan Police asked Assistant 

Commissioner John Yates, QPM, to look into the case. We deal with botli the 2005-06 

investigation and Mr Yates’s role in 2009 later in this report

6. We were aware that our sister committee, the Culture, Media and Sport Committee, had 

had a longstanding interest in the ethics of reporting and reporting methods, and were 

repeatedly taking evidence on this issue. Whilst the role of the media was clearly part of 

that Committee’s remit, questions were being asked about the response of the police to the

The reports wej t  pubiished respectively In May and December 2006, and may be found at www.ico.aov.uk. The 
quotation is taken from What p rice  privacy?, paragraph 1.7.
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original allegations in 2005-06, and there appeared to be some confusion about the 

interpretation of the legislation governing hacking which had the effect of making it 

unclear who precisely might be considered a victim of that crime. Accordingly, early in 

September 2010, we launched an inquiry into Unauthorised tapping into or hacking of 

mobile conununications’, with the following terms of reference:

• The definition of the offences relating to miauthorised tapping or hacking in the 

Regulation of Investigatory Powers Act, and the ease of prosecuting such offencesj

• The police response to such offences, especially the treatment of those whose 

communications have been intercepted; and

• What the police are doing to control such offences.

During the course of the inquiry, it became dear that it was necessary to examine other 
aspects too:

• The scope of the police inquiry in 2005-07;

• The role of the mobile phone companies in providing security information to their 

customers and in relation to those whose phones may have been hacked into; and

• The relationship between the police and the media.

Our focus has remained on the police, the prosecutors, the victims and the legislation; in 
this Report we do not attempt to reach any conclusions and recommendations about the 
actions of specific newspapers or individual journalists.

7. We had invited Mr Yates to give oral evidence to us on 7 September 2010 as the head of 

the Metropolitan Police’s Specialist Operations Unit on the two main areas dealt with by 

his unit Royal and diplomatic protection and Counter-terrorism. We took the opportunity 

of asking him about the 2005-06 investigation and subsequent developments. This 

evidence has already been published.  ̂We later took oml evidence again fi"om Ivlr Yates, Mr 

Chris Bryant MP, the Director of Public Prosecutions, the Information Commissioner, 

representatives of three mobile phone companies (Telefonica 02, Vodafone, and the

2 As Home Affairs Committee. Spec/a//st Operaf/om; Oral evidence, 7 September 2010

MOD200012631



For Distribution to CPs

6 Unauthorised tapping into or hacking of moblie communications

Orange UK and T-Mobile UK joint venture. Everything Everywhere), Lord Blair of 

Boughton QPM, Mr Peter Clarke CVO, OBE, QPM, and Mr Andy Hayman CBE, QPM, 

(the two senior police officers who oversaw the 2005-06 investigation) and Deputy 

Assistant Commissioner Sue Akers, QPM, who is in charge of the current investigation. In 

our final session, we took evidence from Sir Paul Stephenson, Metropolitan Police 

Commissioner, Mr Dick Fedorcio, the Director of Public Affairs and Internal 

Communication at the Metropolitan Police Service, Lord MacDonald of River Glaven QC 

and M r Mark Lewis, solicitor. We received several pieces of written evidence, all of which 

have been published on our website and are printed with this Report, and we have 

corresponded on a number of occasions with our oral witnesses, and with Ms Rebekah 

Brooks, then Chief Executive Officer of Kews International, Assistant Commissioner 

Cressida Dick, the National Policing Improvement Agency, the Serious Organised Crime 

Agency and HM Chief Inspector of Constabulary (the last four on the question of rules 

governing the payment of police by the media and others). We would like to express our 

gratitude to all who have given evidence to us, and in particular to those who have 

repeatedly responded to our fiirtlier questions as our inquiry developed.

Subsequent developments

8. Since we opened our inquiry, the following events have occurred On 12 November 

2010, after interviewing the former reporter the late Mr Sean Hoare and others, .the 

Metropolitan Police said that it had uncovered further material about hacking and passed 

the file of evidence to the Crown Prosecution Service to consider whether there was strong 

enough evidence to bring criminal charges. The Head of the CPS Special Crime Division, 

Mr Simon Clements, decided on 10 December 2010 that there was no admissible evidence 

to support further criminal charges, as the witnesses interviewed had refused to comment, 

denied any knowledge of wrongdoing or had provided unhelpful statements.

9. On 5 January 2011, however, the News o f the World suspended Mr Ian Edmondson from 

his post as assistant editor (news) following allegations that he was implicated in the 

hacking of Sienna Miller’s phone—Ms Miller’s lawyers had found notes among the 

documents released by the police indicating that M r Mulcaire might have hacked into her
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phone on instructions from Mr Edmondson. The Metropolitan Police then wrote to News 

International requesting any new materia] it might have following the suspension. Acting 

Commissioner Tim Godwin opened a new inquiry, led by Deputy Assistant Commissioner 

Sue Akers and codenamed ‘Operation Weeting’.

10. The media continued to pursue the story of the extent of ‘hacking’ by people employed 

by News International in the period from about 2003-06, and (subsequently) both before 

and after this period. On 5 April 2011, M r Edmondson and Mr Neville Thurlbeck, the chief 

reporter for News of the World, were arrested on suspicion of conspiring to intercept 

communications (contrary to Sectionl(l) of the Criminal Law Act 1977) and unlawfri] 

interception of voicemail messages (contrary to Section 1 of the Regulation of Investigatory 

Powers Act 2000). They were later released without charge on police bail until September- 

2011. Further arrests (including that of a royal reporter with the Press Association) have 

been made since then. The new police inquiry under DAG Sue Akers continues.

11. The stoiy took a new turn when the media reported allegations that Mr Mulcaire may 

have hacked into the phone of MUly Dowler, a 13-year old murdered m 2002, and the 

phones of her family and friends. It was also alleged that the phones of the families of the 

Soham murder victims had been hacked into in 2002 and that the same had happened to 

the phones of victims of the 7'*' July bombings in London in 2005. An emergency debate in 

the House of Commons on 6 July 2011 showed strong support for a public inquiry info the 

phone hacking at the NeWs of the World and the conduct of the Metropolitan Police 

between 2006 and 2011.^ The Prime Minister indicated that the Government agreed in 

principle to a public inquiry in two stages that would consider the conduct of'the media 

generally and the history of the police investigations from 2005 onwards, Subsequently, the 

terms of reference have been announced, as has the fact that Lord Justice Leveson is to 

head the inquiry. It had initially been argued that a public inquiry or judge-led Inquiry 

could only start work once police investigations and any consequent prosecutions had been 

brought to a conclusion. MPs had aigued strongly that the Inquiry should be established 

straight away so that the judge leading it could immediately secure any evidence that might

3 HCDeb. 6 July 2011, col 1543 onwards
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Otherwise be destroyed (although this would be a criminal offence), and so that a start 

could be made on issues not pertinent to ongoing investigadons and prosecution. There 

was a clear understanding on all sides that nothing should be done that might prejudice the 

current police investigations.The timing and timescale of these inquiries remain to be 

determined. We welcome the feet that the Prime Minister consulted us on the terms of 

reference for this inquiry.

Involvem ent o f  police witnesses in various inquiries

12. It may be.usefiil here to provide a brief indication of which of our witnesses (police 

officers and prosecutors) were involved in the various police inquiries and when. At the 

time of the first investigation, Mr Peter Clarke was Deputy Assistant Commissioner with 

the Specialist Operations Directorate (which had been formed from the merger of die 

Counter-Terrorist Command and the Royal and Diplomatic Protection group); M r Clarke 

was the most senior officer with day-to-day responsibility for the 2005-06 police 

investigation into hacking. Mr Andy Hayman was at that time Assistant Commissioner for 

Specialist Operations, and Mr Clarke’s superior officer. Lord Blair of Boughton, then Sir 

Ian Blair, was Commissioner of the Metropolitan Police between 2005 and 2008. Mr 

Hayman resigned from the service in December 2007 and M r Clarke retired in Febniary 

2008, so neither was still in post at the time when further allegations appeared to be 

emerging in the press in 2009. Lord Macdonald of River Glaven, QC, then Sir Ken 

Macdonald, was Director of Public Prosecutions between 2003 and 2008.

13. By July 2009, the Commissioner of Police of the Metropolis was Sir Paul Stephenson 

QPM, and M r John Yates was Assistant Commissioner for Specialist Operations, having 

replaced M r Hayman’s successor (Bob Quick) in April 2009. Sir Paul asked Mr Yates to 

look into the stories emerging in The Guardian and subsequently the New York Times 

alleging that the hacking of mobile phones was a widespread problem not confined to 

those investigated and prosecuted in 2006-07. Mr Keir Starmer, QC, had succeeded Sir 

Ken Macdonald as Director of Public Prosecutions. The members of the Crown 

Prosecution Service giving advice directly to the police at this time were not the same 

people as had advised the police in 2006-07.
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14. In January 2010> the Metropolitan Police decided to open a new investigation. DAC 

Sue Akers was appointed to head the investigation, which is known as Operation Weeting. 

Subsequently, DAC Alcers was also to head the investigation into allegations of payments 

by News International journalists to officers o f the Metropolitan Police.

Table 1: Timeline of events

Date Events Police investigation Commissioner

January 2003 Rebekah Brooks and Andy 
Coulson give evidence to  
the Culture, Media and 
Sport Committee. Brooks 
admits to paying police 
officers for stories.

November 2005 The News of the World  
publishes a story about 
Prince William's knee 
injury. This prompts a 
complaint to police that 
voicemail messages of 
royal officials have been 
Intercepted,

Investigation led by 
(then) Deputy 

’ Assistant
Commissioner Peter 
Clarke

Commissioner Sir Ian 
Blair

August 2006 Police arrest Clive 
Goodman (royal editor, 
News o f the World) and 
Glenn Mulcaire (private 
detective).

January 2007 Clive Goodman and Glenn 
Mulcaire convicted of 
conspiring to Intercept 
communications. 
Goodman is sentenced to  
4 months in prison, 
Mulcaire is sentenced to 5 
months.

March 2007 Les Hinton gives evidence 
to Culture, Media and 
Sport Committee. He tells 
the Committee that an 
Internal investigation 
found no evidence of 
widespread hacking at 
News of the World.

May 2007 The Press Complaints 
Commission, the  
newspaper regulation 
watchdog, published a 
report on hacking but said 
it found no evidence of 
wrongdoing at the News 
of the World.

Harbottie and Lewis, News 
International's lawyers,
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/evIewecJ internal emails 
between M r Coulson ancJ 
executives ancJ found no 
evidence they were aware 
of Goodman's actions.

July 2009

November 2009

The Guardian Newspaper 
publishes an article which 
details over £1 million in 
payments made by News 
International to  settle 
court cases which focus on 
journalists alleged 
involvement in hacking.

Scotland Yard announces 
that ft has reviewed the 
evidence and no further 
Investigation Is required.

The Crown Prosecution 
Service announces an 
urgent review of material 
provided by the police in 
2006.

Colin Myler and Andy 
Coufson give evidence to  
Culture, Media and Sport 
Committee

Review led by 
Assistant
commissioner John 
Yates

Commissioner Sir 
Paul Stephenson

The Press Complaints 
Commission publishes a 
second report on News of 
the World. It finds no new  
evidence to  suggest that 
anyone at News of the  
World other than Mulcaire 
and Goodman was 
involved in phone 
hacking.

February 2010 Culture, Media and Sport 
Committee publishes 
report on Press standards, 
privacy and libel which 
suggests that it is 
inconceivable that senior 
management at the paper 
were unaware of 
widespread hacking.

September 2010 New York Times publishes 
an article claiming that 
Andy Coulson was aware 
that his staff at News of 
the  World were iilegaily 
hacking voicemail. It also 
questioned whether the  
M et police were fully 
committed to  the original 
investigation. The article 
prompts further tails for a 
new inquiry.
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December 2010 The Crown Prosecution 
Service announces th a t no 
further charges will be 
brought over the News of 
the World phone hacking 
scandal because witnesses 
refused to co-operate w ith  
police.

January 2011 M et police open a new  
Investigation Into 
allegations of phone 
hacking.

Operation Weeting, 
led by Deputy 
Assistant 
Commissioner Sue 
Akers

Acting Cdmissioner 
Tim Godwin

June 2011 300 emails retrieved from  
law firm Harbottle & Lewis 
handed to Metropolitan  
police by News 
international.

July 2011 M et police announce 
operation Elveden to  look 
at payments made to  
police by News 
International. Operation 
Elveden Is a subset of 
Operation Weeting.

Sir Paul Stephenson and 
John Yates resign.

Operation Elveden, 
led by Deputy 
Assistant
Commissioner Sue 
Akers

Commissioner Sir 
Paui Stephenson
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2  T h e  l e g i s l a t i o n  c o v e r i n g  i n t e r c e p t i o n  o f  

e l e c t r o n i c  c o m m u n i c a t i o n s _____________________

15. When Mr C l^ke and M r Hayman came to investigate the allegations of interference

with the voicemails of members of the Royal Household in Noveiriber 2005, the police 

were faced with various pieces of legislation that might be used against the perpetrators, 

each of which had advantages and disadvantages. The one on which, on advice from the 

Crown Prosecution Service (‘CPS’)> they chose to focus was section 1 of the Regulation of 

Investigatory Powers Act'2000. However, sections of the Data Protection Act 1999 and the 

Computer Misuse Act 1990 were also relevant. •

16. We di.scuss these latter two Acts first and explain tvhy the police and the CPS were 

disinclined to use them, before going on to set out the difficulties surrounding section 1 of 

the Regulation of Investigatory Powers Act

Computer Misuse Act and Data Protection Act

17. The offence under section 1 of the Computer Misuse Act is committed where a person 

knowingly ‘causes a computer to perform any function’ with intent to secure unauthorised 

access to any program or data held in any computer, or to enable any such access to be 

secured. There has to be some interaction with the computer, so that merely reading 

confidential data displayed on a screen or reading the printed butput from the computer 

would not constitute the offence. On the other hand, it can be argued that that using the 

owner’s PIN number or password without his authority to access his e-mails or voicemails 

would fall within the scope of the offence, as it would cause the computer to perform a 

function.

18. Until 2008, the offence under s.l of the 1990 Act was triable summarily, with a 

maximum penalty of only six months’ ImprisonmenL This was therefore the situation 

during the first investigation into hacking in 2005-06. The offence is no V  also triable on

4 Sea section 35(3) Police and Justice Act 2006.
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indictment with a maximum penalty of two years’ imprisonment, the same mode of trial 

and penalty as the interception offence under the Regulation of Investigatory Powers Act.

19. The Data Protection Act 1998 creates a number of offences, but the most relevant is the 

offence of unlawful obtaining of personal data. Section 55 of the 1998 Act makes it an 

offence knowingly or recklessly to obtain or disclose personal data witlrout the consent of 

the data controller. The offence maybe tried either summarily or on indictment. Section 77 

of the Criminal Justice and Immigration Act 2008 confers an order-making power to 

provide for the imposition of a sentence of imprisonment, but this has not yet been 

brought into effect and currently, the penalty is limited to a fine.

20. It is very difficult to imagine a voicemail or other personal message which did not 

contain some personal data of either the sender or the intended recipient. However, section 

55(2) provides for a number of defences which conceivable might inhibit a successful 

prosecution for 'hacking*. Of most direct relevance to this case, it is a defence to show that 

the obtaining or disclosing was justified as being in the public interest (s.55(2)(d)). This 

defence has been prospectively broadened by a new s.55(2)(ca)^ which makes it a defence 

to show that the person acted with a view to the publication by any person of any 

journalistic, literary or artistic material, and in the reasonable belief that in the particular 

circumstances the obtaining, disclosing or procuring was justified as being in the public 

interest. Journalists inquiring into public ’figures might seek to rely on the new defence but 

would need to show that they were acting in the public interest The defence is unlikely to 

apply at all in relation to die alleged tampering with the voicemails of essentially private 

individuals unwittingly brought to public attention through their connection witli victims 

of crime or with service personnel killed in battle; but die poKce and prosecutors claim not 

to have been aware of these cases at the time because they had not ftilly reviewed the other 

11,000 pages from the Mulcaire case.

21. The current Director of Public Prosecutions, Mr Keir Stamer QC, in a letter to us 

recognised die disadvantages of using these two pieces of legislation in the circumstances

5 Inserted bji s.78 Criminal Imtice and Immigration Art 2008 not yet in force.
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of the time, saying: “So far, prosecutions have (rightly in my view) been brought under the 

Regulation of Investigatory Powers Act 2000 (RIPA), but, depending on the circumstances 

and available evidence, offences under the Computer Misuse Act 1990 and/or the Data 

Protection Act 1998 might also fall to be considered in on-going or future investigations.”*

Regulation of Investigatory Powers Act

Section 1 (Unlawful interception) o f  the Regulation o f  Investigatory Powers A ct says:
(1) It shaD be an offence for a person intentionally and without lawful authority to 
intercept, at any place in the United Kingdom, any communication in the course of 
its transmission by means of—

(a) a public postal service; or

(b) a public telecommunication system. .

(2) It shall be an offence for a person—

(a) intentionally and without lawful authority, and

(b) otherwise than in circumstances in which his conduct is excluded by subsection 
(6) from criminal liability under this subsection,

to intercept, at any place in the United Kingdom, any communication in the course 
of its transmission by means of a private telecommunication system.

(7) A person who is guilty of an offence under subsection (1) or (2) shall be liable—

(a) on conviction on indictment, to imprisonment for a term not exceeding two 
years Or to a fine, or to both;

(b) on summary conviction, to a fine not exceeding the statutory maximum.

Section  2 (M eaning and location  o f  “interception” etc.)
[Subsection (l)defines “postal service", “private telecommunication system”, "public 
postal service”, “public telecommunications service”, “public telecommunication 
system”, “telecommunications service” and “telecommunication system".]

(2) For the purposes of this Act, but subject to the following provisions of this section, a 
person intercepts a communication in the course of its transmission by means of a

6 Letter to the Committee of 29 October 2010
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telecommunication system if, and only if, he—

(a) so modifies or interferes with the system, or its operation,

(b) so monitors transmissions made by means of the system, or

(c) so monitors transmissions made by wireless telegraphy to or from apparatus 
comprised in the system,

as to make some or all of the contents of the communication available, while being 
transmitted, to a person other than the sender or intended recipient o f ' the 
communication.

(7) For the purposes of this section the times while a communication is being 
transmitted by means of a telecommunication system shall be talcen to include any time 
when the system by means of which the communication is being, or has been, 
transmitted is used for storing it in a manner that enables the intended recipient to 
collect it or otherwise to have access to it.

(8) For the purposes of this section the cases in which any contents of a comnaunication 
are to be taken to be made available to a person while being transmitted shall include 
any case in which any of the contents of the communication, while being transmitted, 
are diverted or recorded so as to be available to a person subsequently.

22. The offence under Regulation of Investigatory Powers Act 2000 section 1 is committed 

by a person who (intentionally and without lawful authority) intercepts any 

communication “in the course of transmission” by a telecommunications system. The 

Director of Public Prosecutions told us: “Once the communication can no longer be said to 

be in the course of transmission by the means of the ‘system’ in question, then no 

interception offence is possible” and added: “Taldng the ordinary meaning of those 

expressions one would expect the transmission of a communication to occur between the 

moment of introduction of the communication into the system by the sender and die 

moment of its delivery to, or receipt by, the addres.see."
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23. That appears to have been the basis on which the Crown Prosecution Service advised 

the police in 2005-06. It was also the very clear view of the CPS in July 2009 when it gave 

written evidence to the Culture, Media and Sport Committee and stated:

THE LAW

To prove the criminal offence of interception the prosecution must prove that the 
actual message was intercepted prior to it being accessed by the intended recipient.

24. However, Section 2(2) has to be read in conjunction with section 2(8) which provides 

that ‘in the course of transmission’ includes “any case in which any of the contents of the 

communication, while being transmitted, are diverted or recorded so as to be available to a 

person subsequently”. Whilst it is clear that any stored message not yet received and heard 

or read may be considered still “being transmitted”, what about messages already received 

and heard or read but left stored in the system? Again, as the Director of Public 

Prosecutions put iU

The difficidty of interpretation is this: Does the provision mean that the period of 
storage referred to comes to an end on first access or collection by the intended 
recipient, or does it continue beyond such first access for so long as the system is 
used to store the communication in a manner which enables the (intended) recipient 
to have subsequent, or even repeated, access to it?

25. One of the roles of the courts is to clarify the construction of statute where necessary.

For reasons that are described below, however, as yet no court has been ashed to consider 

this issue. '

26. We have gone into detail in relation to this question because the interpretation of these 

sections of the Regulation of Investigatory Powers Act has formed a major source of 

contention in respect of the definition of who has been a ‘victim’ of hacking and the 

likelihood of achieving successful prosecutions, influenced the conduct of the 2005-06 

police investigation and the subsequent approach of the police to hacking, and was the 

focus of much of the disagreement among our witnesses as to what ought to have been 

done.
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Impact of the interpretation of the legislation on the police 
investigations

27. Considerable argument before the Committee has focused on the advice on the 

interpretation of RIPA given by the Crown Prosecution Service to the police in 2005-07, 

whether tire police correctly understood the advice, and whether the advice has changed 

subsequently.

28, In the course of his oral evidence to us in September 2010, Assistant Commissioner 

Yates was asked about tlie 91 people whose PIN numbers were allegedly listed in Mr 

Mulcaire’s papers: the Chair referred to these people as ‘victims’ of hacking, and Mr Yates 

replied:

"Victims of hacking” is taking it a bit far because hacking is defined in a very 
prescriptive way by the Regulation of Investigatory Powers Act and it’s very, very 
prescriptive and it’s very difficult to prove. We’ve said that before and I think 
probably people in this room are aware of drat It is very, very difficult to prove. 
There are very few offences that we are able to actually prove that have been backed. 
That is, intercepting the voicemail prior to the owner of that voicemail intercepting it 
him or herself.^

Chairman; But there are 91 PIN numbers, is that right?

Mr Yates: There is a range of people and the figures vary between 91 and 120. We 
took steps last year, as I indicated last year, to say that even if there is the remotest 
possibility that someone may have been hacked, let’s look and see if there is another 
category. Bearing in mind that we’d already had a successful prosecution and two 
people have gone to jail, we wouldn’t normally do that, but because of the degree of 
concern I said we were to be extra cautious here and make sure we have established 
whether there is a possibility—and we put some criteria around that, which I won’t 
bore you with—they have been hacked That is where that figure comes from. It is 
out of a spirit of abundance of caution to make sure that we were ensuring that those 
who may have been hacked were contacted by us.“

He added; “We can only prove a crime against a very small number of people and that 
number is about 10 to 12 people. That is very few people.”*

7 Q 5, in evidence published as Specialist Operations, 7 September 2011

8 Q 5, in evidence published as Specialist Ojseratlons, 7 September 2011

9 Q 9
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29. This interpretation followed the approach taken by the police in 2005-07 on the basis 

of their understanding of the advice being given to them by the Crown Prosecution 

Service. The current Director of Public Prosecutions, Mr Keir Starmer, noted:

In 2009,1 gave written evidence to the Culture, Media and Sport Committee. In that 
evidence I set out the approach that had been taken to section 1(1) of RIPA in the 
prosecution of Clive Goodman and Glen Mulcaire, namely that to prove the criminal 
offence of interception the prosecution must prove that the actual message was 
intercepted prior to it being accessed by the intended recipient. I also set out the 
reasons why David Peiry QC had approached the case pn that basis at the time.

He went on to point out. however, that no distinction had been made in the terms of the 
charges against Messrs Mulcaire and Goodman between messages that had been accessed 
by the intended recipient and those that had not, and neither the prosecution nor the 
defence had raised this issue during the hearing, not least because both defendants in 2007 
pleaded guilty. Therefore the judge was not required to make any ruling on the legal 
definition of any aspect of RIP A.'®

30. Unfortunately, the construction of the statute, the interpretation of the CPS’s advice in 

2005-07 and the interpretation of evidence given to both us and our sister committee, the 

Culture Media and Sport Committee, all became the subject of dispute between Mr Yates, 

Mr Starmer and Mr Chris Bryant MP, with allegations of selective quotation and 

implications of deliberate misunderstanding of positions, and even of misleading the 

Committees, being made.“ None of the participants had been present at the discussions of 

tire cases of Messrs Mulcaire and Goodman, and all were relying on the recollections of 

those who were present and who could be asked for advice and the information supplied in 

any remaining documents, many of which had been drafted in the light of oral discussions 

and often to record a decision or position rather than to set out in detail every possible 

ramification of the discussions.

31. Whilst it is now impossible to know the exact course of the discussions between the 

police and the CPS at the time, Mr Peter Clarke, the witness who has closest to the original 

investigation as the senior officer in charge, made it clear to us that he understood the legal

10 Letter of 29 Ottober 2010

11 The dispute started with an Ad|ourrmnent debate in the House of Commons initiated by Mr Chris Bryant MP on 10 
March 2010 (HC Deb. 10 March 2010), continued through the letter columns of the Guardian during the next few 
days, and then each of the protagonists was enabled to give his views to Committees of the House. Mr Yates to the 
Culture, Media and Sport Committee on 24 March, Mr Bryant and Mr Yates to us on 29 March, and the Director of 
Public Prosecutions to us on 5 April.
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advice to be that they should proceed on a narrow construction of the statute. That is, that 

they should assume they could prosecute successfully only if they could prove diat 

someone had accessed a voicemail message without authorisation before the intended 

recipient had heard it. Tire police were able to gather enough evidence to support this in 

one case involving Messrs Mulcaire and Goodman, and they were able to link five further 

cases to Mr Mulcaire on the basis of similarity of method, as Mr Yates described them to 

our sister committee, “inferential” cases.“ As already stated, the two men pleaded guilty to 

all counts so the robustness of the inferential cases was never tested.

32. The National Police Improvement Agency (NPIA) provides advice to the police on 

their own operations. Ian Snelling, Covert Advice Team Manager in the NPIA Specialist 

Operation Centre confirmed that their advice to police, which had been ‘essentially the 

same’ since 2003, was as follows.

Ultimately it will be a matter for the courts to d^de whether a stored 
communication, which has already been accessed, is capable of interception but until 
such time it remains my view that, on a strict interpretation of the law, the course of 
transmission of a communication, including those communications which are stored 
on the servers of the CSP such as voicemail messages, ends at the point at which the 
data leaves the telecommunication system by means of which it is being (or has 
been) transmitted and is no longer accessible, and not simply when the message has 
been listened to. Accessing such voicemails could therefore amount to a criminal 
interception of a communication, as well as a civil wrong, and should therefore be 
conducted with the appropriate consents and/br lawful authority under e.g. RIPA 
sl(5)(c) or s3.’’

33. In a letter to us dated 24 March 2011, Mr Yates cited a number of examples where the 

CPS in 2006 appeared to have taken a narrow interpretation of the offence. According to 

Mr Yates, this remained the police’s understanding of how section 1 of RIPA should be 

interpreted until October 2010 when, in the context of the consideration of whether new 

evidence on the hacking issue was emerging, the new Director of Public Prosecutions 

addressed the construction of section 1. In his letter of 29 October 2010 to us, he stated:

The role of the CPS is to advise the police on investigation and to bring prosecutions 
where it is appropriate to do so. In view of this, as 1 am sure you will appreciate, I

12 0 454
13 Letter from lao Snelling, NPIA, to Dr Julian Huppert

MOD200012645



For Distribution to CPs

20 Unauthorised tapping into or hacking of mobile communications

need to take care not to appeajr to give a definitive statement of the law. For that 
reason, I will confine myself to explaining the legal approach that was taken in the 
prosecution of Clive Goodman and Glenn Mulcaire in 2006; and then indicate the 
general approach that I intend to take to on-goii^ investigations and future 
investigations.

... I have given very careful thought to the approach that should be taken in relation 
to on-going investigations and future investigations.

Since the provisions of RIPA in issue are untested and a court in any future case 
could take one of two interpretations, there are obvious difficulties for investigators 
and prosecutors. However, in my view, a robust attitude needs to be taken to any 
unauthorised interception and investigations should not be inhibited by a narrow 
approach to the provisions in issue. The approach I intend to take is therefore to 
advise the police and CPS prosecutors to proceed on the assumption that a court 
might adopt a wide interpretation of sections 1 and 2 of RIPA. In other words, my 
advice to the police and to CPS prosecutors will be to assume that the provisions of 
RIPA mean that an offence may be committed if a communicatioii is intercepted or 
looked- into after it has been accessed by the intended recipient and for so long as the 
system in question is used to store the communication in a manner which enables 
the (intended) recipient to have subsequent, or even repeated, access to it

34. We have been frustrated by the confusion which has arisen from the evidence given 

by the CPS to us and our sister Committee. It is difficult to understand what advice was 

given to whom, when. Only on the last day on which we took evidence did it become 

clear that there had been a significant conversation between the Director o f Public 

Prosecutions and Assistant Commissioner Yates regarding the mention in the Mulcaire 

papers of the name Neville and whether this and Mr Mulcaire’s contract with News 

International were a sufficient basis on which to re-open the investigation. The fact that 

the CPS decided it was not, does not in any way exonerate the police from their actions 

during the inquiry.

35. Section 2(7) of the Regulation of Investigatory Powers Act 2000 is particidarly 

important and not enough attention has been paid to its significance.

Role of the Information Commissioner

36. Given the feet that the aim of hacking is to obtain personal information, we thought it 

worth considering the various regulatory regimes dealing with the acquisition and use of 

information. Section 57 of the Regulation of Investigatory Powers Act creates the role of 

Interception of Communications Commissioner, but this role is limited to overseeing

MOD200012646



For Distribution to CPs

Unauthorised tapping into or hacking of mobile communications 21

those issuing warrants to the police and security services permitting interception, and 

those acting under warrant or assisting those acting under warrant Generally, as its short 

title implies, the Act is concerned more with defining the powers of the state to intercept 

the communications of those present in the UK in the course of legal investigations than 

with private individuals or organisations attempting interception. This Commissioner has 

no duties in respect of private sector operators, and in particular has no remit or resources 

to advise individuals who believe they have been victims of unauthorised interception of 

their communications by the private sector. The Surveillance Commissioners also operate 

under the Regulation of Investigatory Powers Act and the Police Act 1997, but their job is 

to oversee the use by state officials of covert surveillance operations and covert human 

intelligence sources (otherwise known as undercover officers and informants), and not 

Interception of communications.

37. We asked the Information Commissioner, Mr Christopher Graham, about his role in 

relation to telephone hacking. He replied that, although he and his office occasionally gave 

inform^ advice on the issues, he had no formal role under the Regulation oflnvestigatory 

Powers Act or the Misuse of Computers Act as he was not the prosecuting authority for 

either of these, and no one else had a regulatory role in respect of these Acts either:"* he was 

appointed to oversee the Data Protection Act 1998 and the Privacy and Electronic 

Communication (EC Directive) Regulations 2003. He added;

Thus I have responsibility for taking action on the Data Protection Act s.55 offence 
diat may arise from the unlawful 'blagging' of personal information from a data 
controller.*® But the Information Commissioner does not have any regulatory 
competence in the area of interception of communication—which would cover 
hacking and tapping, for example, of mobile phone communications. This latter 
activity is dealt with entirely under the Regulation of Investigatory Powers Act. This 
means tliat the regulatory regime that covers the use, disclosure and interception of 
communications related data is fragmented.*®

The problem is that whilst the Data Protection Act, the Privacy and Electronic 
Communications (EC Directive) Regulations and the Regulation of Investigatory

M QqlSS-161

15 ‘Blagging' Is where an unauthorised person obtains personal Information—addresses, telephone numbers, medical 
information, financial Information, etc—from a source that legitimately hold the information by pretending to be 
either the Individual whose Information is held or someone else with a legitimate right to access the Information.

16 Memorandum from the Information Commissioner, para 4
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Powers Act together form part of the framework of r^ulation that limits excessive 
surveillance and provides safeguards for individuals, it is only in relation to the Data 
Protection Act and Privacy and Electronic Communications (EC Directive) 
Regulations that there is an organisation charged with promoting compliance with 
the legislation and with providing authoritative advice to those who need it.‘̂

38. One missing part of this fragmented regime has been provided by the entry into force 

on 25 May 2011 of new Privacy and Electronic Communications Regulations which 

provide that any data controller who becomes aware of a breach of data security must 

inform not only the Information Commissioner but also the affected customers.'® Also, 

there was an attempt at a more joined-up approach to regulation in this area by bringing 

together the Information Commissioner with the three other regulators (the Surveillance 

and Interception of Communications Commissioners and the interim Closed Circuit 

Television Commissioner) to discuss any gaps in the regime.’*’ We are concerned that this 

meeting appeared to be a rarity, and that there is not enough linkage between the different 

Commissioners.

39. Tire lack  o f a  regu la to ry  au th o rity  u n d e r  th e  R egu la tion  o f  Investigato ry  P ow ers A ct 

h as  a  n u m b e r o f  serious consequences. A lth o u g h  the  In fo rm a tio n  C o m m iss io n er’s 

ofQce p rov ides so m e advice, th e re  is n o  fo rm a l m echan ism  fo r  e ith e r th o se  w ho k n o w  

th e y  a re  in  d an g e r o f  b reak ing  th e  law  o r  those w hose com m uirications m ay  be o r  have  

b een  in te rcep ted  to  ob ta in  in fo rm a tio n  a n d  advice. M oreover, th e  on ly  avenue  if  

an y o n e  is suspected  o f  u n au th o rised  in te rc e p tio n  is to  p rosecu te  a  c rim in a l offence, 

w h ich , as the  In fo rm a tio n  C om m issio n er n o te d , is a  h i ^  h u rd le  in  te rras  o f  s ta n d a rd  

o f  p ro o f  as w ell as penalty.^® Especially g iven  th e  a p p a re n t increase o f  h ack in g  in  areas 

su ch  as child  custody  b attles a n d  m a tr im o n ia l d isputes,^ ' an d  the consequen tia l d an g e r 

o f  e ith e r  th e  police being  sw am ped o r  th e  law  becom ing  im enforceable, th e re  is a s tro n g  

a rg u m e n t fo r in tro d u c in g  a  m o re  flexible a p p ro a d i to  th e  regim e, w ith  th e  in te n tio n  o f  

allow ing  victim s easier recourse to  red ress. W e the re fo re  recom m end  th e  ex tension  o f

17 Ibid, para 9.

18 Q155

19 Qq IPT-IPS

20 Memorandum fmm the Information Commissioner, para 3

21 Q 133 and What Price Privacy Now?, December 2005
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the  In fo rm a tio n  C om m issioner's  re m it to  cover th e  p rov ision  o f  advice a n d  su p p o rt in  

re la tio n  to  ch ap te r 1 o f  th e  R egu la tion  o f  In v estig a to ry  Pow ers Act.

40. W e also s trong ly  recom m end  th a t  th e  G o v ern m e n t reviews h o w  the  A ct m u s t be 

am en d e d  to  allow  fo r a  g rea ter v a rie ty  o f  penalties fo r  offences o f  unlaw ful 

in te rcep tio n , inc lud ing  the o p tio n  o f  p ro v id in g  fo r  civil redress, w h ilst re ta in in g  the 

c u rre n t p en a lty  as a  d e te rre n t fo r  se rio u s  breaches.

41. W e n o te  th a t m o st o f o u r  w itnesses c la im ed  to  be unaw are a t th e  tim e  o f  th e  

In fo rm a tio n  C om m issioner's  two 2006 re p o rts , W h a t p r ic e  p r iv a c y ^  a n d  W iia t  p r ic e  

p r iv a c y  n ow ?. W e are  d isa p p o in ted  th a t  they  d id  n o t  a ttrac t m ore  a t te n tio n  am o n g  th e  

police, th e  m ed ia  an d  in  goverm nen t, a n d  h o p e  th a t  fu tu re  such re p o rts  will b e  b e tte r  

a tten d e d  to,

42. W e are concerned  ab o u t th e  n u m b e r  o f  C om m issioners, each  responsib le  for 

d iffe ren t aspects o f privacy. W e re c o m m e n d  th a t  the governm en t consider seriously  

a p p o in tin g  o n e  overall C om m issioner, w ith  specialists lead ing  o n  each se p a ra te  area.

43. In relation to blagging, there were limits on the Information Commissioner’s powers:

the Data Protection Act, insofer as it applies to this sort of thing, has a very broad 
exemption within it for what is called the special purposes, for literature, journalism 
and the arts. My investigatory powers can be very easily stymied by somebody telling 

’ me that what they are doing is for journalism, literature and the arts. All my powers 
of requiring information—information notices, investigation and the more dramatic 
stuff, kicking the door down—I can’t do if there is an exemption for the special 
purposes. So my role in this area is, frankly, pretty limited.”

44. We questioned the Information Commissioner, Mr Christopher Graham, about the 

practical limits this placed on his investigations. He explained that, whereas in other 

situations any application by him to a court with reference to an information notice would 

be straightforward, it might not be worth spending the time and financial resources to 

challenge the recipient of the notice in coiut if he/she was or miglit be a journalist and the 

investigation that the person was carrying out might be in the public interest: “I am not

22 q 133
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sure I could make an information notice stick under these circumstances/’̂ ’ The 

Information Commissioner therefore considered that the legislation as currently drafted in 

practice seriously limited his ability to challenge the illegal obtaining of personal 

information by those who could legitimately claim to be journalists.

45, Furthermore, even where a case could be brought under, section 55 of the Data 

Protection Act, the Information Commissioner considered that the penalties now available 

were inadequate, and he rioted that magistrates were unwilling to impose even the 

maximum penalties currently available to them/^ The maximum penalty for blagging 

under section 55 of the Data Protection Act is a fine of up to £5,000 in the magistrates 

court, although the fine may be higher if the case is prosecuted in the Crown Court.” He 

contrasted the situation with RJPA and the Misuse of Computers Act, which provide for a 

custodial sentence of up to two years as penalty for a breach. He noted that the Ministry of 

Justice was aware of the unsatisfactory situation in respect of the penalties attached to 

■blagging’ and that that department was exploring the possibility of bringing this activity 

within the ambit of legislation on restitution of the profits of crime ” and talking to the 

Sentencing Advisory Council about recommending tougher penalties in its guidelines to 

magistrates.”

23 Qq 13S-144

24 Qq ISO-152

25 Section 60 o f the  Data Protection Act

25 The In fo rm ation  Commissioner estimated th a t th e  p rofits  from  the  un law fu l sale o f  personal In form ation in  the  UK 
would am ount to  some millions o f pounds per year: in one case alone, those selling th e  in fo rm ation  were being 
paid £70,000 a week fo r  the  in form ation: Qq 1S2-1S4

27 Q 151
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3  T h e  p o l i c e  r e s p o n s e

Police response to  hacking a llegations

46. It would clearly be inappropriate for us to seek to interfere with the continuing police 

investigation into the News International hacking affair and the recently announced 

associated public inquiries, but it is necessary to undertake some examination of how the 

police responded to the allegations at various times.

The 2005-06  investigation a n d 2006-07 investigation

47. The hacking investigation began in December 2005 when the Head of Royalty 

Protection at the Metropolitan Police, Mr Dai Davies, told Mr Peter Clarke, then head of 

the Anti-Terrorist Branch, that members of the Royal Household were concerned that 

their voicemails were being accessed. Due to the potential security implications of, for 

example; the movements of menibers of the royal faniily becoming known, Ivlr Clarke said 

that tire Anti-Terrorist Branch would investigate.̂ ® However, we note that the merger of 

the anti-terrorist and royal protection function of the Metropolitan Police is an alternative 

explanation for diis decision. We were surprised that the previous Metropolitan Police 

Commissioner, Lord Blair of Broughton, said he had knowledge of these events.

48. As Deputy Assistant Commissioner at the time, Mr Clarke was responsible for setting 

the parameters of the inquiry. He described how he did so as follows:

The parameters of the investigation, which I set with my colleagues, were very dear. 
They were to investigate the unauthorised interception of voicemails in the Royal 
Household, to prosecute those responsible if possible and to take all necessary steps 
to prevent tliis type of abuse of the telephone system in the future. The investigation 
would also attempt to find who else, other than Goodman and Mulcaire, was 
responsible for the interceptions. The reason I decided the parameters should be so 
tightly drawn was that a mudi wider investigation would inevitably talce much 
longer to complete. This would carry, to my mind, two unacceptable risks. First, the 
investigation would be compromised and evidence lost and, second, that the much 
wider range of people, who we were learning were becoming victims of this activity,

28 Q 438
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would continue to be victimised while the investigation took its course. This would 
probably go on for many montlis and to my mind this would be unacceptable, ’̂

As previously laid out, we were told that the investigation was further limited by the 
understanding that the correct approach was to attempt a prosecution under section i of 
the Regulation of Investigatory Powers Act, assuming a narrow interpretation of the 
offence, meaning that the police would have to find evidence that the voicemail had not 
been accessed by the intended recipient before it was accessed by the hacker.’®

49. When Messrs Mulcaire and Goodman were arrested, the investigatory team, led by Mr 

Peter Clarke under the oversight of Mr Andy Hayman, requested a large amoimt of 

material from News International, including details of who Mr Mulcaire reported to, 

whether he had worked for other editors or journalists at the News of the World, records of 

work provided by him and details of the telephone systems in the News of the World 

offices. The police received a letter from the newspaper’s solicitors saying that News 

International wished to assist, including with idenffiying any feEow conspirators, but the 

amount of relevant documentation was limited. In fact, very little material was produced. 

The police told us that they were unable to pursue the inquiry further with News 

International because of their refusal to co-operate.’*

50. We pressed Mr Clarke on this issue, asking what prevented him from taking the matter 

further with News International despite tlie fact that he was, as he told us, “not only 

suspicious, I was as certain as 1 could be that they had something to hide.”’® Mr Clarke told 

us that what prevented him was the law; the police were advised by lawyers that, whilst 

News International through its lawyers was giving the impression of full co-operation, the 

police would not be able to obtain a ‘Schedule i production order’ to require disclosures of 

information as that might seem to amount to a ‘fishing expedition’.” Mr Clarke said:

29 CJ4S4 See also Qq 467-468

30 Ibid.

31 Q 457

32 Q 482

33 Qq 483-486 and Qq 332-334,375. The law  referred to  is the Polka and Criminal Evidence Act 1984, w hich provides i 
special regime fo r certain types o f  m ateria l which the police may wish to  seize as evidence, including material 
subject to  legal privilege and journalistic m aterial (sections 9, 11 and 13 o f the  Act), Under this regime, the  polke 
may obta in  material acquired o r created fo r the  purposes o f Journaiism only by means o f a 'Schedule 1 application'. 
Schedule 1 provides th a t Judges may make orders perm itting  the  police to  remove o r have access to  material 
connected w ith  a crime provided th a t a num ber o f conditions are all met to  the  judge's satisfaction. These include 
the  condition tha t "o ther methods o f obta in ing  the material have been tried w ith o u t success.
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I think it has been explained many times before this Committee that there was 
correspondence entered into between us and News International The letters that 
were sent from the Metropolitan Police were put together in consultation with the 
Crown Prosecution Service. The replies came back through the lawyers acting on 
behalf of News International and I know that (he people, both from the CPS and 
from the Met, at the time who were looking at this were very frustrated at finding 
themselves in what they r^arded as a legal impasse.^

51. We deplore the response of News International to the original investigation intu 

hacking. It is almost impossible to escape the conclusion voiced by Mr Clarke that they 

were deliberately trying to thwart a criminal investigation. We are astounded at the 

length of time it has taken for News International to cooperate with the police but we 

are appalled that this is advanced as a reason for failing to mount a robust 

investigation. The failure of lawbreakers to cooperate with the police is a common state 

of affairs. Indeed, it might be argued that a failure to cooperate might offer good reason 

to intensify the investigations rather than being a reason for abandoning them. None of 

the evidence given to us suggests that these problems were escalated for consideration 

by the Commissioner of the Metropolitan Police or by Ministers. The difficulties were 

offered to us as justifying a failure to investigate further and we saw nothing tliat 

suggested there was a real will to tackle and overcome those obstacles.

52. In this context, we draw attention to the fict that, when we asked her on 5 July 2011 to 

comment on die allegations that the phones of the Dowler family had been hacked into, 

Ms Rebelcah Brooks said in a letter of reply:

I want to be absolutely clear that as editor of News of the World I had no knowledge 
whatsoever of phone hacking in the case of Milly Dowler and her family, or in any 
odier cases during my tenure.

I also want to reassure you that the practice of phone hacking is not continuing at the 
News of the World. Also, for the avoidance of doubt, I should add that we have no 
reason to believe that any phone hacking occurred at any of our other titles.’®

In an earlier letter, responding to our request for clarification of the evidence on payment 
of police officers that she gave to the Culture, Media and Sport Committee in 2003, she 
said: .

34 Q484

35 Lette r o f a July 2011
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My intention was simply to comment generally on the widely-held belief that 
payments had been made in the past to police ofBcers.

If, in doing so, I gave the impression that I had knowledge of any specific cases, I can 
assure you that this was hot my intention.’*

Even this is not easy to reconcile with the record. W e note that neither o f  these carefully- 
crafted responses is a categorical denial: Ms Brooks’s denial o f  knowledge o f  hacking is  
lim ited  to  her tim e as editor o f  News o f  the World; and on  paym ents to police, she did  
n o t say that she had no knowledge o f  specific payments b u t that she had n ot intended  
to give the im pression that she had know ledge o f specific cases.
53. The refusal by News International to co-operate with the police inquiry in 2005-06

meant that die only significant evidence available to the police lay within the 11,000 pages 

of documents that had been seized from Mr Mulcaire at the time of his arrest Mr Clarke 

and his colleagues decided that the time and resource required for an exhaustive analysis of 

these papers could not be justified, but instead a team of officers was detailed to go through 

that material with a range of objectives; firstly, to look for evidence relevant to the offences 

that had been charged; secondly, to make sure that the police’s obligations in terms of 

disclosure under the Criminal Procedure and Investigations Act were fulfilled; and thirdly, 

to look for potential victims where there were national security implications.’’ Y/hen we 

asked whether every document had been read at that time, Mr Clarke said that he could 

not say for sure whether it had: the team was instructed to look through the papers with 

particular objectives in mind, not to do an exhaustive analysis of every name, phone 

number and so on.” However, Mr Clarke did say that the team did not carry out its task on 

the narrow business of looking only for links between Mr Mulcaire and Mr Goodman: in 

the course of trawling through the papers, they identified 28 possible victims.” ‘

54. We asked Mr Clarke why—given he was certain that the rot went wider—he had not 

followed the evidence by initiating a broader inquiry:

James Clappison: In the normal course of policing, if an offence is discovered and it 
is discovered that there has been further offending associated with that offence, the 
police normally investigate the further offending, don’t they? If, for example, you

36 Letter o f  11 April 2011

37 Q 473

38 Q477

39 q g  518-520
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Stop som ebody fo r d riv in g  w h ile  d isq u a lifie d  and you  fin d  they have been
committing burglaries, you would investigate the burglaries as well, wouldn’t you?

He replied that the correct comparison was not with a crime such as burglary but with a 
complex fraud case where one would focus the investigation at an early stage, decide what 
the potential offences might be and then concentrate on trying to prove those offences/®

55. The consequences of the decision to focus within the Mulcaire papers on the areas 

vital to the prosecution of Mulcaire and Goodman were extremely significant. A huge 

amount of material that could have identified other perpetrators and victims was in 

effect set to one side. Mr Clarke explained to us the reasons for taking this approacli, 

starting with the context at the time. He reminded us of the increase in the terrorist threat 

since 2002, and tire London bombings and attempted bombings in the summer of2005. He 

said that by early.2006 the police were investigating the plot to blow up trans-Atlantic 

airliners in midflight and those responsible were arrested on 9 August 2006, the day after 

Messrs Goodman and Mulcaire. By the middle of 2006 the Anti-Terrorist Branch had 

more than 70 live operations relating to terrorist plots but some of these were not being 

investigated because there were not enough officers to do so. In this context, he had to 

decide on priorities, and tlie priority of protecting life by preventing terrorist attacks 

was higher than that of dealing with a criminal course of conduct that involved gross 

breaches of privacy but no apparent threat of physical harm to the public. '̂ 

Nevertheless we cannot overlook the fact that the decision taken not to properly 

investigate led to serious wrongdoing which the Commissioner himself now accepts 

was disreputable.

56. The second reason why the police decided not to do a full analysis of all the material 

was that they considered the original objectives of the investigation could be achieved 

through a number of other measures: the high-profile prosecution and imprisonment of a 

senior journalist from a national newspaper; collaboration with the mobile phone industry 

to prevent such invasions of privacy in the future/* and briefings to Government,

40 Q 46S

41 Q q459andQ S 12

42 We discuss this in greater detail below
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including the Home Office and Cabinet Office, to alert them to this activity and to ensure 

that national security concerns could be addressed/^

57. We asked how many officers had been assigned to the investigation. We were told that 

the number varied but at the start of the investigation, because of the tight focus and the 

desire to limit the numbers with access to potentially sensitive information, the average was 

ten to twelve officers, and these formed the core during the investigation, with occasional 

support firom analysts, intelligence officers and document readers. When it came to arrests 

and searches, officers were borrowed from elsewhere and maybe as many as 60 were 

involved, *̂ This compares with an average of 45 officers who have been involved 

throughout in trawling through the Mulcaire papers and dealing with disclosure requests 

for the current investigation.

58. We also asked, given that counter-terrorism had to be his officers’ priority, whether 

anyone had ever considered transferring responsibility for the non-terrorism related 

aspects of the case to other parts of the Metropolitan Police Service, such as the Specialist 

Crime Directorate:

Alun Michael; Was any consideration given to stripping out the non-terrorism- 
related aspects of your command and putting these sorts of responsibilities, which 
could be seen as a distraction in those terms, to other parts of the Met, the Specialist 
Crime Directorate or whatever?

Mr Clarke: I suppose you could say that this type of investigation was never core 
business for the Anti-Terrorist Branch. It came to us because of the national security 
issues at the beginning.

Mr Clarke; Having got to that point, forgive me, is the point then that could I have 
tried to pass the investigation to somebody else? I think the realistic point—and I 
certainly thought about this at the time and it is reflected in the decision logs from 
the time—is that for the previous two years I had already been stripping out other 
parts of the Metropolitan Police to support the Anti-Terrorist Branch in a whole 
series of anti-terrorist operations, A lot of other serious crime had gone 
uninvestigated to the extent it should have done because of the demands I was 
placing on them. I took the view that it would be completely unrealistic, given that 
we were heading towards a prosecution of Goodman and Mulcaire, to then go to 
another department and say, “We’ve got a prosecution running. We have a huge

44 Qq 513-515
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'I

amount of material here that needs analysing. We don’t know, given the 
uncertainties of the legal advice, whether there will be further offences coming from 
this or not. Would you like to devote 50, 60,70 officers for a protracted period to do 
this?” 1 took the judgment that that would be an unreasonable request and so I didn’t 
make it.

Alun Michael; In your answer, you have indicated that other aspects were stripped 
out of the command in order to give you the maximum resource for dealing with 
terrorism. Widi the obvious benefit of hindsight, might it not have been better to 
shift this activity as well?

Mr Clarke; I don’t honestly see where I could have shifted it to. It would have been 
more a case of trying to invite people, I think, to lend me more officers and, to be 
frank, I think I had tried their patience quite sufficiently over the past years. I don’t 
mean it to sound trite but it would have been a very difficult request to have made to 
colleagues.

Alun Michael: But it wasn’t pushed up the tree as a responsibility?

Mr Clarke: To be honest, there wasn’t much of a tree to push iq> above me. I know 
this is something I discussed not only with ray own colleagues in the Anti-Terrorist 
Branch but of course with Andy Hayman as well.'*̂

59. Mr Clarke also addressed the question of whether his team could have returned to the 

unassessed material in the months after Messrs Goodman and Mulcaire’s arrests. He said, 

“The answer quite simply is no. By December we were embroiled in tlie Litvinenko murder 

in London, and a few months later the attadcs in Haymarket and Glasgow. Meanwhile, we 

had to service all the court cases that had been coming through the process for some years 

that in 2007 led to the conviction of dozens of people for terrorist-related crimes.” He 

added that it would not have been feasible to ask other departments to undertake the task 

using their own scarce resources in a case where tliere had already been convictions and 

there was no certainty of obtaining convictions for serious offences, given the untested 

na ture of the legislation.'*®

60. We asked whether Mr Clarke personally had been aware of the serious concerns about 

media breaches of privacy raised in two roughly contemporary reports from the 

Information Commissioner, What price privacy?, ^nd its follow-up six months later. What 

price privacy now?, Mr Clarke said he had not been aware of them, probably because his

45 Qq 521-523
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focus was on terrorist issues, and if anyone else in the Metropolitan police had known of 

them they had nbt linked these reports with the Mulcalre investigation/^

61. When challenged on whether he stood by his dedsion to limit the investigation in 

2006, Mr Clarke said that, despite all that had been revealed since, he believed the 

dedsion to have been correct, pven the limited resources at his disposal and the 

absolnte priority of dealing with threats to public safety. We note this position. 

However, its consequences have been serious and we are not convinced that the former 

Commissioner’s decision to merge anti-terrorist and royal protection functions on the 

basis that both involved firearms, or the decision to pursue this investigation within the 

command, were justified. It is also revealing about the nature of management within 

the Metropolitan Police Service that this issue does not appear to have been escalated to 

the Commissioner or Deputy Commissioner, or even the Assistant Commissioner, as 

an issue about which they ought to be aware and to which a solution needed to be 

found.

62. Mr Clarke went further and said he considered that, in its own terms, the operation had 

been a success: the prosecutions had succeeded and the mobile phone industry had taken 

action to ensure that their customers were less vulnerable to the type of interception 

practised by Mr Mulcaire than before—so much so that “because of our work with the 

mobile phone companies in getting the protective security ar;Mgements around 

voicemails changed, voicemail hacking no longer continues.”̂ ” As we discuss in the next 

chapter, whilst it is true that mobile phone companies have now acted to provide much 

greater security.for their customers’ communications, and whilst the 2005-07 inquiry 

succeeded on its own terras, we cannot say that inquiry was a success given the extent of 

the intrusion now becoming apparent and the fact that even now not all the victims of 

interception have been identified let alone contacted. Nor are we convinced that no 

hacking takes places or that it cannot take place. We do not have the technical

47 Qq 504-505
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competence to make such a judgement, and nor did we receive detailed evidence on that 

point.

63. Mr Clarke’s main regrets involved the consequences for victims of the decisions he had 

taken. One of the reasons why he thought a full trawl throu^ the Mulcaire papers was not 

vital, was that he was putting in place a strategy for dealing with victims. As far as the 

people who had been identified by his officers were concerned: the strategy involved police 

officers informing certain categories of potential victim and the mobile phone companies 

identifying and informing others to see if they wanted to contact the police. As Mr Clarke 

acknowledged, he had since learned that this strategy did not work as intended. He also 

considered it “utterly regrettable” that the decision not to conduct a detailed analysis of all 

the material available had led to the failure to identify that victims of some of the most 

serious crimes were also among the victims of hacking—a category of people not 

previously considered to be potential targets.̂ ’

64. We also questioned Mr Andy Hayman, who at the time had been Assistant 

Commissioner in charge of the Specialist Operations Group and Mr Peter' Clarke’s 

immediate superior officer. We wanted to explore Mr Hayman’s role in the 2006 

investigation, not least in the light of the feet that he was known to have had a number of 

meals with senior News International figixres at the time and had subsequently, shortly 

after his resignation from the Metropolitan Police in 2008, started to write a regular 

column for The Tirties.^°

65. Mr Hayman denied that anything improper or unprofessional had occurred, either in 

relation to his informal contacts with News International at the time or in relation to his 

subsequent employment by them. On the dinners, he said that he had not revealed 

anything about the hacldng investigation, not least because Mr Clarke was, for security 

reasons, minimising the number of people kept informed about the investigation so Mr 

Hayman did not know the details Iiimself. Mr Hayman said whilst he was accountable for 

what was done and had oversight of the investigation, the day-to-day responsibility was Mr

49 Qq 458-459
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Clarke’s and he was not even aware that Mr Clarke considered News International was 

being very obstructive in relation to the investigation.®* He stated that he had had no 

involvement in the decision to set narrow parameters for the inquiry, nor in the decision 

not to comb through the 11,000 pages of the Mulcaire documents. He said that he could 

not remember the detail of his daily briefings from Mr Clarke, but said that he had been 

aware of the CPS advice and had endorsed all Mr Clarke’s decisions about strategy and 

approach.®*

66. Mr Hayman claims to have had little knowledge of the detail of the 2006 operation, 

and to have taken no part in scoping it or reviewing it; his role seems to have been 

merely to rubber-stamp vdiat more junior officers did. Whilst we have no reason to 

question the ability and diligence of the officers on the investigation team, we do 

wonder what ‘oversiglit’, ‘responsibility* and ‘accountability*—all of which words were 

used by Mr Hayman to describe his role—mean in this context,

67. Leaving aside the fact that his approach to our evidence session failed to 

demonstrate any sense of the public outrage at the role of the police in this scandal, we 

were very concerned about Mr Hayman’s apparently lackadaisical attitude towards 

contacts with those under investigation. Even if all his social contacts with News 

International personnel were entirely above board, no information tos exchanged and 

no obligations considered to have been incurred, it seems to us extraordinary that he 

did not realise what the public perception of such contacts would be—or, if he did 

realise, he did not care that confidence in the impartiality of the police could be 

seriously undermined.

68. Mr Hayman was very vague about the number of dinners and other events that 

occurred during the time of the 2005-07 investigation, but he stated that he had always 

been accompanied by the Director of Communications of the Metropolitan Police,®* We 

have subsequently received evidence from the Director of Communications that, to the

51 Qq S34-535 and 544
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best of his recollection, he accompanied Mr Hayrnan only once to a social event with News 

International;

I first became aware of the investigation into phone hacking upon my return from a 
period of leave in August 2006.

To the best of my kirowledge and recollection, the only dinner that I attended with 
Mr Hayman and News International staff was on 25. April 2006, some three months 
previously. The dinner was entered in the Specialist Operations Directorate 
Hospitality Register.

Therefore, I did not discuss with, or give advice to, Mr Hayman on any question 
relating to attending this dinner whilst the investigation was in progress. 
Furthermore, I did not have any conversation with Mr Hayman about phone 
hacking more generally at that time.’^

We do not expressly accuse Mr Hayman of lying to us in his evidence, but it is difficult 
to escape the suspicion that he deliberately prevaricated in order to mislead us. This is 
very serious.

69. Mr Hayman’s conduct during the investigation and during our mdence session was 

both unprofessional and inappropriate. The fact that even in hindsight Mr Hayman did 

not acknowledge this points to, at the very least, an attitude of complacency. We are 

very concerned that such an individual was placed in charge of anti-terrorism policing 

in the first place. We deplore the fact tliat Mr Hayman took a job with News 

International within two months of his resignation and less than two years after he 

was—purportedly—responsible for an investigation into employees of that company. It 

has been suggested that police officers should not be able to take employment with a 

company that they have been investigating, at least for a period of time. We 

recommend that Lord Justice Leveson explore this in his inquiry.

A s s is ta n t C o m m is s io n e r  Y a te s 's  r o le

70. Following the conviction of Messrs Mulcaire and Goodman, the papers seized from Mr 

Mulcaire were stored in evidence bags and the police seem to have expected no further 

action would need to be talcen. The case was considered closed." However, The Guardian 

newspaper continued to investigate whether other journalists and editorial staff from the

54 Letter from Dick Fedordo, S July 20t 1

55 Letter from Yates to Chair, 8 July 2011

MOD200012661



For Distribution to CPs

36 Unauthorised tapping Into or hacking of mobile communications

News of the World had made use of Mr Mulcaire’s services to obtain information illegally. 

On 8 July 2009, The Guardian published a story that Mr Gordon Taylor, head of the 

Professional Footballers Association, had been paid a substantial sum by News 

International to stop him speaking about the alleged hacking of his mobile phone. The 

obvious inference was that it was unlikely the royal corr«pondent of the News o f the World 

would have been interested in Mr Taylor’s messages so other journalists must also have 

been involved in hacking. As stated earlier, this and other stories led the Commissioner of 

the Metropolitan Police on 9 July 2009 to put Assistant Commissioner John Yates in 

charge of ejcamining the allegations. This process has been, frequently referred to as a 

'revieŵ  of the earlier investigation, but Mr Yates told us: “From the beginning of my 

involvement in this matter in 2009, I have never conducted a ‘review’ of the original 

investigation and nor have I ever been asked to. do so.” He told us that ‘review’ has a 

specific meaning for the police, “a review, in police parlance, involves considerable 

resources and cm either be thematic in approach—such as a forensic review in an unsolved 

murder investigation—or involves a review of all relevant material.” Mr Yates told us that 

the Commissioner had asked him to “establisli the facts around the case and to consider 

whether there was anything new arising in the Guardian article. Tliis was specifically not a 

review. [Mr Yates’s emphasis]”̂

71. The form of Mr Yates’s consideration of the hacking allegations appears to have been
. >

that he received detailed briefings from the Senior Investigative Officer for the 2005-07 

investigation, including considering the CPS’s contemporaneous advice (he did not take 

fresh legal advice), and after discussing it with some of the officers involved in the 

investigation he came to the conclusion that the Guardian articles gave no new 

information unknown to the police in 2005-07 that would Justify either re-opening or 

reviewing the investigation. The whole process took about eight hours.“ At that time, Ivlr 

Yates also took the decision that the material seized from Mr Mulcaire should be listed on a

56 Letter to Committee of 8 July 2011

57 Ibid.

58 Ibid. And Qq 327, 335-336, 364-369, 38S-388, 390, 394-401,406-408
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database so that it would in the future be easier to see whether new evidence could be 

linked to any existing evidence.**'

72. At the same time, the Director of Public Prosecutions had ordered an urgent 

examination of the material supplied to the CPS. Such a review by the CPS “is always 

undertaken in relation to relevance in respect of the indictment”, altliough Mr Yates 

stresses that the CPS saw all material available to the Met It appears that the CPS review 

only reconsidered whether all the material relevant to the original indictment of Messrs 

Mulcaire and Goodman in relation to the six charges in 2007 had been dealt with 

thoroughly. However, in a vsritten memorandrun dated 14 July 2009, Counsel confirmed 

that the CPS had asked about the possibility of the then editor of the News of the World or 

other journalists being involved in the Goodman-Mulcaire offences, but had never seen 

any evidence of such involvement. We were told by the current Director of Public 

Prosecutions that at this time, in July 2009, the police and CPS discussed the mention in 

the papers of the name ‘Neville’—which was taken possibly to refer to Mr Neville 

Thurlbeclc, ex-chief reporter of the News of the World. The DPP, however, concluded that 

the name ‘Neville’ was not enough to warrant re-opening the investigation, and Mr 

Thurlbeck was not interviewed.“ At the end of the CPS review, the Director of Public 

Prosecutions said that “it would not be appropriate to re-open the cases against Goodman 

and Mulcaire or to re-visit the decisions taken in the course of investigating and 

prosecuting them.”®*

73. In short, the exercises conducted by the police and the CPS in July 2009 appear to 

have been limited to the consideration of whether or not, in the liglit of recent reports 

in the media, the 2005-07 investigation had been carried out thoroughly and correctly. 

Critically, because tlie 2005-07 investigation had focused only on the joint roles of 

Messrs Mulcaire and Goodman, tJiere was no progress in 2009 to consideration of the

59 <5 372
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relationships that Mr Mulcaire might have had with other journalists, even though the 

Gordon Taylor story implied that such relationships had existed.

74. On I September 2010, just before AC Yates first gave oral evidence to us, the New York 

Times reported comments comments by the late fonner News International journalist, Mr 

Sean Hoare, about the involvement of former colleagues in hacking. This led Mr Yates to 

undertake a scoping study—in other words, to appoint a Senior Investigating Officer to 

ascertain whether the new information published in the New York Times was sufficient to 

justify (re)opening an investigation.

75. On 7 September, we asked Mr Yates about his approach to the new allegations:

Q22 Alun Michael: Can I just dear up one simple point? You referred to speaking to 
and interviewing a number of people, and a letter th t̂ is going today to the New York 
Times and so on. Would I be right in. interpreting what you have said as meaning 
there is now a live investigation taking place?

M r Yates: I think it’s a semantic point. What constitutes a reopened investigation? If 
we are going to speak to somebody, some people will say that is a reopened 
investigation. I would say we are considering new material and then we will work 
with the CPS to see whether that constitutes potential lines of inquiry that can be 
followed up and would be likely to produce evidence and be a proper use of our 
resources.

Q23 Alun Michaeh I suppose I would put it another way. Is it just a question of 
having some discussions or are you actively seeking to be able to say to the public 
that the issues have been fully investigated? j

M r Yates: Mr Hoare has made some very serious allegations both in print and on the 
radio, and dearly we need to go and speak to him to see what he has to say about that 
in the broader context*’̂

Rather than being ‘a semantic point’, we consider the evidence given to us by Mr Yates to 
be totally unclear. There was considerable ambiguity about the status and depth of the 
police enquiries, and it was not clear whether the purpose was to respond to potential 
critidsm of the earlier inquiries or to genuinely pursue the evidence to a clear condusion. 
This is one reason that we kept our own inquiry open in the hope of obtaining greater 
clarity in due course.

62 Yales evidence on Specialist Operations
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76. Again, apparently because witnesses were unwillmg to come forward, the CPS decided 

on lO December 2010 that there was insufficient evidence to provide a realistic prospect of 

conviction against any of the people identified in the New York Times.®

77. However, the situation changed completely very early in January 2011. As a result of 

the continuing civil proceedings being brought by people who believed themselves to have 

been victims of hacking, disclosure requirements were imposed on the police by the courts 

and—arguably in response to these disclosures—News International decided to suspend 

Mr Ian Edmondson on 5 January and thereafter to provide new information to the police 

about the scope of complicity by other employees in the hacking by Mr Mulcaire. On 14 

January 2011 the Director of Public Prosecutions announced that the CPS would conduct a 

“compreliensive assessipent of all material in die possession of the Metropolitan Police 

Service relating to phone hacking, following developments in the civil courts”, which 

would “involve an examination of all material considered as part of the original 

investigation into Clive Goodman and Glenn Mulcaire and any material that has 

subsequently come to light.” ®The assessment was to be carried out by the Principal Legal 

Advisor. Alison Levitt QC.

78. On 26 January 2011, the Metropolitan Police announced it was launching a new 

inquiry into alleged phone hacking as a result of receiving “significant new information 

from News International relating to allegations of phone hacking at the News of the World 

in 2005/06." The new investigation was to be led by DAC Sue Akers and carried out by the 

Specialist Crime Directorate which had, according to the press notice announcing the 

inquiry, been investigating a related phone hacking allegation since September 2010.® It 

was agreed with the CPS that Alison Levitt would continue her re-examination of the 

existing material.

79. We pressed Mr Yates repeatedly on why the scope of the exercises in 2009-10 had been 

so narrow, when he was aware of the earlier Operation Motorman which—tiiouglr not

63 Quoted In letter from Yates to Committee of S July

64 CPS Press Notice of 14 January 2011, 'DPP announcement on phone hacking'

SS 'New Investigation regarding alleged phone hacking’, Press Notice dated 26 January 2011
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related to hacking—revealed journalists’ widespread use of blagging and other illegal 

methods of obtaining information.** He replied:

It is a very fair question, but you talked about command decision. What you have to 
do occasionally, you do take decisions, you base them on risk and you consider them 
fully about what i;e the other issues, and I have given you the levels of reassurance I 
had. There was simply no reason at that time. The ICO is a completely different 
matter, it judges on a dij6ferent standard of evidence against different offences. It was 
a decision taken. Now, in the light of what we now know, it was not a very good 
decision, but it is solely—I will repeat it—it is solely as a result of the new 
information provided by News International who clearly misled us. They clearly 
misled us.

Nicola Blackwood: Was there a feeling that you were going to do the minimum 
necessary in order to show that you had looked at the facts and that there was 
nothing new in this case because you have more important things to be getting on 
with?

AC  Yates: There is probably an element of that but if there had been any new 
evidence there, if I had seen any new evidence there, then of course—

Nicola Blackwood: But you did not even take new legal advice, so you just looked at 
the documentation from before.

AC  Yates: I was supported later by the DPP and by counsel.*^

80. We understand that, when Sir Paul announced in July 2009 that he was asking Mr 

Yates to look into any new information, this was an unprepared remark made as he was 

going into the ACPO conference rather than a carefully prepared statement.*  ̂

Unfortunately it left the public—and indeed Parliament—with the impression that a 

more detailed examination was to be held than was in feet the case.

81. We assume that Sir Paul left Mr Yates with a large amount of discretion as to how 

he should consider the evidence. Mr Yates has subsequently expressed his view that his 

reconsideration in 2009 of the material available from the earlier investigation was very 

poor.® We agree. Although what Mr Yates was tasked to do was hot a review in the 

proper police use of the term, the public was allowed to form the impression that the

66 C3q 376-378, 381-385 
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material seized from Mr Molcaire in 2006 was being re-examined to identify any other 

possible victims and perpetrators. Instead, the process was more in the nature of a 

check as to whether a narrowly-defined inquiry had been done properly and whether 

any new information was sufficient to lead to that inquiry being re-opened or a new one 

instigated. It is clear that the officers consulted about the earlier investigation were not 

asked the right questions, otherwise we assume it would have been obvious that there 

was the potential to identify far more possible perpetrators in the material seized from 

Mr Mulcaire. Whether or not this would have enabled the police to put more pressure 

on News International to release information, by making it clear that police inquiries 

were not merely a 'fishing expedition’ but targeted at certain people, is an issue that 

may be addressed by the forthcoming public inquiry.

82. Mr Yates has apologised to the victims of hacking who may have been let down by 

his not delving more deeply into the material already held by the police. We welcomed 

that and agree that his decision not to conduct an effective assessment of tlie evidence 

in police possession was a serious misjudgement.

83. As we were finishing our inquiry, the news broke that Sir Paid Stephenson and 

Assistant Commission Yates has resigned, and that the Metropolitan Police Authority has 

referred to the IPCC complaints about dieir conduct and the conduct of Mr Peter Clarke, 

Mr Andy Hayman and Mr Dick Fedordo, The Deputy Chair' of the IPCC had made a 

statement that the IPCC would carry out an independent investigation of the matters 

referred.

84. We asked Sir Paul, Mr Yates and Mr Dick Fedorcio, Director of Public Affiiirs at the 

Metropolitan Police, about the allegations being circulated in the media, about the 

employment of Mr Neil Wallis, former deputy editor of the News of the World Assistant 

Commissioner Yates admitted to us that he was a fidend, thou^ not a close friend of Mr 

Wallis. In September 2009 Mr Wallis, who had resigned from his employment from News 

International was employed on a ‘retainer contract’ to assist Mr Fedorcio during the illness 

of Mr Ferdordo’s deputy. The contract was on a rolling 6 month basis and was renewed 

twice. Just after the second renewal, on 7 September 2010. Stories in the New York Times

MOD200012667



For Distribution to CPs

42 Unauthorised tapping into or hacking of mobile communications

about hacking by News International journalists led Mr Ferdordo and Mr Wallis to come 

to the condusion that the relationship now might lead to embarrassment and to continue 

the contract was inappropriate.

85. We examined the process for appointing Mr Wallis. We were told that three quotes 

were invited: Mr Wallis’ was by far the lowest. On the question of whether due diligence 

had been performed in rdation to Mr Wallis, Mr Fedorcio said that he had consulted AC 

Yates. AC Yates said that he had asked Mr Wallis informally about whether anything in his 

past might be a source of embarrassment to hint, the Met or Mr Wallis himself, Mr Wallis 

told him he need have no concerns. Mr Yates completdy denied tlie suggestion that what 

he had done at all deserved the description of ‘due diligence’; he argued he had sought 

informal assurances to satisfy himself, and this was completely separate from the objective 

process of assessment and awarding of contracts.

86. We are appalled at what we have learnt about the letting of the media support 

contract to Mr Wallis. We are particularly shocked by the approach taken by Mr 

Fedotdo: he said he could not remember who had suggested seeking a quote from Mr 

Wallis; he appears to have carried out no due diligence in any generally recognised 

sense of that term; he failed to answer when asked whether he knew that AC Yates was a 

friend of Mr Wallis; heentirelyinappropriately asked Mr Yates to sound out Mr Wallis 

although he knew that Mr Yates had recently looked at the hadcipg investigation of 

2005-06; and he attempted to deflect all blame on to Mr Yates when he himself was 

responsible for letting the contract.

The new Investigation

87. As described by DAG Akers, the catalyst for the new investigation was the civil actions 

against News International brought by a number of people who suspected that they had 

been victims of hacking. These actions involved legal requests for a “vast amount” of 

disclosure from news International and, in the process of trawling through their e-mail and 

other records, News International formd three key e-mails implicating an employee other
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dian Mr Goodman in hacking. These were passed to the police in January 2011 and led to 

the launch of the new inquiry,^

88. We asked DAC Sue Akers about progress in the new investigation. She said that in the 

six months since it started, there had been eight arrests. Her team of 45 officers were still 

compiling lists of all the material seized in 2006 as the database started under AC Yates’s 

auspices had not worked properly. However, she assured us that the material would be 

examined thoroughly and, if it led to suspicions about journalists inside or outside the 

News International group, the investigation would follow that evidence.̂ * As for relations 

with News International, she explained that these had been difficult at first when most of 

the contact was with News International’s lawyers and it had taken two months to agree a 

protocol on journalistic privilege.” However, following a meeting between News 

International executives and the police to discuss their “very different interpretations of the 

expression 'full co-operation’”, relations had improved markedly.”

89. In order to reassure the public and all those who feared that they might have been 

targets of hacking, she had adopted a different approach from her predecessors’: instead of 

addressing only those who were definitely victims of crime, she had decided they should 

contact everyone whose name or phone number appeared in the Mulcaire papers and who 

coiild be identified from the information available. She said there were in the region of 

3,870 full names of individuals in the evidence already held by the police, plus about 5,000 

landline numbers and 4,000 mobile numbers. However, when we asked her how many of 

these people had been contacted so far, the figure she gave was 170. Many otlrers— 

approximately 500—had contacted her team asking whether their, details were recorded in 

Mr Mulcaire’s papers; only 70 of these had been definitely identified as potential victims. 

She noted that her team also had the task of responding to disclosure requests in 

connection with the civil actions that were continuing; she indicated that this was very 

time-consuming and was significandy slowing down the investigation. It was therefore

70 oq 60S and 627-632

71 0q 506, 612, 635-633 and 640

72 The problem relating tosection 55 of the Data Protection Act discussed in paragraphs x-y above

73 Qq 622-623

MOD200012669



For Distribution to CPs

44 Unauthorised tapping into or hacking of mobile communications

impossible to predict when the investigation would be complete, though she drew attention 

to the fiact that those arrested had been bailed to appear in October, which gave an 

indication of the minimum timescale.’'*

90. We asked DAC Akers about the fact that some of the material recently handed over to 

the police by News International revealed that newspapers had made payments to some 

police officers, and that the Commissioner of the Metropolitan Police had put her in 

charge of investigating this. DAC Akers said that, as a result of having become aware of 

these allegations on 20 June with more material being supplied on 22 June, she had met the 

Independent Police Complaints Commission (‘IPCC'Jand it was agreed with them that she 

should continue to “scope” a possible investigation. On 7 July, the matter was formally 

referred to the IPCC by the Metropolitan Police. In technical terms, it was a ‘supervised 

investigation’ under the personal supervision of the Deputy Chair of the IPCC: this meant 

that, whilst DAC Akers retained direction and control of the iiivestigation, the Deputy 

Chair of the IPCC was kept fiiUy appraised of what was happening,’’

91. From the point of view of victim support and of reassur^ce to the public, DAC 

Akers’s decision to contact all those who can be identified as of interest to Mr Mtdcaire 

is the correct one. However, this is not the same as saying all these people were victims 

of hacking, let alone that they could be proved to be victims. Only 18 months’ worth of 

phone data from the relevant period still exist unless Â r Mulcaire provides a list, no 

one will ever knowwhose phone may have been hacked into outside that period. Within 

the 18-months data held, about 400 unique voicemail numbers were rung by Messrs 

Mulcaire or Goodman or from News of the World hub phones, and these are the 

voicemails lilcely to have been hadced into. The total number of people who may 

eventually be identified as victims of Mr Mulcaire’s hacking is therefore much lower 

than the number of names in his papers.

92. DAC Akers gave us a guarantee that this further investigation would be carried out 

thoroughly. We were impressed by her determination to undertake a full and searching

74 Qqfioa. 637. 611.639 and 616-617

75 Qq 613-614
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investigation. The Specialist Crime Directorate is clearly the correct place for an 

investigation of this sort, though we note that officers have had to be ‘borrowed’ from 

across the Metropolitan Police Service to meet the needs of this particalarly labour

intensive inquiry.

93. We note with some alarm the fact that only 170 people have as yet been informed 

that they may have been victims of haddng. If one adds together those identified by 

name, the number of landlines and the number of mobile phone numbers identified 

(and we accept that there may be some overlap in these), that means up to 12,800 

people may have been afiected all of whom will have to be notified. We accept that there 

are a number of reasons why progress may have been slow so far, but at this rate it 

would be at least a decade before everyone was informed. This timeframe is clearly 

absurd, but it seems to us to underline the need for more resources to be made available 

to DAC Alcers. We understand that in the current situation of significant budget and 

staff reductions, this is very difficult. However, we consider that the Government 

should consider making extra funds available specifically for this investigation, not 

least because any delay in completing it will seriously delay the start of the public 

inquiry amiounced by the Prime Minister.

94. We are seriously concerned about the allegations of payments being made to the

police by the media, whether ui cash, kind or the promise*of future jobs. It is imperative 

that these are investigated as swiftly and thoroughly as possible, not only because this is 

the way that possible corruption should always be treated but also because of the 

suspicion that such payments may have had an impact on the way the Metropolitan 

police may have approached the whole issue of hacking. The sooner it is established 

whether or not undue influence was brought to bear upon police investigations 

between December 2005 and January 2011, the better. -

95. We are concerned about the level of social interaction which took place between 

senior Metropolitan Police Officers and executives at News International while 

investigations were or should have been being undertaken into the allegations of phone 

hacking carried out on behalf of the News of the world. Whilst we fully accept the
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necessity of interaction between officers and reporters, regardless of any ongoing police 

investigations senior officers ought to be mindful of how their behaviour will appear if 

placed under scrutiniy. Recent events have damaged the reputation of the Metropolitan 

Police and led to the resignation of two senior police officers at a time when the security 

of London is paramotmt.
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4  T h e  r o l e  o f  t h e  m o b i l e  p h o n e  

c o m p a n i e s _________________________________________

96. To date in the various parliamentary, police and media inquiries into phone hacking,

there has been little focus on the role of the mobile phone companies in advising customers 

on security, protecting the data of their customers, and in notifying customers of any 

suspected breaches of security or data pro tection, '

97. We were aware that the few possible victims of hacking by Mr Mulcaire already firmly 

identified by April this year had been customers of three leading mobile phone companies; 

02, Vodafone, and the joint venture between Orange UK and T-Mobile UK which is called 

'everything everywhere’ (because these names are more familiar, we use the form ‘Orange 

UK/T-Mobile UK’ for the joint venture in this report). We also received some information 

from ‘Three’ desaibing its security procedures relating to voicemail, but since—as of 8 

June 2011—it had had no indication that any of its customers had been victims of hacking, 

we did not pursue more detailed inquiries with that company.

How the hacking was done

98. Mobile phone companies have for some years offered the service to customers of being

able to access their voicemails either from their own handsets or, using a PIN number,
)

from another phone. In order to carry out his operations, Mr Mulcaire had to obtain the 

mobile phone numbers and the voicemail pin numbers of his quarry. In 2005-06, there 

were considerable variations between mobile phone companies in the ease of accessing 

voicemails. Handsets often came with a default PIN niunber for accessing voicemail and, it 

has been suggested, many of the victims may not have changed the standard default 

settings on their phones. Hackers knew that there were a limited number of default 

numbers and could at least try tliose first 02  told us that before 2006 customers could use 

the default number for access and were not required to register a personal voicemail PIN; 

Vodafone’s system seems to have been similar as it said that prior to 2006 customers were 

“able to” (not ‘required’ to) change their voicemail PIN to a number of their choosing; 

default PINs were removed on T-Mobile in 2002 and had never existed on Orange, so from
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2002 onwards customers of both companies were unable to access voicemail remotely 

without a personal PIN.

99. In oral evidence in September 2010, AC Yates said; “When the investigation started in 

2006, it was a catalyst for the service providers to provide proper direct and more 

prescriptive security advice rather than what most people did in the past, which is leave 

their PIN number as the factory setting.”̂ ’

100. In some circumstances, even when a customer had set a personal PIN number but 

forgotten this, it was possible to ask the phone company to reset the PIN to default or a 

temporary PIN number, if the person requesting it passed security checks such as the 

provision of registered personal information.^® Unfortunately, this sort of information is 

often easy for a hacker to guess or ascertain if the customer is well known.

101. However; given DAC Akers’s evidence that about 400 unique voicemail numbers were 

rung from Mr Mulcaire’s, Mr Goodman’s or News of the World hub phones,’* it is possible 

tliat Mr Mulcaire obtained some of the information he needed for hacking from the mobile 

companies by either pretending to be someone with a legitimate right to the information or 

by bribing an employee for information. We therefore tried to discover whether phone 

company staff may have had access to personal PIN numbers, which they may have been 

either deceived or bribed into passing on.

1G2. 02 said that staff did not have access to customers personal voicemail PIN numbers 

even before 2006.®“ Vodafone UK told us that personal PINs were held on an encrypted 

platform which had always been inaccessible to its staff.®* Orange UK/T-Mobile UK said 

that the voicemail PIN was not stored in any readable format within either T-Mobile or 

Orange UK “and therefore we do not consider it possible for anyone to obtain a customer’s

7S Letters from Vodafone and 02 of 6 July and Orange of 14 July

77 Q 26, oral evidence on Specialist Operations of 7 September 2010

78 02 letter of 6 July and May tetter from OrangeUIVr-Mobile UK

79 LetterofS July 2011

80 Letter of 6 July 2011

81 Letter of 6 July 2011 •
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unique PIN via our systems.”®* However, Orange UK/T-Mobile UK noted that Customer 

Service Advisers may change PIN numbers at the request of customers who have, for 

example, lost their phones. Whilst customers may subsequently change the number again 

through their own handset, unless and until tliey do so the Customer Service Adviser 

knows their PIN!“

103. Of the three mobile companies which we knew had had customers identified as 

possible hacking victims of Mr Mulcaii-e, only one directly answered our que.stion: Did you 

carry out any investigation to discover how Mr Mulcaire had obtained access to customers’ 

PIN numbers? Vodafone told us: “Yes.... it appears that attempts may have been made by 

an individual/individuals to obtain certain customer voicemail box numbers and/or PIN 

resets from Vodafone personnel by falsely assuming the identity of someone with the 

requisite authority (such as the relevant customer).”

104. In his Adjournment Debate on Mobile Communications (Interception) on 10 March 

2011, Mr Chris Bryant MP said: “There is dear evidence that in some, cases rogue staff 

members [of mobile phone companies] sold information to investigators and reporters.”®̂ 

We attempted to discover whether that may have happened in this case. We asked: ‘Were 

any members of your staff disciplined followed the release of PIN numbers; and, if so, how 

many?’ Vodafone replied that, given it was not dear exactly how many and which of its 

customers had been affected by*tlie Mulcaire case, and given the nature of the deception 

that may have been practised on its staff, it was not in a position to investigate the matter, 

let alone disdpline anyone.®® 02 said: “We found no evidence to suggest that any of our 

staff disdosed PIN numbers (which is consistent with our investigation that found that 

voicemails were accessed through use of the default PIN niunber). No employee, therefore, 

was disdpiined.”®' Orange UK/T-Mobile UK said; "We have no evidence of any Orange 

UK or T-Mobde UK staff involvement related to this hacking inddent therefore there was

82 May letter

83 Letter of 14 July 2011

84 KC Debate, col 1171

85 May letter

86 May letter
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no requirement to take disciplinary action. Importantly, the systems we operate mean that 

individual staff members do not have access to a customer’s PIN number. They would only 

ever know the PIN number when a temporary PIN is issued ... and this would only be done 

when the customer, had successfully passed through our security process to verify their 

identity."

105. We note that, despite these protections, each of the compailies had identified 

about 40 customers whose voicemails appeared to have been accessed by Mr Mulcaire. 

We also note that all tliree companies have disciplined or dismissed employees for 

unauthorised disclosure of customer information in the last ten years,®̂  though tiliere is 

no indication that any of these employees was linked to this case.

Measures taken since to deter hacking

106. In his evidence to us, Mr Btyant was asked what mobile phone companies should do 

to protect their customers’ privacy better. He replied:

I think they need stronger internal mechanisms to make sure that PIN numbers 
aren’t available to be handed out by somebody when ringing into a mobile phone 
company. I think all the phone companies should adopt the same processes as well 
because people do often change from one company to another. I think it would be a 
good idea if they always notified somebody when there was any doubt about whether 
their phone was being accessed illegally, which is not the policy of all the mobile 
companies at the moment. Some of them do it and some of them don’t, which is 
why, for instance, in my case I rang Orange and found out seven years after the 
occasion that my phone had been accessed back in 2003.*®

107. Very soon after the police began their inquiry into Mr Mulcaire, and arguably as a 

result of that investigation, the mobile phone companies reviewed and changed the way in 

which they allowed customers to access their voicemails remotely (ie not from their own 

handsets). Whereas previously Vodafone’s customers had been able to contact Customer 

Services to request that the PIN number be manually reset to a number of their choice, 

Vodafone tightened up the operation by providing that new PIN numbers could be issued 

only via SMS message direct to the customer’s own handset Vodafone also subsequently

87 Letters of 6 July snd 14 July 2011

88 Q 27 (oral evidence of 27 IVIarch)
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installed a new, more secure voicemail platform, with additional procedures in place to 

warn customers in the event of unsuccessful remote attempts at access.*’ 02 changed its 

voicemail service so that customers cannot access their voicemails remotely at all unless 

they have registered a personalised PIN number.’” ^

108. When he was asked what more mobile phone companies should be doing to improve 

security, the Information Commissioner highlighted a lack of information for the public;

I wish tliey were a bit noisier about advising their customers on how they can keep 
their information secure. It is a general point,' I think. ITiere are responsibilities on 
communication service providers and internet service providers, and there are also 
tilings that individual consumers and citizens can do, but you kind of have to be told 
about them to know what it is you can do. We recently did some survey work and 
found that a very high proportion of people had no idea whether their home wi-fi 
was passworded or not. That is a pretty basic step. I wonder how many of us are very, 
very careful to password protect our mobile phones, not just the voicemail mailbox 
but also the machine itself, the device itself. I would like the mobile phone operators 
to be much louder in their advice to customers saying, “Look, your Smartphone, 
your iPhone, it’s a wonderful thing, you can do fantastic things on it but there’s a 
downside. Be careful, make sure you’ve set appropriate permissions, make sure 
you’ve set appropriate passwords.” That should not be in the small print of some 
agreement written in lawyer-speak that nobody can understand; it should up front, 
user-friendly advice,’’

109. However, he considered that the situation was improving:

I have found that the mobile phone companies are getting much better at this. I have 
been invited to give presentations to global privacy conferences by two of our leading 
mobile providers recently. They really are interested. The reason they are interested 
is, I think, they have got that we are now beyond the stage of kiddies in the sweet 
shop bowled over by tire wonders of what we can see; we are; a bit more questioning. 
.... There is a commercial reason for treating customers with respect’̂

110. As mentioned above, tire Information Commissioner also explained that, under the 

new Privacy and Electronic Communications Regulations which came into effect on -25 

May 2011, from now on any data controller, including a mobile phone company, which 

becomes aware that data security has been breached must inform its customers of this.

89 May letter

90 May letter

91 Q 162 (oral evidence of 26 April)

9 2  q 162
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111. We welcome the measures taken so far to increase the security of mobile 

communications. However, with hackers constantly developing new techniques and 

approaches, companies must remain alert. In particular, it is inevitable that companies 

will think it in their interest not to make using technology too difficult or fiddly for 

their customers, so do not give as much prominence to the need to make full use of all 

safety features as they should do. We would like to see security advice given as great 

prominence as information about new and special features in the Information provided 

when customers purchase new mobile communication devices.

Notifying the victims

112. Mr Peter Clarke told us that he had established a strategy for informing the potential 

victims of Mr Mulcaire’s hacking, with the police contacting certain categories of potential 

victim and the mobile phone companies identifying and informing others to see if they 

wanted to contact the police. He had not been aware that this had not worked.

113. We were told that from an early stage the investigation team were in close contact 

with, and had co-operation from, all the main mobile phone service providers. This was 

supplemented by communication via the Mobile Industry Crime Action Forum and its 

Chair. However, whilst each of the companies was well aware of the investigation, only one 

of those from whom we took evidence (02) actually took the step of contacting their 

customers at the time to inform them that their voicemail messages might have been 

intercepted. It is worth setting out tlreir reasoning in full.

114. 02 said that, when they had checked with the police that this would not interfere with 

the investigation: "As soon as the above customers were identified, we contacted the vast 

majority by telephone to alert them that there may have been a breach of data. There were 

a small number of customers who were members of a concierge service that were contacted 

directly by that service rather than 02, There were also a small number of customers that 

the Police contacted directly for security reasons;” an'd “We informed the customers that 

they were potential targets for voicemail interception and changed their voicemail PIN
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numbers. We also offered to put them in touch with the Metropolitan police, if they wished 

to discuss this matter with the investigation team.””

115. Vodafone’s response to the investigation was less direct: “mindful of the need to avoid 

undermining the ongoing Police investigation and/or jeopardising any subsequent 

prosecutions, Vodafone sought to contact the above customers in August 2006 to remind 

them to be vigilant with their voicemail security.”®*

116. Orange UK and T-Mobile UK at first told us: “We have not had any cause to suspect 

that particular mailboxes have been unlawfully accessed, and accordingly we have not 

needed to notify the relevant customers.””  They subsequently explained that they 

considered it inappropriate to take any action in respect of their customers: “ as any direct 

contact with customers could jeopardise the ongoing Police investigation and prejudice 

any subsequent trial. This is our standard approach when assisting in police 

investigations.””

117. Clearly, Mr Clarke’s strategy for informing victims broke down completely and 

very early in the process. It seems impossible now to discover what went wrong in 2006. 

Some of the mobile companies blamed police inaction; both Vodafone and Orange 

UK/T-Mobile UK said that the police had not told them to contact their customers 

untjl November 2010. AC Yates accepted that some of the correspondence between the 

police and the companies had not been followed up properly.”  However, the companies 

cannot escape critidsm completely. Neither Vodafone nor Orange UK/T-Mobile UK 

sJiowed the Initiative of 02 in asking the police whether such contact would interfere 

with investigations (and 02 told us that they were given clearance to contact their 

customers only ten days or so after being informed of the existence of the 

investigation). Nor did either company check whetlier the investigation had been 

completed later. They handed over data to tlie police, Vodafone at least sent out

93 May letter

94 May letter

95 Written ev of October 2010, para 14 

56 May letter

97 Q 433
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generalised  rem in d ers  ab o u t security  (O range U K /T -M obile  U K  m ay  n o t even  have 

d o n e  th a t) , they tig h ten e d  th e ir  p rocedures, b u t  th e y  m a d e  n o  effo rt to  co n tac t the 

cus tom ers affected.

118. W e f in d  th is  fa ilu re  o f  care to  th e ir  cu s to m ers  a s to n ish in g , n o t  least b ecau se  all th e  

com pan ies to ld  u s  th a t th e y  h ad  good  w ork ing  re la tio n sh ip s  w ith  th e  po lice  on  th e  

m a n y  occasions o n  w h ich  th e  po lice have to  seek; in fo rm a tio n  from  th e m  to  h e lp  in  

th e ir  in q u irie s .

119. The police appear to have been completely unaware that few of the potential victims

of the crime had been alerted. Vifhen we asked AC Yates in September 2010 whether 

possible hacking victims had been notified, he replied; “Where we believe there is the 

possibility someone may have been hacked, we believe we have taken all reasonable steps 

with the service providers, because they have a responsibility here as well, and we thiidc we 

have done all that is reasonable but we will continue to review it as we go along.” In 

response to the question “What are these reasonable steps?” he said: “Speaking to them or 

ensuring the phone company has spoken to them. It is those sort of steps.”’’ •

120. We are reassured now that DAC Akers’s investigation is setting this matter to rights 

by contacting all victims or potential victims. However, we were alarmed that Mr Chris 

Bryant MP told the House of Commons in March this year;

When I asked Orange yesterday whether it would notify a client if their phone was 
hacked into now, it said it did not know. However, I understand that today it believes 
that in certain circumstances it might notify a client. I believe that in every such 
circumstance the client should be notified when there has been a problem. All that 
suggests a rather slapdash approach towards the security of mobile telephony.”

121. W e expect th a t  th is  s itu a tio n  will be im p ro v e d  by  th e  co m in g  in to  force o f  th e  new  

P rivacy  a n d  E lectron ic C o m m u n ica tio n s  R egu la tions, w h ich  p ro v id e  th a t  w h en

38 Qq 7-3, oral on Spedafist OparaUons o( 7 September 20i0.

99 HCDeb. 10 March 2011, co] 1171
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companies discover a breach of data security, they have to notify not only the 

Information Commissioner but also their affected customers.'”

122. This inquiry has changed significantly in its remit and relevance as it has 

progressed, and there are further developments coming out on a regular basis. We 

ejqpect that further discoveries will gO beyond our dirrent state of knowledge. Our 

report is based on the currently available information we have, but vre accept that we 

may have to return to this issue in the near future.

100 Q156
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Conclusions and recommendations
We have been frustrated by the confusion which has arisen from the evidence given 
by the CPS to us and our sister Committee. It is difficult to understand what advice 
was given to whom, when. Only on the last day oq which we took evidence did it 
become dear that there had been a significant conversation between the Director of 
Public Prosecutions and Assistant Commissioner Yates regarding the mention in the 
MuJcaire papers of the name Neville and whether this and Mr. Mulcaire’s contract 
with News International were a sufficient basis on which to re-open the 
investigation. The fact that the CPS dedded it was not, does not in any way exonerate 
the police from their actions during the inquiry. (Paragraph 34)

Section 2(7) of the Regulation of Investigatory Powers Act 2000 is particularly 
Important and not enough attention has been paid to its significance. (Paragraph 35)

The lack of a regulatory authority under the Regulation of Investigatory Powers Act 
has a number of serious consequences. Although the Information Commissioner’s 
office provides some advice, there is no formal mechanism for either those who 
know they are in danger of breaking the law or those whose communications may be 
or have been intercepted to obtain information and advice. Moreover, the only 
avenue if anyone is suspected of unauthorised interception is to prosecute a criminal 
offence, which, as the Information Commissioner noted, is a high hurdle in terms of 
standard of proof as well as penalty. Especially given the apparent inaease of 
hacking in areas such as child custody battles and matrimonial disputes, and the 
consequential danger of either the police being swamped or the law becoming 
unenforceable, there is a strong argument for introducing a more flexible approach 
to the regime, with the intention of allowing victims easier recourse to redress. We 
therefore recommend the extension of the Information Commissioner’s remit to 
cover the provision of advice and support in relation to chapter 1 of the Regulation' 
of Investigatory Powers Act (Paragraph 39)

We also strongly recommend that the Government reviews how the Act must be 
amended to allow for a greater variety of penalties for offences of unlawfiol 
interception, including the option of providing for civil redress, whilst retaining the 
current penalty as a deterrent for serious breaches. (Paragraph 40)

We note that most of our witnesses claimed to be unaware at the time of the 
Information Commissioner’s two 2006 reports, What price privacy? and What price 
privacy now?. We are disappointed that they did not attract more attention among 
the police, the media and in government, and hope that future such reports will be 
better attended to. (Paragraph 41)

We are concerned about the number of Commissioners, each responsible for 
different aspects of privacy. We recommend that the government consider seriously 
appointing one overall Commissioner, with specialists leading on each separate area. 
(Paragraph 42)
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We deplore the response of News International to the original investigation into 
hacking. It is almost impossible to escape the conclusion voiced by Mr Clarke that 
they were deliberately trying to thwart a criminal investigation. We are astotmded at 
the length of time it has taken for News International to cooperate with the police 
but we are appalled that this is advanced as a reason, for failing to mount a robust 
investigation. The failure of lawbreakers to cooperate with tire police is a common 
state of affairs. Indeed, it might be argued that a failure to cooperate might offer good 
reason to intensify the investigations rather than being a reason for abandoning 
them. None of the evidence given to us suggests tliat tliese problems were escalated 
for consideration by th.e Commissioner of the Metropolitan Police or by Ministers. 
The difBcuIties were offered to us as justifying a failure to investigate further and we 
saw nothing that suggested there was a real will to tackle and overcome those 
obstacles. We note that neither of these careftdly-crafted responses is a categorical 
denial: Ms Brooks’s denial ofknowledge of hacking is limited to her time as editor of 
News of the World; and on payments to police, she did not say that she had no 
Icnowiedge of specific payments but that she had not intended to give the impression 
that she had knowledge of specific cases. (Paragraph 52)

The consequences of the decision to focus within the Mulcaire papers on the areas 
vital to the prosecution of Mulcaire and Goodman were extremely significant A 
huge amount of material that could have identified other perpetrators and victims 
was in effect set to one side. Mr Clarke explained to us the reasons for taking this 
approach, starting with the context at the time. By the middle of 2006 the Anti
Terrorist Branch had more than 70 live operations relating to terrorist plots but 
some of these were not being investigated because there were not enough officers to 
do so. In this context, he had to decide on priorities, and the priority of protecting 
life by preventing terrorist attacks was higher than that of dealing with a criminal 
course of conduct that involved gross breaches of privacy biit no apparent threat of 
physical harm to the public. Nevertheless we cannot overlook the fact that the 
decision taken not to properly investigate led to serious wrongdoing which the 
Commissioner himself now accepts was disreputable. (ParagrapH 55)

When challenged on whether he stood by his decision to limit the investigation in 
2006, Mr Qarke said that; despite ail that had been revealed since, he believed the 
decision to have been correct, given the limited resources at his disposal and the 
absolute priority of dealing with threats to public safety. We note this position. 
However, its consequences have been serious and we are not convinced that the 
former Commissioner’s decision to merge anti-terrorist and royal protection 
functions on the basis that both involved firearms, or the decision to pursue this 
investigation within the command, were justified. It is also revealing about the nature 
of management within the Metropolitan Police Service that this issue does not 
appear to have been escalated to tlie Commissioner or Deputy Commissioner, or 
even the Assistant Commissioner, as an issue about which they ought to be aware 
and to which a solution needed to be found. (Paragraph 61)

whilst it is true that mobile phone companies have now acted to provide much 
greater security for their customers’ communications, and whilst the 2005-07 
inquiry succeeded on its own terms, we cannot say that inquiry was a success given 
the extent of the intrusion now becoming apparent and the feet that even now not aU
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the victims of interception have been identified let alone contacted. Nor are we 
convinced that no hacking takes places or that it cannot take place. We do not have 
the technical competence to make such a jud^emOTt, and nor did we receive detailed 
evidence on that point (Paragraph 62)

10. Mr Hayman claims to have had little knowledge of the detail of the 2006 operation, 
and to have taken no part in scoping it or reviewing it; his role seems to have been 
merely to rubber-stamp what more junior officers did. Whilst we have no reason to 
question the ability and diligence of the officers on the investigation team, we do 
wonder what ‘oversight’, ‘responsibility^ and ‘accountability^—all of which words 
were used by Mr Hayman to describe his role—mean in this context. (Paragraph 66)

11. Leaving aside the fact that his approach to our evidence session foiled to demonstrate 
any sense of the public outrage at the role of the police in this scandal, we were very 
concerned about Mr Hayman’s apparently lackadaisical attitude towards contacts 
with those under investigation. Even if all his social contacts with News International 
personnel were entirely above board, no information was exchanged and no 
obligations considered to have been incurred, it seems to us extraordinary that he did 
not realise what the public perception of such contacts would be—or, if he did 
realise, he did not care that confidence in the impartiality of the police could be 
seriously undermined. We do not expressly accuse Mr Hayman of lying to us in his 
evidence, but it is difficult to escape the suspicion that he deliberately prevaricated in 
order to mislead us. This is very serious. (Paragraph 67)

12. Mr Hayman’s conduct during the investigation and during our evidence session was 
both unprofessional and inappropriate. The fact that even In hindsight Mr Hayman 
did not acknowledge this points to, at the very least, an attitude of complacency. We 
are very concerned tliat such an individual was placed in charge of anti-terrorism 
policing in the first place. We deplore the foct that Mr Hayman took a job with News 
International within two months of his resignation and less than two years after he 
was—purportedly—responsible for an investigation into employees of that company.

f It has been suggested tliat police officers should not be able to take employment with 
a company that they have been investigating, at least for a period of time. We 
recommend that Lord Justice Leveson explore diis in his inquiry. (Paragraph 69)

13. In short, the exercises conducted by the police and the CPS in July 2009 appear to
• have been limited to the consideration of whether or not, in the light of recent

reports in the media, the 2005-07 investigation had been carried out thoroughly and 
correctly. Critically, because tire 2005-07 investigation had focused only on the joint 
roles of Messrs Mulcaire and Goodman, there was no progress in 2009 to 
consideration of the relationships that Mr Mulcaire might have had with other 
journalists, even though the Gordon Taylor story implied that such relationships had 
existed. (Paragraph 73)

14. We understand that, when Sir Paul announced in July 2009 that he was asking Mr 
Yates to look into any new information, this was an unprepared remark made as he 
was going into the ACPO conference rather than a carefully prepared statement. 
Unfortunately it left the public—and indeed Parliament—with tlie impression that a 
more detailed examination was to be held than was in fact the case. (Paragraph 80)
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15, We assume that Sir Paul left Mr Yates with a large amount of discretion as to how he 
‘ should consider the evidence. Mr Yates has subsequently expressed his view that his 

reconsideration in 2009 of the material available from the earlier inv^tigation was 
very poor. We agree. Although what Mr Yates was tasked to do was not a review in 
the proper police tise of the term, the public was allowed to form the impression that 
the material seized from Mr Mulcaire in 2006 was being re-examined to identify any 
other possible victims and perpetrators. Instead, the process was more in the nature 
of a check as to whether a narrowly-defined inquiry had been done properly and 
whether any new information was sufficient to lead to that inquiry being re-opened 
or a new one instigated. It is clear that the officers consulted about the earlier 
investigation were not asked the right questions, otherwise we assume it would have 
been obvious that there was the potential to identify far more possible perpetrators in 
the material seized from Mr M’ulcaire. Whether or not this would have enabled the 
police to put more pressure on News International to release information, by making 
it dear that police inquiries were not merely a ‘fishing expedition’ but targeted at 
certain people, is an issue that may be addressed by the forthcoming public inquiry. 
(Paragraph 81)

16.

17.

18.

19.

Mr Yates has apologised to the victims of hacking who may have been let down by 
his not delving more deeply into the material already held by the police. We 
welcomed that and agree that his dedsion not to conduct an effective assessment of 
the evidence in police possession was a serious misjudgement. (Paragraph 82)

We are appalled at what we have learnt about the letting of the media support 
contract to Mr Wallis. We are particularly shocked by the approach taken by Mr 
Fedordo: he said he could not remember who had suggested seeking a quote from 
Mr Wallis; he appears to have carried out no due diligence in any generally 
recognised sense of that term; he failed to answer when asked whether he knew that 
AC Yates was a friend of Mr Wallis; he entirely inappropriately asked Mr Yates to 
sound out Mr Wallis although he knew that Mr Yates had recently looked at the 
hadcing investigation of 2005-06; and he attempted to deflect all blame on to Mr 
Yates when he himself was responsible for letting the contract. (Paragraph 85)

From the point of view of victim support and of reassurance to the public, DAC 
Akers’s decision to contact all those who can be identified as of interest to Mr 
Mulcaire is the correct one. However, this is not the same as saying all these people 
were victims of hacking, let alone that they could be proved to be victims. Only 18 
months’ worth of phone data from the relevant period still exist; unless Mr Mulcaire 
provides a list, no one will ever know vdiose phone may have been hacked into 
outside that period. Within the 18-months data held, about 400 unique voicemail 
numbers were rung by Messrs Mulcaire or Goodman or from News of the Worid 
hub phones, and these are the voicemails likely to have been hacked into. The total 
number of people who may eventually be identified as victims of Mr Muicaire’s 
hacking is therefore much lower than tire number of names in his papers. (Paragraph 
91)

DAC Akers gave us a guarantee that ftiis further investigation would be carried out 
thoroughly. We were impressed by her determination to undertake a full and 
searching investigation. The Specialist Crime Directorate is clearly the correct place
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for an investigation of this sort, though we note that officers have had to be 
‘borrowed’ from across the Metropolitan Police Service to meet the needs of this 
particularly labour-intensive inquiry. (Paragraph 92) ’

20. We note with some alarm the fact tiiat only 170 people have as yet been informed 
that they may have been victims of hacking. If one adds together those identified by 
name, the number of landlines and the number of mobile phone numbers identified 
(and we accept that there may be some overlap in these), that means up to 12,800 
people may have been affected all of whom will have to be notified. We accept that

, there are a number of reasons why progress may have been slow so far, but at this 
rate it would be at least a decade before everyone was informed. This timeframe is 
dearly absurd, but it seems to us to underline the need for more resources to be 
made available to DAC Akers. We understemd that in the current .situation of 
significant budget and staff reductions,.this is very difficult. However, we consider 
that the Government should consider making extra funds available specificdly for 
this investigation, not least because any delay in completing it will seriously delay the 
start of the public inquiry announced by the Prime Minister. (Paragraph 93)

21. We are seriously concerned about the allegations of payments being made to the 
police by the media, whether in cash, kind or the promise of future jobs. It is 
imperative that these are investigated as swiftly and thoroughly as possible, not only 
because this is the way that possible corruption should always be treated but also 
because of the suspicion that such payments may have had an impact on the way the 
Metropolitan police may have approached the whole issue of hacking. The sooner it 
is established whether or not rmdue influence was brought to bear upon police 
investigations between December 2005 and January 2011, the better. (Paragraph 94)

22. We are concerned about the level of social interaction which took place between 
senior Metropolitan Police Officers and executives at News International while 
investigations were of should have been being undertaken into the allegations of 
phone hacking carried out on behalf of the News of the world. Whilst we fully accept 
the necessity of interaction between officers and reporters, regardless of any ongoing 
police investigations senior officers ought to be mindful of how their behaviour will 
appear if placed under scrutiny. Recent events have damaged the reputation of the 
Metropolitan Police and led to the resignation of two senior police officers at a time 
when the security of London is paramount, (Paragraph 95)

23. We note that, despite these protections, each of the companies had identified about 
40 customers whose voicemails appeared to have been accessed by Mr Mulcaire. We 
also note that all three companies have disciplined or dismissed employees for 
unauthorised disclosm e of customer information in the last ten years, t’nough there is 
no indication that any of these employees was linked to this case. (Paragraph 105)

24. We welcome the measures taken so far to increase the security of mobile 
communications. However, with hadcers constantly developing new techniques and 
approaches, companies must remain alert In particular, it is inevitable that 
companies will think it in their interest not to make using technology too difficult or 
fiddly for their customers, so do not give as much prominence to the need to make 
full use of all safety features as they should do. We would like to see security advice
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given as great prominence as infomiation abput new and special features in the 
information provided when customers purchase new mobile commimication 
devices. (Paragraph 111)

25. Clearly, Mr Clarke’s strategy for informing victims broke down completely and very 
early in the process. It seems impossible now to discover what went wrong in 2006. 
Some of the mobile companies blamed police inaction; both Vodafone and Orange 
UK/T-Mobile UK said that the police had not told them to contact their customers 
until November 2010, AC Yates accepted that some of the correspondence between 
the police and the companies had not been followed up properly. (Paragraph 117)

26. However, the companies cannot escape criticism completely. Neither Vodafone nor 
Orange UK/T-Mobile UK showed the initiative of 02  in asking the police whether 
such contact would interfere with investigations (and 02 told us that they were given 
clearance to contact their customers only ten days or so after being informed of the 
existence of the investigation). Npr did either company check whether the 
investigation had been completed later. They handed over data to the police, 
Vodafone at least sent out generalised reihinders about security (Orange UK/T- 
Mobile UK may not even have done that), they tightened their procedures, but they 
made no effort to contact the customers affected. (Paragraph 117)

27. We find this failure of care to their customers astonishing, not least because all the 
companies told us that they had good woriung relationships with the police on die 
many occasions on which the police have to seek information from them to help in 
their inquiries. (Paragraph 118)

28'. We expect that this situation will be Improved by the coming into force of the new 
Privacy and Electronic Communications Regulations, which provide that when 
companies discover a breach of data security, they have to notify not only the 
Information Commissioner but also their afiFected customers. (Paragraph 121)

29. This inquiry has changed significantly in its remit and relevance as it has progressed, 
and there are further developments coming out on a regular basis. We expect that 
fui-ther discoveries will go beyond our current state of knowledge. Our report is 
based on the currently available information we have, but we accept that we may 
have to return to this issue in the near future. This inquiry has changed significandy 
in its remit and relevance as it has progressed, and there are further developments 
coming out on a regular basis. We expect that further discoveries will go beyond our 
current state of knowledge. Our report is based on the currendy available 
information we have, but we accept that we may have to return to this issue in the 
near future. (Paragraph 122)
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Appendix 1: Excerpt from W h a t  p r i c e  

p r i v a c y  n o w ?  (ICO, 2006)_________________
Publications identified from documents seized during Operation Motorman (see para 2).
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Formal Minutes
Tuesday 19 July 2011

Members present 

Rt Hon Keith Vaz, in the Chair

Nicola Blackwood 
James Clappison 
Michael Ellis 
Lorraine Fullbrook 
Dr Julian Huppert

Steve McCabe 
Rt Hon Alun Michael 
Bridget Phillipson 
Mark Reckless 
Mr David Winnlck

Draft Report (Unauthorised tapping o r hacking o f  m o h ik  comm unications), proposed by the Chair, brought up 
and read.

Ordered, That the draft Report be read a second time, paragraph by paragraph.

Paragraphs I to 122 read and agreed to.

Resolved, That the Report be the Tlurteenth Report of the Committee to the House.

Ordered, That the Chair make the Report to the House.

Ordered, That embargoed copies of the Report be made available, in accordance with the provisions of 
Standing Order No. 134.

[Adjourned till Tuesday 6  September at 10.30 a.m.
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