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1. P o lic y  S tatem ent
1.1 The Police Community is committed to the maintenance of the highest levels 

o f honesty and integrity, and to the prevention of; corrupt; dishonest; unethical 
or unprofessional behaviour. The purpose of the ACPO / ACPOS National 
Vetting Policy for the Police Community, hereafter referred to as the NVP, is 
to support that commitment by creating an understanding of the prindpies o f 
vetting in the police community, thereby establishing uniform ity in vetting 
procedures.

1.2 A consistent application o f this NVP w ill allow  police officers, police staff, 
partner agencies, contractors, or other non-police personne!, to transfer or 
operate w ithin different forces’ or agencies w ith a m inimum of duplication of 
vetting procedures, whilst maintaining high professional standards.

1.3 Personnel Security Vetting is an important process for enhancing the integrity 
and security o f the police community. However, it is based on a ‘snapshot in 
tim e' and must form  part o f a wider ongoing protective security regime.

1.4 Following the HMIC report ‘Raising the Standard' it is the view o f both the 
ACPO and ACPOS Professional Standards Committees that each force 
should have a central Force Vetting Unit. In addition, they should appoint a 
Force Vetting OiTicer to co-ordinate and control ail vetting processes v/ithin 
their force and to adhere to the ACPO / ACPOS NVP.

1.5 This policy identifies the minimum standards that forces should adopt to 
ensure a consistent approach across the Service. It w ill only be fu lly effective 
if it is adopted by ail forces.

2. Procedure
2.1 There are two types o f vetting procedures in operation w ithin the police 

community;
1) Force V e tting  -  includes Recruitment Vetting (RV), Management Vetting 
(MV), and Non-Police Personnel Vetting (NPPV).
Force vetting procedures must be underpinned by the completion o f the police 
Authentication Standard Operating Procedure (SOP 2).
ii) N ationa l S e c u rity  V e tting  (NSV) - Includes Counter Terrorist Check 
(CTC), Security Check (SC), and Developed Vetting (DV).
Authentication and the relevant level o f Force Vetting must be completed prior 
to any level o f NSV being commenced (see SOP 6).

2.2 NSV procedures are underpinned by the HMG Baseline Personnei Security 
Standard (BPSS). However, the SPSS, on its own, is not an acceptable ievel 
o f clearance fo r the requirements o f the ACPO/ACPOS NVP. It should be 
noted that Authentication, when supported by Recruitment Vetting (R V) or

!n the context o f th is po licy, re ference  to  'fa rces ' a iso  re fers ta po iice  agencie s. R e fe ren ce s  to  'P o lice  O fficers ' 
incittdes m em bers o f the Specta i Con.stabu iary and re fe rence s to  'P o fic e  Staff"' it'idt.ifies Po itce  C am m iin ity  
Sup«port O ffice rs  (P C S O 's )  and Fa rce  Suppart O ffice rs  (F S O 's )  in Sco tland .
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N PPV 2/3, incorporates al! aspects of the BPSS. Therefore, authentication 
must be completed prior to the MSV procedure being initiated.

2.3 Force Vetting and NSV are separate processes, designed to counter specific 
threats. The purpose of Force Vetting is to specifically provide a level o f 
assurance, which NSV cannot provide, as to the integrity of individuals who 
have access to sensitive criminal intelligence, financial, or operational police 
assets or prem ises. The purpose of NSV is to protect sensitive government 
national security assets, by providing an acceptable level of assurance as to 
the integrity o f individuals who have access to protectively marked 
government assets and/or who require access to persons, sites and 
materials, at risk o f terrorist attack,

2.4 Force Vetting Units should develop a Review, Retention and Disposal 
schedule for vetting material. This should be developed in line w iti the 
requirements of the Management o f Police Information (M O Pl), the Data 
Protection Act (DPA) and the Security Policy Framework (SPF).

3. Application

3.1 in the application o f th is policy and associated Standard Operating 
Procedures, hereafter referred to as SOPs, the police community w ill not 
unla'wfully discrim inate against any persons regardless o f age, disability, 
gender, transgender, sexual orientation, race, colour, language, religion, 
political, or other opinion, national o r social origin, association w th  national 
m inority, property, birth, belief or other status as defined under Article 14, 
European Convention on Human Rights (ECHR). Consideration has also 
been given to the compatibility o f the policy and related procedures w ith the 
Human Rights Act; w ith particular reference to the legal basis o f its precepts; 
the legitimacy o f its aims; the justification and proportionality o f the actions 
intended by it; that it is the least intrusive and damaging option necessary to 
achieve the aims; and that it defines the need to document the relevant 
decision making processes and the outcome of actions.

3.2 Police officers, police staff, partner agencies, contractors, o r other non-police 
personnel and those working voluntarily or under contract to UK police forces 
must be aware of and are required to comply 'with this ACPO / ACPOS NVP.

4. Ownership

4.1 This policy is owned by the ACPO Professional Standards Committee and 
managed by the ACPO National Vetting Working Group, All decisions made 
by any ACPO/ACPOS Portfolio relating to the application / introduction for 
specific groups o f vetting must be ratified by the ACPO National Vetting 
W orking Group prior to implementation.

5, Associated Documents and Policies

• ACPO National Vetting Policy for the Police Community V1/V2
• Management of Police Information (MoP!)
• HMG Security Policy Frame'work (SPF)
• Home Office C ircular (HOC) 06/2003
• National Police improvement Agency (NPiA) Circular 01/2010
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• CESG InfoSec Standards inc. Memorandum 22
• Equality Impact Assessment
• Freedom of Information Assessment
• HMIC Report ‘Raising the Standard’

• SOP 1 -  Vetting Levels and their relevance to the Government Protective 
Marking Scheme

• SOP 2 -  Authentication
• SOP 3 -  Recruitment Vetting
• SOP 4 -  Management Vetting and Enhanced Management Vetting
• SOP 5 -  Non-Police Personnel Vetting
• SOP 6 -  National Security Vetting
• SOP 7 -  Vetting Interviews
• SOP 8 -  Convictions and Cautions Criteria
• SOP 9 -  Appeals and Review Procedure
• SOP 10 -  Aftercare and Renewai o f Clearance
• SOP 11 -  Transferees and Re-Joiners
• SOP 12 -  Career Breaks
• SOP 13 -  O ther Force Vetting Checks (IM PACT Nominal Index and PND)
• SOP 14 -  Reciprocal Vetting
• SOP 15 -  Business interests and Secondary Working.
• SOP 16 -  R isk Assessments -  Third Party
• SOP 17 -  Adverse Information and Judicial Findings (TAINT)
• SOP 18 -  Financial Vetting
• SOP 19 -  G lossary o f Terms and Abbreviations
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1. In trod uc tion
1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS National 

Vetting Policy fo r the Police Community (NVP) and associated documents and 
policies.

1.2 This is a new SOP.
2. A p p lica tion
2.1 This SO P comes into force on 1*' August 2010.
3. Purpose

3.1 The purpose o f this SOP is to provide an introduction into the various levels o f vetting 
carried out by the police service and to align them w ith the Government Protective 
Marking Scheme (GPMS).

3.2 At Appendix 1 is a summary o f the information below.
4. Process

4.1 The principles o f GPMS were adapted fo r police use and adopted by ACPO and 
ACPOS as an integral part o f the ACPO/ACPOS inform ation Systems Community 
Security Policy.

4.2 In the police community the classifications to be used are: NOT PROTECTIVELY 
MARKED, PROTECT, RESTRICTED, CONFIDENTIAL, SECRET and TOP 
SECRET.

4.3 The protective marking o f ‘police data’ should not be confused w ith ‘government 
marked data’. This can be addressed by the correct use of descriptors. This w ill assist 
in defining the correct level of vetting clearance appiicabie.

4.4 W hilst accepting the GPMS classifications, as we!! as the use o f descriptors i.e. 
RESTRICTED -  POLICY. SECRET -  STAFF etc., it is extrem ely important that the 
recipient o f protectively marked police data is aware o f the origin o f the document, it 
is recommended that the descriptor 'PO LICE' is used when protectively marking 
police data. i.e. RESTRICTED - POLICY - POLICE, SECRET - STAFF -  POLICE 
etc. This w iii make police data instantly recognisable and avoid the misapprehension 
that those who require access to 'S E C R E T matenai must be vetted to Security 
Check (SC) level. In relation to ‘police data’ Management Vetting (MV) would be 
more appropriate.

4.5 it should be noted that National Security Vetting (NSV) outside the police community 
does not incorporate any aspects o f Force Vetting, other than reference to the PNC. 
Thus, reassurances regarding crim inality cannot be provided, it therefore follows that 
the holder of an SC clearance earned out by a non police organisation should not 
automatically be entitled to view / be entrusted with protectively marked ‘police 
assets’.
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5. A u the n tic a tio n
5.1 Authentication, yyhiist not a forma! security clearance, underpins all levels o f Force 

and National Security Vetting.
5.2 Authentication is used to confirm an individual’s;

• Identify;
• Nationality;
• Employment eligibility;
• Residency qualification.

5.3 The Baseline Personnel Security Standard (‘S P S S ’) is a specific level o f clearance 
within Her M ajesty’s Government (HMG). However, the SPSS, on its own, is not an 
acceptable ievel o f clearance for the requirements of the ACPO/ACPOS NVP. A ii 
aspects of the SPSS have been incorporated w ithin the Authentication SOP 2, other 
than references, which are included in the Recruitment process.

6. Force Vetting Levels

6.1 Recruitment Vetting (RV)

6.1.1 There are no national guidelines in respect o f police sta ff recruitment. However, due 
to the increasingly wide range of duties carried out by police staff, and resultant 
access to information, assets and premises, the vetting criteria for the recruitment o f 
police officers and members o f the Special Constabulary has been extended to 
include persons applying for police staff vacancies.

6.1.2 It is fu lly acknowledged that police officers and police sta ff owe high standards o f duty 
to the state, and must expect to be subject to scrutiny before they are entrusted to 
have access to sensitive information or police assets, including premises.

6.1.3 A comprehensive list of the checks required for an RV clearance is given in the RV 
SOP 3. Certain aspects o f the vetting process, whilst owned by the Force Vetting Unit 
(FVU), can be performed by Recruitment / HR Departments.

6.1.4 Successful completion o f RV, which must be preceded by Authentication,
allows regular access to protectively marked assets up to and including 
CONFIDENTIAL and occasional access to SEC RET police and government assets. 
Completion o f these two procedures w ill satisfy ail requirements o f the BPSS.

6.2 Management Vetting (MV) and Enhanced Management V e ttin g  (EMV)

6.2.1 Management Vetting (MV) specifically relates to those Individuals who w ill be required 
to undertake posts w ithin designated sensitive areas. The purpose o f MV Is to 
provide a means of ensuring that persons serving in ‘designated posts’, which are 
those with access to sensitive police information, inteiligence, financial or operational 
assets, have been assessed as to their reliability and integrity. The procedure 
therefore serves to reduce the risks o f unauthorised disclosure, or loss of, sensitive 
police assets.

6.2.2 There are two levels o f MV; Management Vetting (M V) and Enhanced Management 
Vetting (EM V). it Is recommended that all persons w ith long term , ttequent and
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6.2.3

uncontrolled access up to SECRET, and occasional access to TO P SEC RET police 
assets, should hold MV clearance. Those who require long term , frequent and 
uncontrolled access to TO P SEC RET police assets should hold EM V clearance. The 
EMV procedure has been developed to form alise the recommendation made in 
Version 1 o f this policy that additional checks should be added to the MV procedure 
to counter specific threats.
However, MV and EMV clearances are a requirement for service in all ‘designated 
posts’, irrespective o f whether post holders have access to police or government 
protectively marked assets, e.g. those awarding contracts or handling sensitive 
financial assets.

6.2.4 A comprehensive list o f the checks required for MV and EM V is given in SOP 4.
6.3 Non Police Personnel Vetting (NPPV)

6.3.1 The purpose of ‘Non Police Personnel Vetting’ (NPPV) is to provide a means of 
ensuring that persons other than police officers, police sta ff and members of the 
Special Constabulary, having physical or remote access to police premises, 
inform ation, intelligence, financial or operational assets have been assessed as to 
their reliability and integrity. The procedure serves to reduce the risks of 
unauthorised disclosure or loss o f sensitive police assets.

6.3.2 There are three levels o f NPPV, Level 1, 2 and 3 and further details o f the checks 
required for each are given in SOP 5.

7. National Security Vetting (NSV) Levels

7.1 Counter Terrorist Check (CTC)

7.1.1 A CTC clearance is required for those individuals who are to be appointed to posts
which;
• involve proxim ity to public figures who are assessed to be a t particuiar risk from 

terrorist attack;
• give access to information or materia! assessed to be o f value to terrorists;
• involve unescorted access to certain m ilitary, civil, Industrial or commercial 

establishments assessed to be at risk from terrorist attack.
7.1.2 For the police, th is means al! police officers, members o f the Special Constabulary, 

police staff (including Force Support O fficers) and non-police personnel whose work 
involves access as described above, individuals serving in SC and DV designated 
posts w ill be CTC cleared as part o f those processes.

7.1.3 It is not intended that al! Police Personnel should be CTC cleared as a m atter o f 
course. However, it is important that individual forces assess all posts w ithin their 
force and identify those which fail w ithin the criteria in 7.1.1 and subject only these to 
CTC clearance. The decision as to whether a CTC is required for an individuai is a 
matter for the Chief Officer.

7.2 Security Check (SC)

7.2.1 An SC clearance is required fo r those individuals who are to be appointed to posts 
which;
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• require iong term, frequent and uncontroiied access to government assets marked 
SECRET:

• require occasionai, supervised access to government assets marked TOP 
SEC RET (such as C hief Constable’s S taff O fficer and Speciai Branch staff);

and fo r individuals who:
• while not in such posts, w iil be in a position to directly or indirectly bring about the 

same degree o f damage:
• w ill have sufficient knowledge to obtain a comprehensive picture o f a SECRET 

plan, policy or project;
• are being considered for appointment where it would not be possible to make 

reasonable career progress w ithout security clearance for access to government 
assets marked SECRET;

• need access to certain levels o f protectively marked material originating from 
another country or international organisation;

7.2.2 An SC clearance should not normally be required for:

occasional access to government assets marked SEC RET in the normal course
of business or during conferences, briefings or courses;
custody of a small quantity o f government assets marked SECRET;
entry to an area where government assets marked SEC RET are stored;
work in areas where government information at SEC RET and TOP SEC RET
might be overheard;
use of equipment capable o f handling government information marked SECRET, 
provided that access controls are in place.

In the above circumstances, the SPSS, or Authentication supported by RV or fstPPV 
level 2 or 3 should usually be sufficient.

7.3 Security Check Enhanced (SC (Enhanced})

7.3.1 W here an SC clearance is required for access to SEC RET STRAP material, a review 
o f personal finances must be carried out. Th is may be referred to as an SC 
(Enhanced) clearance.

7.4 Developed Vetting (DV)

7.4.1 A DV clearance is required fo r those individuals who are to be appointed to posts
which;

• require frequent, uncontrolled access to government assets marked TO P 
SEC RET or require any access to TOP SEC RET STRAP, ATOMIC or other 
codeword m aterial;

and for individuals who:
• while not in such posts, w ilt be in a position to directly or indirectly bring about the 

same degree of damage;
• require frequent, uncontrolled access to Category I nuclear m aterial;
• need access to certain levels o f protectively marked material originating from 

another country or international organisation.
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7.4,2 A DV clearance should not normally be required for:

occasional, supervised access to lim ited quantities o f government assets marked 
TO P SEC RET in the normal course o f business or during conferences, briefings 
or courses;
custody of a small quantity o f government assets marked TO P SECRET; 
entry to an area where government assets marked TO P SEC RET are stored; 
work in areas where government inform ation at TO P SEC RET might be 
overheard;
use o f equipment capable o f handling government information marked TO P 
SEC RET, provided that access controls are in place; 
access to SEC RET STRAP material only;
police officers and police staff in posts where there is a threat from  serious 
organised crime, provided that Management Vetting (MV) (SOP 4) is applied and 
ongoing management of the clearance is augmented by an Annual Security 
Review.

In the above circumstances, an SC clearance shouid usually be sufficient.
8. Responsibilities

8.1 This SOP is owned by the ACPO Professional Standards Committee.
8.2 Responsibility for implementing and reviewing the SOP rests with the ACPO National 

Vetting W orking Group.

9. Associated Documents and Policies

ACPO/ACPOS National Vetting Policy fo r the Police Community 
Security Policy Framework (SPF)
Government Protective Marking Scheme 
Authentication SOP 2 
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
Non-Poiice Personnel Vetting SOP 5 
Nationai Security Vetting SOP 6
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1. In trod uc tion
1.1 This Standard Operating Procedure (SOP) supports the ACPO / ACPOS 

National Vetting Policy for the Poiice Community (NVP) and associated 
documents and policies,

1.2 This is a new SOP.
2. A p p lica tion
2.1 This SOP comes into force on 1 ̂  August 2010.
2.2 Authentication, when supported by Recruitment Vetting (RV), incorporates ail 

aspects o f Her Majesty’s Government (HMG) Baseline Personnel Security 
Standard, hereafter referred to as BPSS and is therefore a prerequisite fo r ai! 
levels o f Force Vetting and National Security Vetting (NSV).

2.3 Authentication is not a level o f vetting within the ACPO/ACPOS NVP and is 
administered by HR or other appropriate sponsor.

3. Purpose

3.1 Authentication is used to confirm an individual’s:
• identity;
• Nationaiity;
• Employment eligibility;
• Residency qualification.

3.2 Authentication does not allow access to police protectively marked assets or 
unescorted access to any poiice premises.

3.3 The BPSS is a  specific ieve! of clearance w ithin HMG. However, the BPSS. 
on its own, is not an acceptable ieve! o f clearance for the requirements o f the 
ACPO/ACPOS NVP. All aspects of the BPSS have been incorporated within 
this Authentication SOP. other than references, which are included the 
Recruitment process.

4. Process

4.1 Authentication is fundamental to all levels o f Force and National Security 
Vetting and must be completed before any other enquiries are initiated.

4.2 It is the responsibility o f the R ecru itm ent Manager, em ployer or other 
internal sponsor to ensure  Authentication takes place and is fu lly  
audited prior to vetting fo rm s being forwarded to the Force Vetting Unit.

4.3 The Authentication process comprises four stages that should be carried out 
in the order shown. Beh^veen each stage the information collected should be 
reviewed and assessed. The stages are as follows;
• Identity Check;
• Nationaiity Check;
• Employment Eiigibiiity;
• Residency Qualification;

Version  3.0 Pag e  2 August 2010
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The following information, with the exception of paragraphs 7.1 -  7.5 and 7.8 
-  7.10 can be found in HMG’s Security Policy Framework (SPF) and the 
SPSS. For further details please consult these documents.

5. Identity Check

5.1 Verification o f identity is essential before any individual can begin their 
appointment, identity can be verified by physically checking a range of 
appropriate documentation (e.g. passport or other photo ID together with 
utility bills, bank statements, etc).

5.2 The increasing availability of good quality false documentation makes 
establishing identity difficult; particularly so if un-trained and busy line 
managers are expected to spot sophisticated fraudulent documents. 
However, unless identity is confirmed, any other checks that might be 
undertaken become meaningless.
During the recruitment process, and in advance of any firm  offer of 
appointment, individuals must, as a minimum, be asked to provide:
• Confirmation o f name, date o f birth and address;
• Nationai insurance number or other unique persona! identifying number 
where appropriate;
• Full details of previous employers (name, address and dates);
• Confirmation o f any necessary quaiifications/licences;
• Educational details and/or references when someone is new to the 
workforce when these are considered necessary;
• Confirmation o f permission to work in the UK (a separate verification of 
nationality and immigration status should still be carried out prior to the 
commencement o f appointment and must be undertaken if an excuse against 
a civil penalty iiabiiity is to be obtained by the employer.) This information 
must be checked to ensure that there are no obvious gaps and that it is 
consistent by cross-referencing the data provided.

Useful identifying documents

5.3 The individual’s fu li name and signature, date o f birth and fijil permanent 
address should be corroborated using as many o f the foliowing qualifying 
documents as is considered necessary on a case-by-case basis, if, in 
exercising risk management, the required level o f assurance can be obtained 
by the production o f a single document, this must include a photo of the 
individual. Any photograph or identifying information (such as date o f birth 
indicating age) contained in the corroborating document should be compared 
with the physical appearance of the Individual.
W here a signature has not been provided (e.g. because of an e-appiication) 
the individual should be asked to provide it at a later date (e.g. at interview) 
for checking against relevant documentation. It is also good practice to 
request the same documentation the subject presented at interview on the 
firs t day o f appointment.
Only original documents should be used for identification purposes. 
Copies are not acceptable.
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• Current signed full passport, travel document National ID Card and/or other 
documentation relating to immigration status and permission to work (see 
further guidance in the ‘verification o f nationality and immigration status' 
section o f this SOP);
• Current UK photo-card driving iicence ('Mw^.dvia.gov.uk);
• Current full UK driving licence (oid version);
• Current benefit book or card or original notification letter from  the 
Department for W ork and Pensions (DW P) confirming the right to benefit;
• Building industry sub-contractor’s certificate issued by Her Majesty’s 
Revenue and Customs (HMRC);
• Recent HMRC tax notification;
• Current firearm s certificate;
• Birth certificate (issued 'within 6 'weeks o f birth);
• Adoption certificate;
• Marriage certificate;
• Divorce, dissolution or annulm ent papers;
• Civil Partnership certificate;
• Recent original utility bill or certificate from a utility company confirming the 
arrangement to pay fo r the services at a fixed address on prepayment terms;
• Local authority tax bill (valid fo r current year);
• Bank, building society or credit union statement or passbook containing 
current address;
• Recent original mortgage statement from a recognised lender;
• Current iocal council rent card or tenancy agreement;
• Court order.

5.4 There is no definitive list o f identifying documents and not all documents are 
of equal value. The ideal is a document that is issued by a trustworthy and 
reliable source, is difficult to forge, has been dated and is current, contains 
the o'wner's name, photograph and signature, and itse lf requires some 
evidence of identity before being issued (e.g. a passport).

5.5 W here individuals do not have photo ID, they should be asked to  provide 
additional identifying documents from the list. W here they are unable to 
provide adequate identifying documents (e.g. because of age, lack of 
residence, etc), departments and agencies should exercise discretion taking 
into account all other material obtained through the recruitment process. 
W here this appears genuinely to be a problem, the individual should be asked 
to provide a passport sized photograph of him /herself endorsed on the back 
with the signature o f a person o f some standing in the individual’s community 
(e.g, a JP, medical practitioner, officer of the armed forces, teacher, lecturer, 
lawyer, bank manager, civil servant, etc) and accompanied by a signed 
statement, completed by the same person, stating the period o f time that the 
individual has been known to them (minimum 3 years). The statem ent itself 
should al'ways be checked to ensure that the signature matches the one on 
the back of the photograph and that it contains a legible name, address and 
telephone number. The signatory should be contacted to confirm their status 
and check that he or she did, in fact, complete the statement.

5.5 In circumstances where verification o f identity 'was not straightforward but a 
decision is nevertheless taken to appoint the individual(s). departments and 
agencies must accept and record any associated risk.

6. Nationality Check

6.1 Verification o f nationality and immigration status (including an entitlem ent to 
undertake the work in question) is required. Nationality and immigration
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status can be verified by physically checking appropriate documentation or, in 
exceptional circumstances only, by means o f an independent check o f UK 
Border Agency (UKBA) records. Departments must take the necessary steps 
to ensure that an individual has the right to remain in the United 
Kingdom and undertake the work in question.

The Immigration, Asylum and Nationality Act 2006

6.2 Immigration and nationality checks are based on the current provisions on 
preventing illegal migrant working in the UK as set by the Immigration, 
Asylum and Nationality Act 2006. These provide that an employer may be 
liable fo r a civil penalty by employing someone subject to immigration control 
aged over 16 who does not have permission to be in the UK or to undertake 
the work in question. An employer may establish an excuse against this civil 
penalty liability by undertaking specific documentary checks on the individual 
before the employment commences in accordance w ith the Immigration 
(Restrictions on Employment) Order 2007. Further details and a lis t of the 
documents required to establish a statutory excuse can be found at; 
http ://vAvw. ukba. homeoffice. gov, uk/sitecontent/docu ments/emploversandspo 
nsors/preventinailleaalworkinQ/currentauidanceandcodes/civilpenaltiescode20 
0 8 - P d f

W hilst government departments and agencies may have no civil penalty 
liability because o f crown immunity, they are still required to undertake all 
appropriate document checks. W here the individual has a lim ited entitlem ent 
to remain in the UK, repeat checks should be undertaken not less than twelve 
months after the previous check was undertaken or, if sooner, before the 
previous leave has time expired. Th is w ill ensure that migrant workers w ill not 
be able to continue working after their leave has expired up until the next 
annual check. These checks w ill not be required once the appointee can 
demonstrate that he or she has indefinite leave to be in the UK by producing 
appropriate documents or the appointment comes to an end. Documents that 
demonstrate that the employer has established an excuse from a liability for 
appointing an illegal m igrant worker must be retained during the period of 
employment and for not less than two years after the employment has come 
to an end.
Comprehensive and summary guidance fo r employers is available 
electronically on the preventing illegal working pages of the UK Border 
Agency website This includes images o f immigration documents and two 
Codes o f Practice (on the civil penalty and how to prevent illegal working 
whilst avoiding unlawful discrim ination). It also contains further information on 
the W orkers Registration Scheme and Bulgaria and Romania Authorisation 
Scheme. Further guidance is also available in the Home O ffice’s 
'Comprehensive guidance for UK employers on changes to the taw on 
preventing illegal working.'
http://\vww.bia.homeoffice.gov.uk/sitecontent/documents/employersandspons 
ors/preventingiliegalworking/
The UKBA provides support to employers through its Sponsorship and 
Employers’ Helpline and Employer Checking Service. It is recommended that 
employers read the available online guidance before using these services. 
Further details can be found at
http://ukba.homeoffice.aov.uk/empiovers/empioversupport/

Departments should be aware that the employment o f m igrants from  outside 
the European Economic Area (EEA) and Switzerland is subject to the points-
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6.3

based system. Further information about the new system can be found at; 
http ;//w'//w. bia. homeoffice.gov. uk/employers/points/
Checks need to be applied eveniy, and empioyers wii! need to be aware of 
their obligations under the Race Relations Act. For example, all individuals 
should be required to provide this evidence and not just those who appear to 
be migrants. Individuals should be asked to complete the Nationality and 
Immigration Status Check Form at Annex C, and departments and agencies 
should corroborate the information against the required document or 
documents listed in the guidance referred to in paragraph 6.2. The 
document(s) should be copied, and the copies retained by the department or 
agency, as explained above.
immigration employment enquiry (via UKBA)

W here an individual's nationality and immigration status cannot othenvise be 
verified or where the check has been carried out and concerns remain, an 
independent check of UKBA records may be carried out. Such checks should 
be carried out on an exceptional basis only where other 
information/documentation already supplied by an individual is insufficient fo r 
the need.
W here such a check is necessary, departments and agencies should contact 
UKBA’s Evidence & Enquiry Unit (E&E) by telephone or fax as shown below. 
For queries relating to the processing o f requests, departments should 
telephone E&E on 0208 196 3003.
• For telephone enquiries, departments and agencies must register w ith E&E 
before requests for immigration status inform ation can be accepted. To 
register, departments and agencies must w rite to E&E on departmental/agency 
headed paper to the following address;

Home Office UK Border Agency
Evidence & Enquiry Unit
12th Floor, Lunar House
40 W ellesley Road
Croydon CR9 2BY

http://'Mvw. bia. homeoffice .gov. uk/

As well as the request for registration, the letter must also include contact 
names and telephone numbers. E&E w ill keep a list o f all those registered. 
Departments and agencies are responsible fo r ensuring that their registered 
contacts are up to date. Following registration, E&E can be contacted on 
0845 6012298 for all enquiries about whether an individual has a right to work 
in the UK.
• For fax enquires, departments and agencies must complete the standard 
request form at Annex D and fax it to E&E on 0208 196 3046 or 3047. E&E 
w ill provide a response by fax within a minimum o f 28 days o f receipt.

• An e-mail address also exists for registered users to send in requests via
e-m ail. The e-mail address is Pre-emplovment@ind:homeQffice.qsi.aov.uk.
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Piease note that foliovi/ing the Cabinet Secretary’s review o f Data Handiing 
Procedures in Government, a!! requests sent and received by this box must 
be encrypted, UK8A currently uses PGP encryption software.
in some cases, where a department or agency makes a telephone request, 
E&E w ill need to investigate further as to whether an individual has a right to 
work in the UK. If this is the case, E&E wii! endeavour to respond w ithin 28 
days, as w ith faxed requests. If departments and agencies require further 
inform ation about an individuai following the ‘right to work’ check, E&E may 
be abie to provide that information. Any further enquires should be made to 
E&E in the firs t instance.

Verification of Immigration and Nationality documentation -  sources of further 
guidance

6.4 ‘A Guide to the Detection o f Passport Fraud’ -  Advice from the National 
Document Fraud Unit (part of the UKBA) to help in the detection o f forged 
travel documents. It is a basic introduction to the subject of passport fraud 
and is aimed at those departments and agencies which are presented with 
Identity documents in the course of their work. The ‘Guide’ is a M icrosoft 
PowerPoint-based seif-managed learning CD Rom which can also be used as 
the basis o f a trainer-ied presentation and is normally available to HMG and 
some corporate bodies oniy. Further information about the ‘Guide’ is available 
from;

UK Border Agency
National Document Fraud Unit
PO Box 1000
Hariington
Hayes
Middlesex U83 5WB

The Guide forms the basis of the Document Verification Guidance produced 
by the Centre fo r the Protection of the Nationai infrastructure (CPNi) which 
can be accessed at;
www.cpni.qov.uk/Docs/Documentvenficatlon guidance released July 2007.pd

information about UK immigration stamps, visas, letters and endorsements 
can also be found on the UK Border Agency website at;
WvVw.bia.homeoffice.Qov.uK^sitecontent/documents/empioversandsponsors/pr
eventinaiileaalworking/currentauidanceandcodes/comprehensivequidancefeb
08.pdf
The European Union launched in 2007 the PRADO website or Pubiic Register 
o f Authentic Documents Online, it contains images and information relating to 
passports, visas, residence permits, driving licences and other identity and 
travel documents issued by EU member states. This includes details o f their 
firs t level security features and how to check their authenticity. The website is 
avaiiabie in ail the official languages of the EU and can be accessed at;
www.CQnsiiium.eyropa.eu/prado/EN/homeindex.hlmi
A version fo r control authorities called iPADO containing a higher ievei o f 
information on False & Authentic Documents Online is also being roiled out
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across the governm en t secure  internet. Details abou t th is  can be obta ined 
from  the National D ocum ent Fraud Unit.

• The  Identity and Passport Serv ice  (IPS) w as estab lished as an Executive 
A gency o f the  Hom e O ffice on 1 A pril 2006. The A gency bu ilds on the  strong 
founda tions o f the  U K  Passport Service (U KPS) to  p rovide passport services 
and in the future, as  part o f the N ationa l Identity Schem e, ID cards for British 
and Irish nationa ls res ident in the  UK. Fore ign nationa ls res iden t In the UK will 
a lso  be included by linking the schem e to  b iom etric  im m igration docum ents. 
The  IPS runs the ‘O m niBase Serv ice ’ w hich p rov ides a w eb interface into 
the ir da tabase o f issued passports. It a llows, a t cost, verifica tion  o f an 
ind iv idua l's  passport and a check o f its s ta tus. Approved departm en ts  and 
agencies w ill be ab le  to operate the program m e using an in ternet browser. 
Further in form ation is ava ilab le  from ;

Paul G oldsm ith  
Identity and Passport Service 
A lling ton  Towers. 4 th  F loor 
19 A liing ton S tree t 
London, SW 1E 5EB
(0203 356 8112 o r Pau l.G o idsm ith@ ips.gs i.gov.uk) 
http.7AvWvV.ukps.qov.uk

7. R e s id e n c y  C rite r ia /C h e c k a b te  H is to ry

7.1 The res idency criteria  in the NVP app lies equa lly  to  all applican ts. W here the 
app lican t has resided abroad due  to the fa c t tha t they  have been serv ing  in 
the B ritish arm ed fo rces o r on UK G overnm ent S ervice, they  are considered 
to have been res iden t in the  UK. For such ind iv idua ls, in  addition to the 
checks outlined in the NVP. enqu iries should a lso  be m ade w ith  the M in is try  
o f D efence (M O D ) o r re levant D epartm enta l Security  O fficer.

7.2 The purpose o f the  res idency rule arises from  the requ irem ent to  ve t all 
app lican ts  in an equ itab le  m anner. Th is  is due to the  fac t tha t the UK Police 
Serv ice  does not curren tly  have any m eans o f fac ilita ting  vetting enquiries 
overseas to the ex ten t required fo r those w ho have been res ident in the UK. 
N a tio n a l P o lic e  Im p ro v e m e n t A g e n c y  (N P IA ) C irc u la r  01/2010 v e ry  
c le a r ly  s ta te s  th a t a p p lic a n ts  w h o  c a n n o t be  v e tte d  c a n n o t be  a p p o in te d ,

7 .3  The  purpose o f the  res idency criteria  is to ensure  tha t app lican ts have a 
“checkab le  h is tory” in the  U K  to  ass is t C h ie f C onstab les in d ischarg ing  the ir 
ob liga tion  to  run an e ffic ien t and effective  force. A dd itiona liy , the criterion 
p rov ides som e reassurance  when considering the Health and Safety o f the ir 
s ta ff and the pub ilc . N e ither du ty  can be fu lfilled  If the  C h ie f C onstab le  is 
incapab le  o f assessing the honesty, in tegrity  and re liab ility  o f the ir appoin tees 
aga inst the in form ation, or lack o f in form ation, ava ilab le .

7.4 For Force Vetting, the  fo llow ing m inim um  periods  fo r UK residency apply;

R ecru itm ent V etting  3 years,
M anagem ent V etting  5  years.
Non Police Personne l V etting  3 years.

7 .5  The  ca lcu la tion  o f the  periods o f tim e  show n above, and below , re fer to  the 
period im m edia te ly  before an application is m ade, and not any o the r 3, 5, or 
10 year period, o r any o ther accum ula tion  o f tim e  spen t in the UK.
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7.6  For NSV, the SPF paragraph 58 sets out the  m in im um  periods o f residence in 
the UK requ ired  before m eaningfu i checks a t the  va rious  nationa i security  
ve tting ieve is  can be com ple ted. D epartm ents and agencies are advised to 
exerc ise  d iscretion w hen ind iv idua ls  have not resided in the UK fo r the  
fo ilow ing periods;

•  CTC 3 years,
•  SC 5 years,
•  D V  10 years.

W hils t d iscretion can be exercised in extrem e cases, the  overrid ing princip le  
m ust be to  adhere to the m inim um  periods  set ou t in Para 7.4.

7.7 W here it is possib le  to  m ake vetting enqu iries  in overseas ju risd ic tions, it is 
v iab le  fo r the  m in im um  residency period fo r Force Vetting  ieve is to  be 
rem oved. However, th is  can on ly be done w here  it is possib le  to m ake 
checks in the re levant ju risd ic tions  w ith  local Law  Enforcem ent and Nationai 
Security  bodies, w h ich  are equ iva len t to  the enqu iries  w hich would be m ade 
in the  UK, on  both the app lican t and all fam ily  m em bers and associa tes, as 
deta iled  w ith in  the  AC P O /A C P O S  NVP. Th is  is in re la tion to Force Vetting 
on ly and does not apply to  N ational Security  Vetting .

7 .8  In cases 'A lie re it is not possib le  to  m ake the equ iva len t checks, the residency 
crite ria  m ust be s tringen tly  enforced. However, It has been recognised in both 
the associa ted Equality  Im pact A ssessm ent o f th is  po licy  and C ouncil's  legal 
opin ion, th a t w h ils t the  P o licy is not d irectly  d iscrim inatory, the re  m ay be an 
e lem ent o f ind irect d iscrim ination , a lbe it jus tifiab le  on  the grounds o f law  
en fo rcem en t and nationa i security.

7.9 It is fu rthe r recogn ised tha t in the  w ide r polic ing arena, outs ide  o f the vetting 
com m unity, there  is an im perative  fo r the  com position  o f the  police service to  
re flect the  com m unities  it serves. Therefore, in E X C E P T IO N A L 
c ircum stances, the  C h ie f O fficer o f a fo rce  m ay e lect to depart from  strict 
app lica tion  o f the  res idency criteria. Such departu re  requires the authority o f 
the  C h ie f O ffice r o f the  re levant fo rce  and M UST fo llow  the subm ission o f 
both a business case and fu li risk assessm ent conducted on an individual 
case by case basis I.e. no b lanket appo in tm ents w ill be pemnissible.

7 .10 D espite  the appo in tm en t be ing m ade w ith  R ecru itm ent V e tting  c learance 
having been granted, the ind iv idua l’s subsequent ab ility  to  trans fe r b e toee n  
fo rces could be jeopard ised  as the decis ion to  appo in t w ill have been m ade 
accord ing to  local need and based on the risk appetite  o f the  in itia liy  
appo in ting  C h ie f O fficer. It is a iso  un like ly  tha t any h igher leve ls o f ve tting  
c learance  unde r e ithe r the Po lice o r NSV reg im es w iil be a tta inab le  until the  
indiv idua l is  ab le  to sa tis fy  the residency criteria.

7.11 it should be noted tha t even w here  a checkab le  h is tory can be obta ined fo r 
those w ho do  not m eet the m inim um  residency criteria. N ationa l Security  
V etting  enqu iries m ay not be possib le  and there fore  Force V etting  O fficers 
should g ive  carefu l considera tion  as to  w he the r or not Nationai Security  
V etting  c learance  can be granted.

8. R e s p o n s ib ilit ie s

8.1 Th is  SOP is ow ned by the  AC P O  Professiona l S tandards C om m ittee.

Version 3.0 Page 9 A u g u s t  2 0 1 0

MOD200015177



For Distribution to CPs

8.2 R esponsib iiity  fo r im piem enting and rev iew ing the  SO P rests w ith the ACPO  
N ational V e tting  W orking G roup.

9. A s s o c ia te d  D o c u m e n ts  a n d  P o lic ie s

•  AC P O  /  A C PO S N ational V e tting  Policy fo r the  Po lice C om m unity
•  Security  P o licy Fram ew ork (SPF)
•  B aseiine Personne i S ecurity  S tandard
•  Hom e O ffice  C ircu ia r 06/2003
•  R ecru itm ent V etting  SO P 3

Version 3.0 Page 10 August 2010

MOD200015178



For Distribution to CPs

ACPO Professional Standards Committee

S t a n d a r d  O p e r a t i n g  P r o c e d u r e  N u m b e r  3  

RECRUITM EN T VETTING

P ro te c t iv e
M a rk in g

N O T P R O T E C T i^ L Y  M AR KED

Pubiication Schem e Y/N | % s

T itie R ecru itm ent Vetting

V ers ion
3.0

Sum m ary Th is  S tandard O perating  Procedure supports  the 
AC P O  / A C PO S Nationai Vetting Poficy fo r the  Police 
C om m unity

M anagem ent
A C P O  N ationa i \/e tting  W orking G roup

A u tho r Caro! Benton [Lancash ire ], S tew art F in iayson 
[S tra thclyde], Jonathan Gupta [S ta ffordsh ire ], Bob 
Lane [W arw icksh ire ], A lan M cC aw iey [M PS]
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R eview  date f A u g u ^ ’̂ T T

1. in tro d u c t io n

1.1 Th is  S tandard O perating  P rocedure (SO P) supports  the  A C P O /A C P O S  National Vetting  
Policy fo r th e  Po lice C om m unity  (N VP) and associa ted docum ents and policies.

1.2 Th is  is a  new  SOP.

2. A p p lic a t io n

2.1 Th is  SO P com es into fo rce on 1̂ * A ugust 2010.

2.2 R ecru itm ent V etting  (RV) is the  in itia l ve tting process for police officers, police s ta ff and 
m em bers o f the  Specia l C onstabu lary and is  the  m in im um  leve l o f check acceptab le  to  
ensure  access to  po lice  assets, estate and Inform ation.

2 .3  RV should a lso  be app lied  to 30+ retention officers, police cadets and internal app lican ts  
chang ing em ploym ent group i.e. Police S ta ff becom ing Po lice O fficer. Th is is due to the 
s ign ifican t change in ro le  and c ircum stances, resu lting  in increased access to  
in form ation and assets and unrestricted m ovem ent in prem ises and increase in 
designa ted powers. Police O ffice rs retiring and re jo in ing as Po lice S ta ff should a lso  be 
vetted, due to  the possib le  e iapse  o f tim e  s ince  the ir las t renewai.

2 .4  There  is one level o f R ecru itm ent Vetting.

2 .5  The authentica tion  p rocedure (SOP 2) m ust be com ple ted p rio r to  R V  be ing in itiated. A t 
p resen t sa tis facto ry  Force V etting  checks abroad canno t be  achieved, it is essentia l tha t 
ve tting  crite ria  applies to  all applicants, thus w hen such checks can be carried ou t to  the  
sam e extent th a t they a re  in the UK then residency criteria  / checkab le  h istory w ould  not 
be a ba r to  recru itm ent. The ra tiona le  behind the  res idency crite ria  I  checkable h istory is 
g iven in SO P 2, toge the r w ith  a descrip tion  o f the  p rovis ions re la ting to  the perm iss ib le  
departu re  from  th is , in exceptiona l c ircum stances.

2.6 RV clearance, preceded by au thentica tion , w ill a llow  regu la r access to  po lice  and 
governm en t assets up to C O N FID E N TIA L and occasiona l access to SECRET.

3. Purpose

3.1 The purpose o f RV is to pro tect the  com m unity  and the o rgan isation  by ensuring  that 
on ly  those w ho  dem onstra te  the h ighest standards o f conduct, honesty and in tegrity  a re  
recru ited o r appoin ted.

3 .2  The requ irem ents fo r Police O ffice r R ecru itm ent are outlined in N ational Police 
Im provem ent Agency (N P IA) C ircu lar 01/2010, entitled, 'P o lice  O ffice r R ecru itm ent- 
E lig ib ility  C riteria  fo r the  ro ie  o f Police C onstab le ’ . Th is  inc ludes gu idance on the checks 
to  be undertaken prio r to  the acceptance o f applicants. These include qua lifica tions, 
nationa lity, finances, crim ina l convictions, and references. Forces should support each 
o the r in ensuring the  integrity o f the police recru itm ent process, by carry ing out such 
checks as requested fo llow ing a positive trace on the IM PAC T N om inal Index (iN l), o r as 
a resu lt o f an LIO  check in fo rces  that do  not fu lly  up load to  IN! (see SO P 13).

3 .3  It shou ld  be noted tha t the convic tions/cau tions criteria  se t ou t in N P IA  C ircu la r 01/2010 
does not fu lly  sa tis fy  the requirem ents o f th is  policy. A  revised convictions/cau tions
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crite rion  is set ou t in SO P 8 v/h ich should be fo liow ed in order to ass is t C h ie f O fficers in 
d ischarg ing  the ir responsib ility  to run an e ffic ien t and e ffective  police force.

3.4 There a re  no nationa l gu ide lines in respect o f po lice s ta ff recru itm ent. H owever, due to  
the increas ing ly  w ide range o f duties carried  out by po lice  staff, and resu ltan t access to 
in form ation, assets and prem ises, the  vetting criteria  fo r the  recru itm ent o f po lice  o fficers 
and m em bers o f the  Specia l C onstabu la ry  has been extended to  inc lude  persons 
app ly ing fo r po lice s ta ff vacancies.

4 .  Process

4.1 Ind iv idua ls requiring a CTC, SC  o r DV security  c learance  m ust com ple te  the appropria te  
security  questionna ire {s) on ly a fte r the appropria te  RV o r M V checks have been 
sa tis facto rily  com pleted, in th is w ay, ind iv idua ls  are not entering the NSV process until 
ac tua lly  required to  do  so. if  th is  Is im practicab le  and ind iv idua ls  are required to  
com p le te  the Security Q uestionna ire (s) at the  sam e tim e  as the Force Vetting  
questionna ire(s), they m ust be  advised tha t processing o f the  Security Q uestionna ire(s) 
and. therefore, considera tion  o f N SV  is conditional on RV. M V  o r E M V  being granted.

4 .2  V e tting  enqu iries should be conducted  in respect o f all Individuals nam ed on the vetting
questionna ires w ho  are over the  age o f crim ina l responsib ility  i.e. 10 years in England
and W ales, 8 years in Scotland.

4 .3  The fo llow ing checks are suggested as a m in im um  for RV;

•  Police National C om puter (P N C )/ C rim ina l H istory System  (C H S) /  C rim e Inform ation 
System  (C IS ) check on the applicant, partner, pa rtner's  parents, d o s e  fam ily  
m em bers, a sso d a te s  and any o the r person resid ing w ith the app lican t fo r 
convictions, cautions and o the r outstand ing m atters (Ta int m ust a lso  be considered. 
S ee paragraph 5 .3  below);

•  Police in te lligence check on the applicant, fam ily  m em bers/associa tes and the ir 
addresses;

•  Specia l B ranch checks;
•  im pact Nom inal Index (IN I) check (w here available);
•  O ther Force C hecks on the  app lican t and fam ily  m em bers/associa tes and last five 

years o f app lican ts ’ address(es);
•  R ecord M anagem ent System  check (h istorica l hard copy records, w here ava ilab le ) 

on the applicant;
•  C rim e R eport A llegations;
•  Voters Records check;
•  C heck o f V e tting  Database;
•  C red it re ference check;
•  Internet (open source) enqu iries (if fe lt appropria te);
•  A  Professiona l S tandards C heck should a lso  be considered w here  necessary 

(through previous serv ice  o r em ploym ent);
•  M OD C heck w here  app licab le

4 .4  In all cases c learance m ust be processed and a decis ion reached as soon
as reasonab ly practicable.

5. C o n v ic t io n s , C a u tio n s  a n d  O th e r R e le va n t M a tte rs  a n d  J u d ic ia l D is p o s a ls

MOD200015181



For Distribution to CPs

5.1 A  check is to  be m ade o f  P N C /C H S /C iS  records for any  cautions and/or conv ic tions 
recorded aga inst the applicant, partner, pa rtner's  parents, c lose  fam ily  m em bers, 
associa tes and any o the r person res id ing w ith the applicant,. A pp lican ts  w ho  fa il to  
dec la re  a re levant matter, includ ing any convictions, cautions and jud ic ia l o r o the r fo rm a l 
d isposa ls, w he the r spent or not, should be re fused c learance a t th is s tage  on the  
g rounds o f in tegrity.

5 .2  A pp lican ts  w ith  convictions, cautions and jud ic ia l o r o the r fo rm a l d isposa ls  recorded m ay 
be granted vetting c learance in accordance w ith  th e  C onvictions and C autions SO P 8. 
The ve tting  decis ion on applicants w ith im pending prosecutions and curren t 
investiga tions should be deferred until the  outcom e is known,

5 .3  In app ly ing the  e lig ib ility  crite ria  set ou t in SO P 8, due regard needs to be g iven to  the 
appo in tm ent o f po lice  personne l w ho m ay be required to  g ive  ev idence in jud ic ia l 
proceed ings, it is essentia! th a t they are care fu lly  screened to  ensure tha t they are not 
likely, because o f any  previous convictions, cau tions and jud ic ia l o r o the r forma! 
d isposa ls, to  be restric ted in the ir ab ility  to act as ‘w itnesses o f tru th ’ . On considering 
convictions, cautions and jud ic ia l or o the r form al d isposa ls all aspects  o f C hapter 18 o f 
the CPS P rosecution Team  D isclosure M anual m ust be taken in to  account, (See SO P 
17)

5 .4  D ifficu lties can occur w hen ind iv idua ls w ith  previous convictions, cautions, jud ic ia l o r 
o the r fo rm a l d isposa ls  have received recru itm ent vetting c learance and subsequently  
app ly  fo r a  ro le  requiring g rea te r invo lvem ent in the evidentia l chain.

5 .5  The im pact o f appoin ting a police o ffice r o r m em ber o f po lice  s ta ff w ho  is, o r can be, 
w ith in  the evidentia l chain and w ho  is e ffec tive ly  ‘ta in ted ’ cannot be underestim a ted  and 
can heavily  a ffec t the  dep loym ent o f such an o ffice r o r m em ber o f po lice  s ta ff on 
appoin tm ent, and in som e cases th roughout the ir career. G enera lly the im pact o f ‘ta in t’ 
w ill lessen as the tim e since the  f in d in g ’ recedes. Thus w hen a!low ing a ‘ta in ted ’ 
ind iv idua l to  becom e a police o ffice r o r fu lfil any o the r ro le  w h ich w ill invo lve  them  being 
p laced in the ev identia l chain, they m ust be m ade aw are o f the  im pact tha t such a 
requ irem ent w ill have on the ir career. Particu lar care m ust there fo re  be taken w hen 
c learing an app lican t w ho  w ill have to d isdose ;

crim ina l convictions, crim ina l cautions and penalty notices; 
o the r jud ic ia l d isposals;
crim inal proceed ings w hich have not been com pleted; 
adverse  jud ic ia l find ings; 
police d iscip line;
d isc ip linary  find ings o f gu ilt a t a m isconduct tribunal;
re levant fo rm a l w ritten  w arn ings and re levant d isc ip linary  cautions;
d isc ip linary  proceed ings w h ich  have  not been com pleted.

5 .5  Further gu idance can be obta ined  from  the  CPS Prosecution Team  D isclosure 
M anual.

6. P o lic e  In te llig e n c e  R e c o rd s

6.1 In te lligence/in form ation records and o the r non-conviction  da tabases m ust be searched 
fo r the nam e o f the  app lican t and any  curren t or p rev ious hom e address(es) provided a t 
w h ich the app lican t has resided in the  last five  years. Such checks shou ld  a lso  be
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conducted in respect o f the  curren t hom e address o f a ll o ther ind iv idua ls nam ed on the 
ve tting  questionna ires o r o thers  w ho com e to  notice during  the ve tting  process.

6.2 Should these checks reveai any  in te lligence o r in form ation held surround ing the 
app lican t and fam ily  m em bers and the ir hom e addresses, th is  data w ill be d a ss ifie d  and 
assessed using the  5x5x5 in te lligence assessm ent system .

6.3  W here  a police officer, m em ber o f the  specia l constabu lary o r m em ber o f police s ta ff is 
required to resign, d ism issed o r resigns in antic ipation o f m isconduct proceedings, a 
flagstone  m arker should be created on the fo rce  in te lligence system  to ensure  tha t the 
exis tence  o f in te lligence w ill be detected as a resu lt o f an IM PACT Nom inal Index (IN I) 
check.

7. O th e r F o rc e  In te llig e n c e /In fo rm a tio n  (L IO ) C h e ck

7.1 ‘O ther Force ' in te lligence checks shou ld  be conducted on the app lican t and o thers  as 
above, w ho live ou ts ide  the hom e fo rce  area. C hecks should be m ade in the polic ing 
a rea w here  the app lican t curren tly  res ides and ail po lic ing areas w here  the  app lican t has 
resided any  tim e In the last five  years, as deta iled In SO P 13.

7.2 The INI shou ld  be used to  ach ieve th is  purpose. However, w here  th is  has not be m ade 
ava ilab le  fo r vetting purposes and w here  an app lican t has resided outs ide the fo rce  area 
the  ind iv idua l is being cleared to w ork w ith in , that fo rce should con tact the  force area 
w here  the  individua l has resided, a t any  tim e, in the  last five  years.

7.3 W here  access to  INI has been gran ted  searches using IN! should be conducted  aga inst 
the  applican t and any o the r individual nam ed on the vetting docum enta tion  or, w here 
in form ation has g iven rise  to  the  need to  expand the search, any o the r ind iv idua l 
d iscovered during vetting  enquiries. The search should be undertaken using the ‘find 
nom ina l’ fie ld.

7 .4  A ny positive ‘traces ' m ust be fo llow ed up w ith  a fo rm al request to  the re levant Force 
V e tting  U n it (regard less o f w he the r that fo rce  area w as identified on the app lican t's  
docum enta tion) g iv ing re levant deta ils  o f the  trace  obta ined  v ia  INI a long w ith  the core  
de ta ils  o f nam e, da te  and place o f birth, to  fac ilita te  the fu rther search. It is 
recom m ended tha t the  re levant record held on INI should be transfe rred  into a  ‘PD F’ or 
‘w o rd ’ docum ent and fo rw arded to the fo rce(s) w hich holds the in form ation requested.

7 .5  A il non-conviction m ateria l and/or in form ation and /or in te lligence to be revealed shou ld  
be re turned to  the  Force V e tting  Unit w h o  m ade the  request. It is the  responsib ility  o f the 
requesting  force to  dec ide  upon the  re levance o f the  in form ation. A ll m ateria l provided 
m ust be trea ted  In accordance w ith the D ata Protection A ct and the 5x5x5 Inte lligence 
grad ing restric tions (fo r DPA purposes the force responding to the request rem ains the  
Data C on tro lle r and therefore, re ta ins legal responsib ility  fo r any b reaches o f DPA 
re la ting  to  any fu rthe r d is tribu tion  o r d isclosure o f m ateria l p rovided and therefore, 5x5x5 
restric tions m ust be m ade c lea r to the  receiving force).

7 .5  A ll fo rces should respond to the  request fo r in form ation w ith in  the A C P O  N ational Vetting  
W orking G roup (N V W G ) Service Level A greem ent o f 14 ca lendar days. The response, 
and request, shou ld  be through the preferred option o f secure e-m ail.

8. R e c o rd s  M a n a g e m e n t C h e ck

8.1 Details o f the  applicant, partner, partner’s parents, c lose fam ily  m em bers, associa tes 
and any o the r person resid ing w ith  the app lican t w ill be checked aga inst h istorical
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investiga tion  files. G enera lly  speaking, the re  is no need to  call fo r a file  w hen  the 
app lican t is shown as the  v ictim  o f a crim e. However, in ail o the r cases it is 
recom m ended tha t the  file  be reviewed.

9. C rim e  R e p o rt In fo rm a tio n  S ys te m

9.1 Details o f the  applicant, partner, partner’s parents, d o s e  fam ily  m em bers, associa tes 
and any o the r person resid ing w ith  the app lican t shou ld  be checked aga inst the suspect 
and accused records. The  app lican t’s address shou ld  a lso  be checked. Search ing the 
app lican t’s address w ill identify a llegations o f crim e a ffecting  o ther persons res id ing w ith  
the  applicant.

10. P ro fe s s io n a l S ta n d a rd s  C h e ck

10.1 W here  any previous police service, e ithe r as a police officer, m em ber o f police s ta ff o r 
specia l constab le , has been ind icated o r ascerta ined, deta ils  o f such applicants fo r 
appo in tm en t as police officers, m em bers o f the  Specia l C onstabu la ry  and po lice  staff, 
should be forw arded to P ro fessiona l S tandards D epartm ents fo r  checking aga inst 
P rofessiona l S tandards com pla in ts, m isconduct and in te lligence da tabases as part o f the  
RV process.

10.2 The check shou ld  be carried  ou t w ith the fo rce  the app lican t w orked  fo r o r w as  dep loyed 
w ith  as well as the fo rce  the app lican t has applied for.

11. V o te rs  c h e c k

11.1 Deta ils o f the  applicants address m ust be checked aga inst the vo te rs  register. 
A pp licants w ho  are not shown on the reg is te r m ust have the ir previous address checked. 
If the  app lican t is not show n on the vo te r’s register, they  m ust be contacted to  estab lish 
fu rthe r in form ation. Add itiona l identity checks m ust be considered fo r app lican ts not 
shown on the vo te r’s register.

12. C h e ck  o f  s e c u r ity  f ile s

12.1 V e tting  Databases m ust be checked to  estab lish if the  app lican t has eve r held security  
c learance  w ith  the  hom e force in the past and i f  the re  w ere  any security  b reaches or 
inc idents re lating to tha t c learance period.

13. C re d it R e fe re n ce  C h e cks

13.1 The financia l questions incorporated in the Hom e O ffice  app lica tion  form  for Police 
O ffice rs shou ld  be used in the recru itm ent o f Po lice Staff. The in form ation provided in 
the questionna ire  shou ld  be com pared  w ith  the  resu lts  o f a c red it re ference check.

13.2 A cred it re ference check should be carried  out to  ascerta in  the financia l s ta tus  o f the 
app lican t and cross-re ferenced aga inst the in form ation prov ided  by the applicant. 
C erta in  financia l issues should resu lt in  re jection. Further in form ation is g iven  in 
F inancia l C hecks SO P 18 and NPtA C ircu lar 01/2010.

14. In te rv ie w in g  o f  a p p lic a n ts

14.1 A pp lican ts  should be in terv iew ed w here  necessary in o rde r to  c larify  queries, am bigu ities 
o r concerns ra ised during the  ve tting  process. Further gu idance is ava ilab le  in  SO P  7.
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15. R e fe rees

15.1 The roie o f checking aga inst re ferences is one w h ich  fa lis  to the  recruiting authority /U n it 
and is  com pieted as part o f the  recru itm ent function . D iscretion should be exerc ised  and 
used w hen decid ing w hether to  ask for persona! referees. As a genera l rule, personal 
re ferees should on ly  be used in d ifficu lt cases or w here  concerns are ra ised during the 
vetting  process.

16. R e v ie w  o f  c h e c k s  a n d  e n q u ir ie s

16.1 A t th is  s tage the vetting o fficer shou ld  rev iew  the  resu lts  o f ail enqu iries  and checks 
carried  out. A  report ou tlin ing  all adverse  traces and o ther re levant in form ation aris ing 
from  the  vetting enquiries shou ld  be passed to the vetting  decis ion m aker.

16.2 G reat care should be taken w hen considering  in form ation revealed as part o f the  vetting 
p rocess w hich re la tes to  an ind iv idua l’s m enta l o r physica! health w hich w ould tend to  
ind ica te  a vu lne rab ility  which could resu lt in the app lican t being unsu itab le  for 
appo in tm en t by the force. N e ither po lice o fficers no r Force V etting  O fficers (FVO s) are 
qua lified  to  m ake such assessm ents o f m edical cond itions o r m enta l health. Therefore, 
any m edical in form ation, such as in te lligence reports  or a llegations etc., revealed as part 
o f  the vetting  process m ust be passed to  the Force M edical O ffice r (FM O ) or 
O ccupationa l Health Unit fo r a fu ll, p ro fessiona l assessm ent to  be made.

16.3 Follow ing such an assessm ent the FM O or O ccupational Health U n it vrili dec ide  if the  
app lican t is su itab le  fo r appo in tm ent by the force. U nder no c ircum stances should any 
m edica l in form ation be passed to Force Vetting  Units.

17. T he  c le a ra n c e  d e c is io n

17.1 The decis ion m aker, usua lly  the  FVO, should rev iew  the case and m ake a decis ion as to  
w hether to g ran t c learance o r not. H owever, before m aking a final decis ion the decision 
m aker m ay ask fo r additional checks o r enqu iries to  be m ade, fo r exam ple  calling the 
app lican t in fo r an in te rv iew  o r asking fo r personal referees.

17.2 The fron t o f the  vetting file  shou ld  be stam ped ‘No V etting  O b jection ” {N V O ) o r 
R EFU SED  accord ing to  the  vetting  decision.

17.3 A il ve tting  dec is ions m ust be fu lly  docum ented w ith  the ra tionale fo r the  decision. 
D ifficu lt o r com plica ted cases shou ld  be passed to the  next level o f ve tting  unit 
m anagem ent fo r advice.

17.4 Due to  the length o f the  recru itm ent process, som e ind iv idua ls  are not appo in ted fo r 
severa l m onths a fter their application is rece ived. Because o f th is  delay, the in form ation 
provided in the  app lication fo rm s could be ou t o f date. C ases have occurred w here 
ind iv idua ls  have been arrested o r convicted o f crim inal o ffences during the interim  
period, o r have accrued debts, o r experienced o ther changes in the ir lifesty le  tha t couid 
have precluded them  from  being appointed. Som e applicants have a lso  fa iled  to provide 
accurate deta ils  as to  fam ily  m em bers, crim ina l associa tes, finances o r o the r re levant 
in form ation. W hen these  om iss ions are subsequen tly  d iscovered they  have resu lted  in 
d isc ip linary  procedures being instigated , o r ind iv idua ls be ing considered fo r d ischarge 
under Po lice  R egu la tions or Police S ta ff S tandards o f Professiona l Behaviour.

17.5 Forces are there fo re  recom m ended to provide a briefing to a ll Police O ffice r Recruits
befo re  attestation, provid ing them  v/ith the ir o rig ina l application fo rm s and security  
questionna ires, and  stressing the  requ irem ent fo r  the  provis ion o f accura te  in form ation.
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17.6

They shou ld  be w arned o f  the  consequences o f the ir fa ilu re  to  do so, and required to  
e ithe r re-sign and re-date the ir app lica tion  fo rm s and security  questionna ires, o r s ign a 
separa te  declara tion  g iving them  the opportun ity  to  declare  any  invo lvem ent w ith  the 
police, o the r law  en fo rcem en t agencies o r s ta tu to ry  p rosecuting authority. W here 
app lican ts notify re levan t changes, the  im plica tions o f the ir decla ra tions should be 
assessed p rio r to  attestation . W hils t the Hom e O ffice  has ind icated tha t iega iiy  th is 
process is not required it is good practice  to  do so, as it w ill p revent the  recru itm ent o f 
inappropria te  app lican ts, reduce the  need fo r m isconduct hearings and lim it the  num ber 
o f  legal challenges.

The requ irem ent fo r accurate and up  to date ve tting  in form ation app lies  equa lly to  
M em bers o f the  Specia l C onstabu lary and Po lice  Staff.

18. Review

18.1 A pp licants fo r recru itm ent to the po lice  com m unity  have no right o f appea l aga inst a 
decis ion not to  o ffe r them  appo in tm ent, based on the ve tting  outcom e. H owever, it is 
suggested, as best practice, tha t a  rev iew  procedure is m ade ava ilab le  (see SO P 9).

19. Periodic Review

19.1 An annual, o r o the r specified  periodic, rev iew  should take p lace using the appropria te  
Security Appraisal Form. A ny c learance m ay be rev iew ed at an earlie r stage, o r prio r to  
the rev iew  date, if adverse  in form ation com es to  ligh t re lating to the  sub jec t’s c learance, 
o r a m ateria l change in an ind iv idua l’s personal c ircum stances.

19.2 On appo in tm ent, ind iv idua ls  should be in form ed th a t adverse changes in c ircum stances, 
o r fa ilu re  to notify such changes, could resu lt in the  w ithdraw a l o f the ir vetting c learance 
and/or the  in itia tion o f m isconduct proceedings.

20. R e new a l o f  v e tt in g  c le a ra n c e

20.1 RV clearances m ust be renew ed every ten years. H owever, c learance m ay be renew ed 
at an earlie r s tage, accord ing to  the re levant Force Policy, o r if adverse  inform ation 
com es to  ligh t re la ting to  the sub jec t's  c learance, o r the re  is a m ateria l change in 
ind iv idua l's  personal c ircum stances,

21. Forms

21.1 A ttached are suggested fo rm s tha t can be adapted  for each fo rce , fo r use w here  
standard nationa l fo rm s are not a lready ava ilab le . However the captions and deta ils 
required should be adopted by fo rces as a national m in im um  standard,

22. R e s p o n s ib ilit ie s

22.1 This SOP is ow ned by the A C P O  P rofessiona l S tandards Com m ittee,

22.2 R esponsib ility  fo r  im plem enting and review ing the SOP rests w ith  the A C P O  N ational 
V e tting  W orking G roup.

23. A s s o c ia te d  Documents a n d  P o lic ie s

•  A C P O  / A C PO S National V etting  Policy fo r the  Police C om m unity
•  M anual o f P ro tective  S ecurity
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Crov^n P rosecution Serv ice  (C PS) P rosecution Team  D isc losure  M anual
NPtA C ircu la r 01/2010
Authentica tion  SO P 2
V etting  interviev^s SO P 7
C onvictions and C autions C riteria SO P 8
A ppea ls  and R eview s SO P 9
O ther Force V etting  C hecks SO P 13
A dverse  In form ation and Jud ic ia l F ind ings (T A iN T ) SO P 17
F inancia l C hecks SO P 18
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1. In tro d u c t io n

1.1 Th is  S tandard O perating  Procedure (S O P ) supports  the AC PO /AC PO S National 
Vetting Policy fo r the  Police C om m unity  (N VP) and associa ted docum ents and 
policies.

1.2 Th is  is a new  SOP.

2. A p p lic a t io n

2.1 Th is  SOP com es into fo rce  on  1®* A ugust 2010.

3. P u rp o s e

3.1 The purpose o f ‘M anagem ent V etting  (M V ) and Enhanced M anagem ent V e tting ’ 
(EM V) is to  provide a m eans o f ensuring  that persons serv ing  in ‘designa ted posts ’ , 
w h ich a re  those w ith access to  sensitive po lice prem ises, in form ation, in te lligence, 
Unanciai o r  opera tiona l assets, have been assessed as to the ir re liab ility  and integrity. 
The procedure there fo re  serves to reduce the  risks o f unauthorised d isclosure, o r loss 
of, sensitive  police assets.

3.2 it is recom m ended tha t all persons w ith long term , frequen t and uncontro lled access 
to  S EC R ET -  PO LICE, and occasiona l access to  TO P S E C R ET -  PO LIC E assets, 
should hold M V clearance. Those w ho requ ire  regu la r and uncontro lled access to  
TO P S E C R E T -  PO LICE assets should hold EM V clearance. The EM V procedure 
has been deve loped to  fo rm a lise  the recom m endation m ade in V ers ion  1 o f th is  
po licy th a t additional checks should be added to  the M V procedure to  counter spec ific  
threats.

3.3 H owever, M V and EM V clearances are a requ irem ent fo r service  in  a ll ‘designated 
posts', irrespective  o f w he the r post-ho lders have access to  po lice  o r governm ent 
pro tective ly  m arked assets, e.g. those aw ard ing con tracts o r handling sensitive 
financia l assets. For ind iv idua ls entering d irec tly  in to a designa ted post, the  RV 
process should be com ple ted first, supp lem ented by the M V o r EM V process once 
the R V  decis ion has been m ade.

3.4 As M V and EMV clearances a re  a p re-requ is ite  o f appo in tm en t to  ‘des igna ted ’ posts, 
ind iv idua ls w ho  re fuse  to undertake the procedure w ill no t be considered fo r 
appointm ent.

3 .5  Ind iv idua ls a lready in post w ill be encouraged to take part in the  process but, if they  
re fuse o r fa il the  vetting process, line m anagers, toge the r w ith  the  Force Vetting 
O fficer (FVO ), w ill need to assess the risk and decide w he the r it is practica l to  
‘m anage ’ them  in the w orkp lace, if  necessary, by preventing  the ir access to  sensitive 
m ateria l. Po lice o ffice rs w ho refuse to  undergo the procedure and cannot be 
‘m anaged ’ in post m ust be transfe rred  to  o the r duties. H owever, fo r police s ta ff 
contractua l cond itions m ay m ake the ir redep loym ent m ore d ifficu lt and m ay, in the 
m ost extrem e cases, require  te rm ina tion  o f the ir contract. Th is decis ion w ould  on ly  
be m ade a t the appropria te  A C P O /A C P O S  level and fo llow ing  consu lta tion  w ith 
H um an R esources and the re levant s ta ff associa tion  o r recogn ised T rade  Union.
N B: T e rm in a tio n  o f  an  in d iv id u a l’s  s e rv ic e s  th ro u g h  th e  a fo re m e n tio n e d  
p ro c e s s  d o e s  n o t in  a n y  w a y  im p in g e  o n  th e ir  r ig h t  to  a p p e a l a g a in s t 
d is m is s a l th ro u g h  th e  a p p ro p r ia te  c h a n n e ls .
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3.6 Existing police o ffice rs  and m em bers o f po lice s ta ff w ill be perm itted to rem ain In 
‘designa ted posts ' Vi/hilst the  ve tting  procedure is carried out. N ew  appo in tees should 
not be appo in ted until a fte r ve tting c learance has been granted.

3.7 In re lation to  N ational S ecurity Vetting (NSV), M V is a prerequ is ite  to  Security  C heck 
(SC) and D eveloped V etting  (DV) c learance. Th is is due to  the  fac t tha t the checks 
undertaken fo r NSV d e a ra n ce  in te rm s o f crim ina lity  are not su ffic ien tly  thorough fo r 
the  purposes o f the  po lice  com m unity.

3.8 To m ainta in  the in tegrity  o f the  separa te  SC, DV, MV procedures, all M V enqu iries 
m ust be com ple ted, and  M V clearance granted, prio r to  m aking the SC or DV 
clearance decis ion. In practice, th is  m eans tha t m ost o f the requ irem ents o f the  SC  or 
D V  procedure w ill have been carried ou t under the MV or EM V process.

3.9 H owever, it shou ld  be noted tha t the re  w ill be posts w h ich  require M V o r EM V 
clearance, but w h ich  do  no t requ ire  N SV  clearance.

3.10 W here  e lem ents o f the  SC o r DV are com ple ted  as part o f the  M V o r EM V the 
enqu iries do not need to be duplicated.

4. P ro c e s s

4.1 Forces should conduct an aud it o f all posts and des igna te  the  re levant level o f vetting 
to each  post. In designa ting levels o f vetting, in addition to  access to p ro tective ly  
m arked m ateria l and the  criteria  outlined in 3.1 above, considera tion  should a lso  be 
g iven to  o the r re levan t factors, includ ing but not lim ited to;

•  The im pact o f corruption, o r d isc losure  o f  in form ation, or in te lligence, o r 
w hether actions can lead to  s ign ifican t harm , o r

•  loss to  the organ isation , o r
•  harm  o r loss to  an individua l, or
•  Loss o f life.

4 .2  The M V and EMV processes re ly  on the com ple tion  o f personal in form ation and 
financia l questionna ires provid ing re levant in form ation, and w ritten authorisation, fo r 
the  fo llow ing  checks and associa ted enqu iries to  be carried out, as a suggested
m inim um ;

MV:

P roo f o f identity ( if required);
P roo f o f res idence (if required);
CHS / PNC /  CIS;
Local in te lligence Databases;
IN i;
O ther Force C hecks (where INI is not used);
A ll Force D atabases in c lu d in g  non-conviction  databases);
Specia l B ranch;
M OD (w here re levant);
P rofessiona l S tandards com pla in ts  and m isconduct and in te lligence databases; 
Personal finances (includes financia l questionna ire , force cred it re ference check 
and assessm ent o f in form ation returned);
Lia ison w ith O ccupationa l Health (where required);
in te rne t (open source i.e. search eng ines and Socia l N etw orking sites);
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Enquiries re la ting to vu lne rab ility  to  p ressure  o r inducem ents (inc ludes the  
ind iscrim inate  use o f a lcohol o r drugs and /o r gam bling);
R eferences from  curren t and / or fo rm er superv isors to cover a m inim um  12 
m onth period;
In terview s v/ith curren t and fo rm er superv iso rs  to  be  conducted a t the  d iscretion o f 
the FVO;
in te rv iew s w ith  the  person sub jec t to  the vetting  p rocedure to  be conducted a t the 
d iscretion o f the FVO.

EMV:

As above, plus a suggested m in im um  of;

Enhanced financia l questionna ire ;
C red it re ference check on spouse or partner (where app iicab le  - consen t m u s t be 
provided fo r th is  by spouse /  partner);
M andatory in terv iew s w ith  persons sub ject o f the  vetting procedure;
Personne i files;
Peer references;
M edical assessm ent by Force M edical O ffice r (FMO);
References;
Enquiries and in terv iew s w ith  current and fo rm er supervisors.

4 .3  A ttached as A ppend ix  1 and A ppend ix  2 a re  sam pie  M V and EM V questionnaires. 
These are not m andatory, but it is suggested th a t the  in form ation captured by these 
fo rm s w ill sa tis fy  the  requirem ents o f an M V o r E M V  as re levant.

4 .4  The purpose o f financia l checks is to  assess w he the r app lican ts  are, or have been, in 
serious financia l d ifficu lty  o r show  s igns o f financia l irresponsib ility  to  the extent they 
could becom e vu lnerab le  to financia l inducem ent. The  financia l scoring  system  used 
is based on  the C ab ine t O ffice  system  fo r NSV. The assessm ent fo rm  allows 
com parison between the  in form ation conta ined in the financia l questionna ire  and tha t 
provided by the cred it re ference check.

4 .5  The financia l questionna ire  seeks to  gather in form ation in the fo llow ing seven areas;

ind ica tions o f previous financia l unre liab ility ;
P rob lem s m eeting cu rren t com m itm ents; 
ind ica tions o f poor financia l Judgement;
Potentia l fo r fu tu re  financia l d ifficu lties;
Asse ts  possib ly inconsisten t w ith incom e;
Potentia l con flic t o f in terests;
Business interests.

5. F a c to rs  w h ic h  m a y  c re a te  a p re s u m p tio n  o f  u n fitn e s s

5.1 The fo llow ing  fac to rs  m ay, th rough d ishonesty  o r lack o f integrity, create a 
p resum ption o f unfitness fo r appo in tm ent to  ‘designa ted posts ’ ;

•  Past in fringem ent o f security  o r ve tting poiicy o r procedures;
•  S ign ificant o r repeated  b reaches o f d iscip line;
•  P rovid ing fa lse  o r de libera te ly  m is lead ing in form ation, o r om itting  s ign ifican t 

in form ation from  the ve tting  questionnaires;
•  U nauthorised associa tion  w ith  persons w ith previous conv ic tions or reasonably 

suspected o f being invo lved in crim e;
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•  C dm inai convictions o r cautions.

6. Circumstances which may impair Judgement

6.1 The fo liow ing  c ircum stances are regarded as like ly to  im pa ir judgem en t o r 
m ay resu lt in vu ine rab iiity  to  p ressure  o r inducem ents:

•  S ign ifican t financ ia l d ifficu lties  o r debts;
•  M isuse o f aicohot;
•  G am bling:
•  M isuse o f contro lled o r prescribed drugs;
•  W hen the  FMO certifies tha t appo in tm ent to  such posts could p resent a risk to the 

confiden tia lity , in tegrity o r ava ilab ility  o f in te lligence assets (in these 
c ircum stances the FMO w ill advise  the post holders to  notify the ir im m ed ia te  or 
sen ior supervisors, and w l l  no tify  the  FVO o f h is decision).

7. A s s e s s in g  th e  c r ite r ia  fo r  t ru s tw o r th in e s s

7.1 In m aking an assessm ent as to  w he the r o r not to  grant M V o r EM V clearances the 
fo llow ing m atters w ill be  taken in to  consideration;

•  The security  im plica tions o f any adverse in form ation obta ined  during the vetting 
process (for exam ple  it m ay be necessary to g ive  g reater w e igh t to  som e factors 
than  to  others):

•  A  carefu l assessm ent o f the s ign ificance  o f any past conduct o r c ircum stances;
•  D istinctions w ill be drawn between iso la ted o r m inor b lem ishes on an ind iv idua l's  

record and inform ation pointing to habitua l o r s ign ifican t vu lnerabilities.

8. Assessment o f  Information

8.1 G reat care shou ld  be taken when considering in form ation revealed as part o f the  
vetting process w h ich  re la tes to m edical issues. N either po lice  o ffice rs nor FVOs are 
qualified to  m ake such an assessm ent o f m edica l cond itions o r m enta l health. 
There fore , any m edica l Inform ation such as In te lligence reports  o r a llegations etc. 
revealed as part o f the  ve tting  process, m ust be passed to the  FMO or O ccupational 
Health Unit fo r a  fu ll p rofessiona l assessm ent to be made,

8.2 Fo llow ing such an assessm ent the  FM O  o r O ccupationa l Health Unit w ill dec ide  if the 
app lican t Is su itab le  fo r appo in tm ent w ith in  the force. U nder no c ircum stances should 
any m edicai in form ation be passed to  Force V etting  Units.

9. Following a decision to grant clearance

9.1 The FVO w ill ensure  that, in cases w here  c learance is gran ted , any reservations o r 
lim ita tions are c learly  recorded and c learances notified in w riting  to  D ivisional 
C om m anders and H eads o f D epartm ents responsib le  fo r the  position the ind iv idua l is 
m oving to. The  sub ject shou ld  be m ade aw are tha t any lim ita tions w ill be notified to 
the ir line m anagem ent,

9.2 In notify ing ind iv idua ls tha t vetting c learance has been gran ted  th e y  w ill be rem inded 
o f the ir responsib ilities fo r pro tecting  both force and N ational S ecurity asse ts  and o f 
the  requ irem ents o f the Data P rotection Act, O ffic ia l Secrets Acts, C om puter M isuse 
A ct and fo rce  security  po lic ies and procedures. They should a lso  be rem inded o f the  
ob ligation p laced on them  to notify any  s ign ifican t changes in the ir personal and 
financ ia l c ircum stances.
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9.3  !f d e a ra n ce  is refused, o r there  are any  Simitatlons to  the c learance, 
ind iv idua ls w il! be inform ed and, w here  possib le , provided w ith  an explanation.
H owever, the re  m ay be c ircum stances, fo r  exam ple  in cases w here
notification could pre jud ice  a crim ina l o r d isc ip linary  inquiry, o r  w hen d isc losure  w ould  
breach the  Data Protection A ct or o the r legislation, w here  in form ation m ay be 
w ithhe ld . In addition, in form ation m ay have been provided by th ird  parties, in 
confidence, during  vetting  enquiries. Such in form ation w ill on ly  be d isc losed to  the 
sub ject If the  person w ho  has provided the  inform ation agrees to  its d isclosure. 
Because o f a lack o f re levan t background in form ation, tem porary staff, those on w ork 
experience, o r persons under 17 years o f age, w ill not be em ployed in departm en ts  o r 
un its w hich include ‘designa ted posts’ , w ithou t the  authority o f the FVO.

10. A p p e a ls

10.1 If an internal app lican t d isputes the decis ion to  refuse, w ithd raw  or suspend 
E M V  clearance, an internal appea l can be m ade, as deta iled in SO P 9.

M V or

11. Reviews

11.1 External app lican ts fo r recru itm ent to the po lice  com m unity  have no right o f appeal 
aga inst a decis ion not to  o ffe r them  appoin tm ent, based on the vetting outcom e. 
H owever, it is suggested as best practice tha t a rev iew  procedure is m ade availab le . 
There  is no righ t to a  persona! hearing.

11.2 A le tte r requesting  a rev iew  should be forw arded to the  nom inated o ffice r w ith in  14 
days o f rece ip t o f w ritten  notification o f the  decision. The rev iew  w ill be conducted by 
a nom inated ind iv idua l w ho  has not been invo lved in the orig ina! decision, and w ill 
then rev iew  the orig ina l decis ion w ith in  28 days o f rece ip t o f the  le tte r o f rev iew  and 
provide the app lican t w ith a w ritten  s ta tem ent outlin ing the  resu lt o f the  review . The 
decis ion reached w ill be final. There  is no righ t to  personal representa tion  at a 
review.

12. A fte rc a re

12.1 M V and EM V c learances shou ld  be renew ed every  5 years. H ow ever, any c learance 
m ay be rev iew ed at an earlie r stage if  adverse in form ation com es to ligh t re lating to 
the  subject, or the re  is a materia! change in an Ind iv idua l’s persona! c ircum stances. 
In addition, all M V and EM V clearances should be the sub jec t o f a form al annual 
security  rev iew  invo lv ing line m anagem ent.

12.2 C hanges in  the persona l c ircum stances o f Individuals holding MV and EM V 
clearances m ay im pact upon the ir continued su itab ility  to  hold tha t c learance. They 
m ust there fo re  report any  re levant changes, Including spouses, partners o r civil 
partners, changes o f address, crim ina l associa tions, o r o the r m atters re la ting to the 
risk fac to rs  outlined above, in w riting, to  the FVO. It Is a lso  the  responsib ility  o f line 
m anagers to ensure  tha t the  FVO Is notified o f re levant changes com ing to  the ir 
attention.

12.3 A t the  tim e  o f c learance post ho lders should be Inform ed th a t fa ilu re  to  notify re levant 
changes could resu lt in  the  w ithdraw al o f the ir ve tting  clearance. However, 
ind iv idua ls shou ld  be aw are they  can report any changes In the know ledge tha t 
notifica tions 'wii! be m et w ith  a sym pathe tic  response, and tha t It w ou ld  on ly be in the 
m ost serious cases tha t considera tion  w ould be g iven  to the  w ithd raw a l o f dearance .
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12.4 Jndividuais w ith MV o r EM V clearances w ho  trans fe r to a ‘non-des igna ted ’ post w ill 
reta in the ir ve tting c learance  fo r up to  12 m onths from  the date  o f trans fe r from  the 
designa ted post. A t tha t tim e th e  clearance w ill lapse. Annua! security  review s and 
aftercare w ill no longer apply a fte r ind iv idua ls leave an M V o r EM V post. If they  
trans fe r back to  an M V o r EM V post w ith in  12 m onths o f  leaving, the ir M V o r EM V 
c learance w ill rem ain valid until the renew al period, sub ject to  an annua l security 
reviev/,

12.5 If an individua! w ith  M V or EM V c learance transfers to ano ther fo rce  o r agency, the 
vetting status w il! rem ain va lid  until the  renewal date, sub ject to the satis factory 
com ple tion  o f an annua l security  rev iew  form , fo r the  in form ation o f the  receiving 
force. The rece iv ing fo rce  re ta ins the righ t to  require  an individua l to  com plete the  full 
M V o r EM V process.

13. Responsibilities

13.1 Th is  SO P is ow ned by the  AC P O  Professiona l S tandards C om m ittee.

13.2 R esponsib ility  fo r im plem enting and rev iew ing the SO P rests w ith  the  A C P O  National 
V etting  W orking Group.

14. Associated Documents and Policies

•  AC P O  / A C PO S National V etting  P o licy fo r the  Police C om m unity
•  S ecurity Policy Fram ew ork (SPF)
•  Appea is/R eview  P rocedure SOP 9
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1 . introduction

1 . 1  This Standard Operating Procedure (SO P) supports the A C PO /A C PO S National Vetting Policy 
for the Police Community (NVP) and associated  docum ents and poiicies.

1 .2  This is a  new SO P,

2 A p p lication

2 .1  This S O P  com es into force on 1 August 2 0 10 .

3 . P u rp o se

3 .1  The purpose o f 'Non Police Personnel Vetting’ (NPPV) is to provide a  m eans o f ensuring that 
any persons other than police officers, police staff and m em bers o f the Special Constabulary, 
having physical or remote a c c e s s  to police prem ises, information, inteliigence, financial or 
operational a s s e ts  have been a s s e s s e d  a s  to their reliability and integrity and thus suitability for 
clearance. The procedure se rv e s  to reduce the risks o f unauthorised disclosure or ioss of 
sensitive poiice a sse ts .

3 .2  N PPV  relates to the vetting o f individuals other than poiice officers, poiice staff and m em bers o f 
the Special Constabulary who require a c c e s s  to police prem ises without constant supervision, 
and/or police information, corporate d atab ases, data networks or hard copy material, either 
through direct or remote a c c e ss . T h ese  include, but are  not limited to, statutory crime and 
disorder partners. HM R even u e and Custom s, UK Borders A gency, third party agents, Poiice 
Authority staff and m em bers depending on roie, and a variety o f contractors and volunteers, 
consultants, auditors and researchers.

3 .3  if a  non-police person declines or refuses to be vetted, their a c c e s s  to poiice a s s e ts  will be 
restricted, along with those described in 3 .4  below.

3 .4  Non-police personnel, who are  admitted to poiice prem ises but who are  accom panied or remain 
under constant supervision and are not permitted a c c e s s  to police information system s or 
protectively m arked material, need not be vetted. In th ese  circum stances, existing procedures 
for the reception of visitors should apply,

3 .5  In relation to the multifarious group of people to which N PPV  applies, careful consideration 
should be given to the level of N PPV  to be applied to each  roie, taking into consideration the 
information, intelligence and other a sse ts , to which the individual will have a c c e ss . This is to 
ensure that non-police personnel are not subject to a  disproportionate level of vetting.

4. P r o c e s s

4 .1  There are three N PPV  Levels, a s  follows; N PPV  1 .  N PPV  2 and N PPV  3.

4 .2  The authentication procedure (SO P 2) m ust be com pleted prior to N PPV  being initiated. 
Authentication on its own d o es not allow a c c e ss  to police protectively marked a sse ts , or 
unescorted a c c e ss  to any police prem ises.

4 .3  Non-police personnel who require long-term frequent and uncontrolled a c c e s s  to S E C R E T  
governm ent a s s e ts  require N PPV  Level 3  clearan ce, supplem ented by an S C  check.

4 .4  N PPV  relies on the provision of personal information and, w here relevant, financial details, and 
written authorisation for the appropriate checks and associated  enquiries to be carried out. The 
purpose o f financial checks is to a s s e s s  whether applicants are, or have been, in serious
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financial difficulty, or shovv sign s o f financial irresponsibiiity to the extent they couid becom e 
vulnerable to financial inducement.

5. L evel 1 .  L im ited A c c e s s  -  No P ro te c tive ly  M arked A s s e t s

5 .1  Level 1 applies to those persons having unsupervised a c c e s s  to police prem ises on an ad hoc 
and irregular b asis  but no a c c e s s  to any electronic system s and/or hard copy material, in the 
main this applies to utility w orkers such a s  plumbers, electricians etc and m ay, on occasions, 
apply to individuals on work experience etc  if they have NO a c c e s s  to protectively marked 
information or electronic system s.

5 .2  This level d o es  not afford any a c c e s s  to protectively marked police material or a sse ts .

5 .3  Minimum Standard Requirement: PN C/CH S/CIS and INI/iocal intelligence and other non
conviction d atab ases, including Special Branch on applicant only

5.4  L en gth  o f c le a ra n c e : 1 2  months

6. L evel 2. U n su p e rv ise d  A c c e s s  -  P ro tec tive ly  M arked A s s e t s  up to
CO NFIDENTIAL

6 .1 Level 2 applies to those persons having frequent and regular unsupervised a c c e s s  to police 
prem ises and/or a c c e s s  to police information and/or hard copy material or protectively marked 
material, either on police prem ises or by rem ote a c c e ss .

6 .2  Level 2, supported by authentication, allow s regular a c c e s s  to police protectively marked a sse ts  
up to CONFIDENTIAL and occasional a c c e s s  up to S E C R E T .

6 .3  It is the responsibility o f the em ployer to ensure that the authentication p ro cess is com pleted 
and that references are  sought.

6.4 Minimum Standard Requirement: PN C/CH S/CiS and INI/locai intelligence checks, other non
conviction d a tab ase s  and Special Branch for applicant, spouse/partner and co-residents. 
Military and Professional Standards checks on the applicant if required. Credit R eferen ce check 
on applicant. C T C  m ay be applied w here appropriate.

6 .5  L en gth  o f C le a ra n c e ; 3  y e a r s

7. L evel 3 . U n su p e rv ise d  A c c e s s  -  P ro tective ly  m arked  A s s e t s  up to
S E C R E T

7 .1  Level 3  applies to all Non Police Personnel who require long term, frequent and uncontrolled 
a c c e s s  to S E C R E T  -  PO LICE, and occasional a c c e s s  to TO P S E C R E T  -  PO LIC E a sse ts .

7 .2  Level 3 , supported by an S C , allows long-term frequent and uncontrolled a c c e s s  up to S E C R E T  
governm ent a sse ts .

7 .3  Minimum Standard Requirement: C h ecks a s  required for Level 2 clearan ce to be conducted 
on applicant and ail family m em bers and co-residents, with foil financia! ch eck s on the applicant 
which m ay be supplem ented by C TC  or an S C . Also requires annual security review.
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7.4  L en gth  o f  C le a ra n c e : 5  years, v/ith annua! security review.

8. N ational P o lice  S y s te m s  C o n tracto rs

8 .1 This is a  national p ro cess for N ational P o lic e  S y s te m  C o n tra c to rs  a s  follows;

8 .2 W arwickshire Police currently on behalf of all police forces in England, W ales, Scotland and 
Northern Ireland, have agreed  to vet ail National Police System  Contractors to a level 
appropriate to the requirem ents of the A CPO  / A C P O S  NVP, and to act a s  an authority in that 
respect.

8 .3  This system  will eradicate the need for forces to vet and re-vet individual contractors and will be 
at no cost to forces.

8.4 The level o f vetting will be a s  per N PPV  Level 3.

8 .5 Minimum Standard Requirement: A s Level 3.

8.6 L en gth  o f  c le a ra n c e : 5  y e a r s  v/ith an n u a l se cu rity  re v ie w

9. C h e c k a b le  H istory

9 .1 The authentication procedure (SO P 2) must be com pleted prior to N PPV  being initiated. At 
present satisfactory Force Vetting checks abroad cannot be achieved. It is essential that vetting 
criteria applies to all applicants, thus when such checks can be carried out to the sam e extent 
that they are  In the UK then residency criteria would not be a  bar to recruitment. The rationale 
behind the residency criteria / checkable history Is given in S O P  2, together with a  description o f 
the provisions relating to the perm issible departure from this, in exceptional circum stances.

10 .  A p p e a ls  / R e v ie w s

10 .1  Applicants for N PPV h ave  no right o f appeal against a  decision not to grant the relevant level of 
clearance. However, it is su g gested  a s  best practice that a  review procedure is m ade available, 
a s  detailed in SO P  9.

1 1 .  A ftercare

1 1 . 1  Tenure o f c learan ces will vary subject to a  number o f factors. L evels 1 and 2 will not require 
aftercare but Level 3  will.

1 1 . 2  For Level 3  an  annual security review should take place using the appropriate form.

1 1 . 3  Any clearan ce m ay be reviewed at an earlier stage , or prior to the review  date, if ad verse  
information com es to light relating to the subject, or there is a  material chan ge in an individual’s  
personal circum stances.

1 1 . 4  C h an ges in the personal circum stances of individuals holding N P PV  clearance m ay impact 
upon their continued suitability to hold that clearan ce. T hey must, therefore, report any relevant 
ch an ges, including sp o u se s  or partners, ch an ges of ad d ress, criminai associations, or other 
m atters relating to the risk factors outlined above in writing, to the Force Vetting Officer.
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1 1 . 5  individuais should be informed that ad verse  ch an ges in circum stances, or failure to notify such 
ch an ges, could result in the withdrawal o f their vetting clearance.

1 2 .  F o rm s

1 2 . 1  Attached are  su ggested  forms that can be adapted for each  force. However the captions and 
details required should be adopted by forces a s  a  national minimum standard.

1 3 .  R e sp o n s ib ilit ie s

1 3 . 1  This S O P  is owned by the A C PO  Professional Standards Committee.

1 3 .2  Responsibility for implementing and reviewing the S O P  rests with the A C PO  National Vetting 
Working Group.

14 .  A s s o c ia te d  D o cu m en ts an d  P o lic ie s

A C PO  / A C P O S  National Vetting Policy for the Police Community 
Security Policy Fram ework (SP F )
Authentication S O P  2 
A ppeals/R eview  Procedure S O P  9 
Aftercare SO P  10
Risk A ssessm en ts  -  Third Party S O P  1 7
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1 .  Introduction

1.1 This Standard Operating Procedure (SO P) supports the A C PO /A C PO S 
National Vetting Policy for the Police Community (NVP) and associated  
docum ents and policies,

1 .2  This is a  new S O P .

2. A p p lication

2 .1  This S O P  com es into force on 1 ̂  A ugust 2 0 10 ,

2 .2  The Authentication procedure (SO P  2) and Recruitment Vetting (RV) (SO P 3) 
must be completed prior to any level of National Security Vetting (NSV) being 
initiated. Additionally, M anagem ent Vetting (MV) (SO P 4) must be com pleted 
before a Security C heck (SC ) or a  D eveloped Vetting check (DV) is initiated.

3 . P u rp o se

3 .1  The purpose o f HMG’s  personnel security controls (including N SV) is to 
provide a  level of a ssu ran ce  a s  to the trusfevorthiness, integrity and reliability 
of ail HMG em ployees, contractors and tem porary staff who, in the cou rse of 
their work, h ave  a c c e s s  to, or know ledge or custody of, sensitive governm ent 
a s s e ts  which carry a  ‘PR O T EC T ', ‘R E S T R IC T E D ’, ‘CO NFIDENTIAL’, 
‘S E C R E T  or T O P  S E C R E T  protective marking, under the Governm ent 
Protective Marking Sch em e (G PM S), or those who satisfy the requirements 
for Counter Terrorist C heck (CTC), a s  outlined in paragraph 6 .1  below.

3 .2  There are  four levels of personnel security controls available depending on 
the level of assu ran ce  required;

•  B aselin e  Personnel Security Standard ( S P S S )
•  Counter Terrorist Check (CTC)
•  Security C heck  (SC )
•  D eveloped Vetting (DV)

O f these. C TC , S C  and DV are  ail format security c learan ces obtained 
through the N SV  process. The S P S S  is not a  format security clearan ce, but it 
underpins the N SV  p ro cess and its satisfactory completion is a  prerequisite
for CTC, S C  and DV.

3 .3  Details of HMG’s  policy on personnel security are  contained in the Cabinet 
Office Security Policy Fram ework (SP F ). In the context o f N SV , police forces 
are  regarded a s  'a g e n c ie s ’ .

4. P e rso n n e l S e c u r ity  R isk  A s s e s s m e n t

4 .1  Security risk a sse ssm e n ts  deliver a  range of benefits to organisations, from 
ensuring that counter-m easures are  cost-effective to fostering a  shared  
understanding of security priorities. The Centre for the Protection of National 
Infrastructure (CPNI) h a s  developed good practice guidance on risk 
a sse ssm e n t for personnel security and organisations applying HMG’s 
personnel security policy are  required to ensure that they adopt such a  risk 
m anagem ent approach to their personnel security arrangem ents.
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5. HMG B a se iin e  P e rso n n e l S e c u r ity  S tan d ard  {B P S S }

5.1 The B P S S  is the recognised standard for H M G  pre-em ploym ent screen ing, tt 

form s the foundation o f N SV  and se e k s  to ad d ress identity fraud, illegal 
vyorking and deception generally. It com prises verification o f four main 
elem ents; identity; em ploym ent history (past three years); nationality and 
immigration statu s (inciuding the right to work); and, if a  formal N SV  
clearan ce is not required for the post, unspent criminal records. In addition, 
prospective appointees are  required to account for an y signiUcant periods (six 
months or more In the past three yea rs) of time spent abroad.

5.2  Satisfactory completion o f the B P S S  allow s regular a c c e s s  to governm ent 
a s s e ts  marked up to CONFIDENTIAL and occasional a c c e s s  to governm ent 
a s s e ts  marked S E C R E T , provided an individual h as a  need to know.

5 .3  The B P S S  applies to all civil servants, m em bers o f the arm ed forces, 
tem porary staff and governm ent contractors generally. Police forces are  not 
required to apply the B P S S  itself; application of the Authentication procedures 
(SO P 2) plus either Recruitment Vetting (RV) (SO P  3), or N PPV levels 2 or 3  
(SO P  5) fully m eets the requirem ents of the B P S S .

6 . C o u n ter T e rro rist  C h e ck  (CTC)

6 .1  A C T C  clearan ce is required for those individuals who a re  to be appointed to 
posts which;

•  involve proximity to public figures who are  a s s e s s e d  to be at particular risk 
from terrorist attack;

•  give a c c e s s  to information or materia! a s s e s s e d  to be of value to 
terrorists;

•  involve unescorted a c c e s s  to certain military, civil, industrial or 
com m ercial establishm ents a s s e s s e d  to be at risk from terrorist attack.

6 .2  For the police, this m eans that only police officers, m em bers of the Special 
Constabulary, police staff (including Force Support Officers) and non-police 
personnei w h ose  work involves a c c e s s  a s  described ab ove require CTC 
clearance. Individuals serving in S C  and DV designated posts will be CTC 
cleared a s  part o f those p ro cesses .

6 .3  It is not intended that all police officers and police staff should b e  C T C  cleared 
a s  a  matter o f course. However, it is important that individual fo rces a s s e s s  all 
posts within their force and identify those which fall within the criteria in 6.1 
and subject oniy these to C TC  clearance. T he decision a s  to whether a  CTC 
is required for an  individual is a  matter for the Chief Officer.

7. S e c u r ity  C h e ck  (SC )

7 .1  An S C  clearan ce is required for those individuals who are  to be appointed to 
posts which;

•  require long term, frequent and uncontrolled a c c e s s  to governm ent a s s e ts  
m arked S E C R E T ;

•  require occasionai, supervised a c c e s s  to governm ent a s s e ts  m arked TO P 
S E C R E T  (such a s  Chief C onstable’s  S ta ff Officer and those in Special 
Branch);
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and for individuals who;

•  while not in such posts, will be in a  position to directly or indirectly bring 
about the sam e d egree  of dam age;

•  will h ave sufficient know ledge to obtain a  com prehensive picture of a 
S E C R E T  plan, policy or project;

•  are being considered for appointment w here it would not be possib le to 
m ake reasonab le  career progress without security clearan ce for a c c e s s  to 
governm ent a sse ts  marked S E C R E T ;

•  need a c c e s s  to certain ievels of protectively m arked materia! originating 
from another country or international organisation.

7 .2  An S C  clearan ce should not normally be required for;

•  occasional a c c e s s  to governm ent a s s e ts  marked S E C R E T  in the norma! 
cou rse o f b u sin ess or during conferences, briefings or cou rses;

•  custody of a  small quantity of governm ent a s s e ts  marked S E C R E T ;
•  entry to an a re a  w here governm ent a s s e ts  marked S E C R E T  are stored;
•  work in a re a s  where governm ent information at S E C R E T  and TO P 

S E C R E T  might be overheard;
•  u se  of equipment capab le  of handling governm ent information marked 

S E C R E T , provided that a c c e s s  controls are  in place.

in the ab ove circum stances, the B P S S , or Authentication supported by RV or 
N PPV level 2  or 3  should usually be sufficient.

7 .3  W here an S C  c learan ce Is required for a c c e s s  to S E C R E T  S T R A P  material, a 
review of personal finances must be carried out. This is referred to a s  an S C  
(Enhanced) clearance.

8 . D eve lo p ed  V ettin g {DV}

8 .1  A DV clearan ce is required for those individuals who are to be appointed to 
posts which;

•  require frequent, uncontrolled a c c e s s  to governm ent a s s e ts  marked TO P 
S E C R E T  or require any a c c e s s  to TO P S E C R E T  S T R A P , ATOMIC or 
other codeword material;

and for individuals who;

•  while not in such posts, wilt be in a  position to directly or Indirectly bring 
about the sam e d egree  of dam age;

•  require frequent, uncontrolled a c c e ss  to Category I nuclear material;
•  need a c c e s s  to certain levels of protectively m arked material originating 

from another country or international organisation.

8 .2 A DV clearan ce should not normally be required for;

•  occasional, supervised  a c c e s s  to limited quantities of governm ent a sse ts  
m arked TO P S E C R E T  in the normal course of bu sin ess or during 
conferences, briefings or cou rses;

•  custody of a  small quantity of governm ent a s s e ts  marked TO P S E C R E T ;
•  entry to an area  where governm ent a s s e ts  m arked TO P S E C R E T  are

stored;
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•  v^ork in a re a s  w here governm ent information at TOP S E C R E T  might be 
overheard:

•  u se  o f equipment capab le  of handfing governm ent information marked 
TO P S E C R E T , provided that a c c e s s  controls are  in place;

•  a c c e ss  to S E C R E T  S T R A P  materiai only;
•  police officers and police staff in posts w here there is a  threat from serious 

organised crime, provided that M anagem ent Vetting (MV) (SO P 4) is 
applied and ongoing m anagem ent of the clearan ce is augm ented by an 
annual security review.

In the ab ove circum stances, an S C  c learan ce should usually be sufficient.

8 .3  In the context o f this policy, w here a  DV h as been preceded by MV clearance, 
it a lso  allows regular a c c e s s  to TO P S E C R E T  police a sse ts .

9, P r o c e s s

9 .1 Force Vetting (FV) and National Security Vetting (NSV) are  separate  
p ro ce sse s , designed to counter specific threats to police and governm ent 
a s s e ts  respectively. The p ro cess for each  of HMG’s  personnel security 
controls is d early  docum ented in the Cabinet Office Security Policy 
Fram ework (S P F ) and this should be referred to for detailed guidance.

9 .2  Although the justification for applying FV  and N SV  is different and m ust be
maintained, there is significant overlap in the so u rces o f information that need 
to be interrogated in order to grant clearan ce of either kind. So , where a 
sep arate  requirement for N SV  exists, the interrogation o f the common 
d atab ase s  which underpin both types of c learance are  done only once and 
checks carried out a s  part of the FV  regim e contribute to and are taken into 
account when considering N SV . The only elem ents unique to NSV, and 
therefore those a re a s  which must be applied separately, are the Security 
Q uestionnaires. Security Serv ice  C heck and investigations by trained, 
specialist Investigating O fficers (at DV and, w here appropriate, at C TC  and 
S C ). '

9 .3  The order in which FV  and N SV  are  applied is crucial; it is imperative that all 
the elem ents of FV  are  satisfactorily com pleted before entering into the N SV - 
related actions, in short, RV  is a  prerequisite for C TC , MV for S C  or DV. This 
is sum m arised in the table below;

F o rc e  V etting 
(u n d erp in n ed  by
th e  A u thentication  
p ro ced u re)

A d d ition al req u irem en ts for 
N SV  o n c e  FV -related  c h e c k s  
h av e  b een  sa tis fa c to r ily  
co m p leted

N ational S e c u r ity  
V etting
(un derp inn ed  b y  
the S P S S )

RV Compietion o f a  Security
Q uestionnaire
On-!ine Security Serv ice  C heck 
via Parasoi
Except!onaily, a  subject 
interview by a  trained, specialist 
Investigating Officer

CTC

MV Compietion o f a  Security 
Q uestionnaire

S C

On-line Security Serv ice  Check 
via Parasoi
Exceptionally, a  subject 
interview by a  trained, specialist
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Investigating Officer
MV Compietion o f a  Security 

Questionnaire, DV Financiai 
Q uestionnaire and DV 
Suppiem ent Questionnaire 
Off-line Security Serv ice  Check 
A subject interview by a  trained, 
specialist Investigating Officer 
and further enquiries

DV

9.4 !ndividua!s requiring a  C TC , S C  or DV security c learan ce must com plete the 
appropriate security questionnaire(s) only after the appropriate R V  or MV 
checks h ave been satisfactorily com pleted, in this w ay, individuals are not 
entering the N SV  process until actually required to do so . If this is 
impracticable and individuals are  required to com plete the Security 
Q uestionnaire(s) at the sam e time a s  the FV questionnaire(s), they must be 
advised  that processing of the Security Q uestlonnalre(s) and, therefore, 
consideration o f N SV  is conditional on RV or MV being granted.

10 .  C le a ra n c e  D e c is io n s

10 .1  The criteria for acceptability on national security grounds will be different to 
FV  and it is important to preserve the ability to judge ad verse  traces based  on 
the appropriate criteria. Risk factors and general considerations, including 
adjudicative guidelines for N SV  c learan ces are  contained in the Cabinet 
Office Security Policy Fram ework (S P F ). it must a lso  be borne in mind that 
arrangem ents for an y ap p eals against refusal or withdrawal of CTC, S C  or DV 
security clearance will require that appropriate criteria have been applied.

10 .2  If a  decision is taken to refuse R V  or MV, the p ro cess stops at that point and 
no action Is taken In respect of C TC , S C  or DV (I.e. the individual would not 
be required to com plete a  Security Q uestionnaire (or if they have, this 
Information would not go  forward) and there would be no check o f Security 
S erv ice  records or any other investigations). Any appeal against the refusal or 
withdrawal o f RV  or MV would be through FV  channels and must in no w ay 
impact upon N SV arrangem ents via the Security Vetting A ppeals Panel 
(SVAP).

10 .3  if RV, MV or EM V Is granted, and the Individual a lso  requires a  C TC , S C  or 
DV security clearan ce, the additional requirem ents for N SV  (sum m arised in 
the table above) would then be carried out. W here these checks are 
satisfactory, C TC , S C  or DV would be granted. W here th ese  additional 
ch eck s lead to a  refusal or withdrawal of security c learance, any appeal would 
be subject to N SV  arrangem ents with an internal appeal and then, if 
n ecessary , via the SV A P .

10 .4  If C TC , S C  or DV clearan ce is refused or withdrawn an a sse ssm e n t o f the 
individual’s  suitability to hold RV, MV, EM V or N PPV  Level 3  c learance 
should be conducted, and escalated  to the Head o f Professional Stan dards 
Department if required.

10 .5  If an individual is refused security c learance, or h as  their security clearance 
withdrawn, the Security Serv ice  should be notified Immediately by letter which 
should contain details o f the nam e and date of birth of the individual, and any 
PA R A SO L reference number (if known), along with a  short sum m ary of 
reason(s) for the vetting refusal. The letter should be double enveloped with
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the outside envelope ad d ressed  to; T h e  Secretary , PO Box 5656, London 
E C 1A  1AH'. The inner envelope should be marked: 'Attn; C 1  Vetting Section'.

10 .6  If the Security Serv ice  h as  p a sse d  information or an asse ssm e n t, b ased  on 
either their oym records or material received from a liaison source, they 
should be notified o f the decision to grant or refuse N SV  clearance.

10 .7  In c a s e s  where police officers, m em bers o f the special constabulary and 
police staff are required to resign, resign prior to and in anticipation of 
m isconduct proceedings or are d ism issed  from the Poiice Service , their N SV  
clearan ce will automatically lapse. In c a s e s  involving NSV, the Security 
S erv ice  should be notified immediately and a record created on the force 
inteliigence system  so  that the matter is flagged on the IMPACT Nomina! 
Index (INI).

1 1 .  A p p e a ls

1 1 . 1  FV  'Alii! h ave its own appeal/review  arrangem ents. For NSV, police forces 
must have in place an internal ap p eals p ro cess to consider challenges by 
individuais to ad verse  security c learan ce decisions. The p ro cess should 
include an ultimate right o f appeal to a nominated senior officer (who is 
independent o f the original decision making process) and provide the 
individual with the opportunity of a  face-to-face interview.

1 1 . 2  W here the internal ap p eals p ro cess h as been exhausted  and the individuai 
rem ains dissatisfied with the outcom e, s/he m ay se e k  to appeal to the 
independent Security Vetting A ppeals Pane! (SV A P), or m ay u se  other iega! 
p ro ce sse s . S V A P  is not available to individuals who have been refused N SV  
clearan ce a s  part o f a  recruitment p ro cess (i.e. applicants for appointment 
w here no job offer is made).

1 2 .  O n go in g  P e rso n n e l S e c u r ity

1 2 . 1  The checks and intervievAS asso ciated  with N SV  can only provide a snapshot 
of an individuai at a  given point in time, it is important that, even  for those 
individuais who are  cleared with no ad v erse  information, that vetting 
information is reviewed and updated on a regular basis.

12 .2  Line m anagem ent h as  a fundamental role to play in the m aintenance of 
personnel security. Line m anagers should note an y ch an g e s  or events that 
might afreet the reiiability o f those who are security cleared and raise any 
c a u se  for concern with the appropriate senior responsible officer.

1 2 .3  Line m an agers are supported by two formal p ro ce sse s : annual security 
review (for all DV and S C  posts) and renew als. Both m ay be used more 
frequently than m andated below if it is n ece ssary  and proportionate to 
m anage a  risk or vulnerability presented by an individual.
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1 3 .  R e v ie w s

1 3 . 1  N SV  clearan ces must be subject to periodic reviews;

•  in the iight of any ad v erse  information received subsequent to the originai 
vetting process;

•  to foilow up ad verse  indicators identified in the original vetting process;
• at reg u la r in te rva ls  a s  sho'Ain be low .

1 3 .2  The following review  periods a re  a minimum standard and N SV  clearan ces 
m ay be review ed m ore reguiariy at the discretion o f the em ployer;

•  C TC ; 10  y e a rs  (se e  Aftercare (SO P 10 )  for gu idance relating to non-police 
personnel);

•  S C ; 10  yea rs  (supported by annual security review);
•  S C  (Enhanced); 5  yea rs  (supported by annual security review);
•  DV; initially 5  years  and every  7 y e a rs  thereafter (supported by annual 

security re v ie w );

1 3 . 3  W here an individuai who holds N SV  clearan ce transfers to a post which does 
not require N SV  clearan ce, the clearance wili autom aticaily lapse  1 2  months 
after transfer. Should they transfer back to a post requiring N SV  clearance 
within the 12  month period, the force m ust decide whether to review  the 
clearan ce or accept it at fa c e  vaiue, taking into account o v e rse a s  residence 
during the period and the fact that the individual would not have been subject 
to the usual aftercare arrangem ents. Should the individual transfer back to a 
post requiring N SV clearan ce 1 2  or m ore months following the initial transfer, 
the N SV  clearan ce will have expired and must b e  renew ed.

14 .  R e sp o n s ib ilit ie s

14 . 1  This S O P  is owned by the A C PO  Professional Standards Committee.

14 .2  Responsibility for implementing and reviewing the S O P  rests with the ACPO  
National Vetting Working Group.

15. A s s o c ia te d  D o cu m en ts and P o lic ie s

A C PO  / A C P O S  National Vetting Policy for the Police Community 
Cabinet Office Security Policy Fram ework (formerly the Manual o f Protective
Security)
Authentication S O P  2  
Recruitment Vetting S O P  3
M anagem ent Vetting and Enhanced M anagem ent Vetting S O P  4 
Non Police Personnel Vetting S O P  5 
A ppeals/R eview  Procedure SO P  9 
Aftercare S O P  10
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1 .  Introduction

1 . 1  This Standard Operating Procedure (SO P) supports the A C PO /A C PO S 
Mationa! Vetting Policy for the Police Community (NVP) and associated  
docum ents and poiides.

1 .2  This is a  new S O P .

2 . A p p lication

2 .1  This S O P  com es into force on 1^  August 2 0 10 .

3 . P u rp o se

3 .1  The purpose o f conducting vetting interviews with the subject is to obtain a 
sufficientiy d e a r  picture o f the subject’s  past iife and current circum stances to 
satisfy  the force o f their integrity and that he or sh e  is not, and Is unlikely to 
becom e, a  security risk. Not all applicants will require a vetting interview but 
they should be conducted w here the vetting information collated ra ises 
queries or doubts about particular issu es. Although vetting interviews m ay be 
required in respect o f any type o f vetting application it is iikely that they will be 
more common in respect of m anagem ent vetting and enhanced m anagem ent 
vetting (SO P  4) and this guidance is written with that in mind. It is based  on 
the Cabinet Office Security Vetting Investigation and A ssessm en t Guide.

3 .2  It is advisab le that interviews are conducted after departm ental, criminal, 
financial and security record checks have been m ade to en sure that the 
Interviewer h as the fullest possib le information prior to the interview, if a 
vetting interview is conducted before ail relevant Information is available it 
m ay be n ece ssary  to conduct a  second interview where there remain 
unresolved doubts.

3 .3  Interviews a s  part o f the p ro cess to grant National Security DV clearance 
must only be conducted by suitably trained and accredited personnel.

4. P r o c e s s

4 .1

4 .2

Thorough preparation Is essentia! and this includes not only assim ilating all 
the relevant docum entary infomnatlon but a lso  establishing an appropriately 
professional relationship with the subject prior to the interview. The m anner 
in which this is done vdll se t the tone for all subsequent contact.

The s u c c e s s  o f the vetting interview, a s  with other a sp e cts  o f vetting, 
d epen ds largely on the honesty of the subject. Lying or concealing the truth 
or deliberately withholding information when completing appiication/vetting 
form s or during a vetting Interview is regarded a s  a  very serious matter, 
whether it com es to light immediately or at som e iater stag e , it is, therefore, a 
requirement o f any vetting interview that, at the beginning, it Is m ade d e a r  to 
the subject that absolute honesty is required and that deceit at any stage  of 
the p ro cess m ay impact upon their appiication. it should a lso  be m ade clear 
that if su b jects ’ provide information which m ay give rise to security concerns it 
d o es  not necessarily  m ean that their application wili be declined -  each  c a s e  
is considered on its merits.

4 .3  The subject should be taken through the form s they h ave  com pleted and 
asked  whether there are  an y inaccuracies which he or sh e  would wish to
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correct or whether there h ave  been an y ch an ges in circum stances since they 
w ere com pieted. T he interviewer shouid m ake sure that the subject h as 
understood ail the questions asked. Particular attention should be paid to 
those questions concerning criminal convictions, security information and 
financiai circum stances. The interviewer shouid be consistent and cover the 
sam e relevant a re a s  with all subjects.

4 .4  In order to obtain and retain a su b ject's full co-operation, it is important that 
interviews do not a ssu m e the form of an interrogation but are  handled with 
sensitivity. T hose conducting the interview should never m ake assum ptions 
or display a  judgem ental stan ce  and. appreciating the sensitivity and 
importance of the interview, should display unswerving neutrality, it should 
be rem em bered that the subject Is being asked  to d iscu ss matters which they 
might not d iscu ss  even  with c lose family and friends, it is therefore important 
to establish a  rapport with the subject.

4 .5  The confidentiality afforded to information generated a s  a  result of a  vetting 
enquiry must be em phasised . The w ay in which sensitive information Is dealt 
with will dictate the extent to which people are  prepared to entrust you with it. 
The m anner o f those conducting the interview m ay be more effective than any 
verbal assu ran ce s  about confidentiality.

4 .6  The focus of the questions must be on those a re a s  linked to the decision 
making p ro cess -  avoid seek in g u n n ecessary detail on non relevant issu es.

4 .7  T ake time to explain to su b jects both the principles and p ro cess of vetting 
procedures, and the n ecessity  for enquiries to cover the a re a s  that they do. 
The reaso n s for the interview and sensitive nature of so m e of the questions 
must be explained to the subject and their consent to proceed sought, if a 
subject indicates he or sh e  finds it difficult to d iscu ss the matter every effort 
shouid be m ade to discover whether the process might be m ade e asie r  by a 
different interviewer (e.g. one of the sam e  se x  a s  the subject) and w herever 
practicable such requ ests shouid b e  accom m odated and documented.

4 .8  The rationale for d iscussing sensitive m atters at a  vetting interview, for 
exam ple, disability, faith and race issu es, would need to be explained to 
satisfy the subject that th ese  issu e s  in th em selves would not preclude a 
su ccessfu l vetting process. To som e, even  discussing these issu e s  ra ises 
fears of discrimination.

4 .9  Any issu e s  revealed which relate to the subject’s  health shouid be referred to 
Occupationai Health for a  recommendation.

4 .1 0  If a  subject absolutely re fu ses to d iscu ss a  relevant matter it will be n ecessary  
to point out that the force will have no alternative but to take this into account 
in reaching a  decision and that this might, ultimately, lead to the refusal of
clearance.

4 . 1 1  Whilst being organised and having planned adequately those conducting 
interviews shouid also  be prepared to be flexible to m eet unexpected 
dem ands. Whilst there will be a b asic  interview structure in mind, allowing the 
subject free  rein to exp re ss  his or her v iew s can be a useful source of 
information.

4 .1 2  A lw ays conclude the interview by seek in g to establish that the subject is 
content with the m anner in which it h as been conducted. This provides an 
opportunity to d e a r  up any m isunderstanding, provides feedback  about the
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perform ance of the interviewer and red u ces the iikeiihood of a  subsequent 
complaint.

4 .13  Subsequen t reports or interview notes should be fram ed in a  w ay  which is 
d early  free  from an y subjective vaiue-judgem ents. They should include the 
rationaie/evidence for making/reaching a particular decision/condusion.

4 .1 4  The a re a s  to be explored will vary betw een subjects but m ay include one or 
more o f the following areas:

C areer to date including satisfaction/dissatisfaction with the em ployer; 
Relationships (e.g. marriage/co-habitation, family, friends and asso ciates); 
Personal circum stances (e.g. dom estic arrangem ents):
Lifestyle (e.g. foreign travel and contacts, drug and alcohol u se, hobbies, 
sports, study);
Criminal activity;
Personal beliefs (e.g. political extremism);
Actual or potential conflicts o f interest;
Financial circum stances.

4 . 1 5  C are  should be taken to ensure that legislative constraints, such a s  the Data 
Protection Act, are not breached a s  part of the interview pro cess.

5. Responsibilities

5 .1  This SO P  is owned by the A C PO  Professional Standards Committee.

5 .2  Responsibility for implementing and reviewing the Standard Operating 
Procedure rests with the A C PO  National Vetting Working Group.

6 . A s s o c ia te d  D o cu m en ts an d  P o lic ie s

•  ACPO  / A C P O S National Vetting Policy for the Police Community
•  Security Policy Fram ework (SP F )
•  Cabinet Office Security Vetting Investigation and A ssessm en t Guide
•  M anagem ent Vetting and Enhanced M anagem ent Vetting S O P  4
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1 . Introduction

1 . 1  This Standard Operating Procedure (SO P) supports the A C PO  / A C P O S 
National Vetting Policy (NVP) for the Police Community (NVP) and associated  
docum ents and policies,

1 .2  This is a  new Standard Operating Procedure,

2. A p p lication

2 .1  This S O P  com es into Force on 1̂  ̂A ugust 2 0 10 ,

2 .2  This S O P  applies to all levels of Force Vetting,

3 . P u rp o se

3 .1  This S O P  is b ased  on the following pnndples;

•  The public is entitled to expect that police forces will recruit people who 
dem onstrate the highest standards o f professional conduct, honesty and 
integrity;

•  T h ose  who work for, and with, police forces can be vulnerable to pressure 
from criminals and others to d isclose information;

•  Convictions, cautions and other materia! information which reflects on 
persona! integrity must be revealed  by police officers and others in the 
evidential chain, in accordance with the Crown Prosecution Service  (C P S) 
Prosecution T eam  D isdosure Manual, to the C P S  on every occasion  that 
they submit a  statem ent o f evidence In a  criminal c a se . This information 
will be used by the C P S  to a s s e s s  the strength o f the individual’s  evidence 
and, if the c a s e  proceeds, it is likely then to be d isclosed  to the defence 
and m ay be u sed  in open court to attack the credibility of the officer. Such 
an occurrence couid undermine the integrity of the evidence, the w itness 
and the force;

•  Poiice forces should not recruit people with convictions, cautions and 
judicial or other formal d isposals, which m ay caii in to question the 
integrity o f the applicant or the service;

•  Each  c a s e  must be dealt with on its individual merits.

3 .2  In this guidance the term caution’ includes reprimands, forma! w arnings and 
final warnings which must be declared regard less of the date o f the ‘caution’ . 
Other form s of restorative justice are a lso  included. The term convictions' 
includes ‘sp e n t convictions. T he Rehabilitation o f O ffenders Act 19 7 4  
(Exceptions) Order 19 7 5  provides that the Act shall not apply to the police 
service. Police forces are  therefore entitled to a sk  all prospective applicants 
for appointment to or direct em ploym ent by a poiice force, or third parties 
em ployed for the purposes of, or to assist, a C onstable of a  police force to 
revea! spent convictions during the recruitment or vetting p rocess. This does 
not apply to the spent convictions of applicants' fam ilies or asso c ia tes .

3 .3  C a s e s  of criminai/anti-social behaviour w here the c a s e  d isposal h as been by 
w ay o f fixed penalty notice(s) should a iso  be taken Into consideration. For 
vetting purposes, fixed penalty notices are  to be treated a s  a  caution.
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4. Process

Recruitment V e tt in g

4.1 Before recruiting anyone to vrork in a police force thorough checks must be 
undertaken to ascertain vyhether anything is known to the detriment of the 
appiicant, his/her spouse or partner, dose relatives, in-iaws, or those residing 
or associating with the appiicant and any self declared or discovered criminal 
associations, which could heighten vulnerability, bring discredit upon, or 
otherwise cause embarrassment to the police service.

4.2 Checks on the PNC/CHS/CIS, force crime information system, local 
intelligence, counter terrorism databases, and other relevant non-conviction 
database systems will be appropriate for the applicant and their spouse or 
partner, close relatives, in-laws, or those residing or associating with the 
applicant and any self dedared or discovered criminal associations.

4.3 Other force intelligence checks should be conducted on the applicant and 
others. The IMPACT Nominal Index (INI) should be used to achieve this 
purpose, as per the provisions of SOP 13.

4.4 Such checks should be conducted promptly to avoid delays in processing the 
applications and forces have agreed to a reciprocal turn round of such 
requests within 14 caiendar days.

4.5 Where appropriate, searches should also be made against Military and Police 
Professional Standards databases.

5. Criminal Convictions/Cautions Criteria

5.1 The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 provides 
that the Act shall not apply to the police service. Police forces are therefore 
entitled to ask all prospective applicants for appointment to or direct 
employment by a police force, or third parties employed for the purposes of, 
or to assist, a Constable of a police force to reveal spent convictions during 
the recruitment or vetting process. This does not apply to the spent 
convictions of applicants’ families or associates.

5.2 The convictions criteria to be applied to recruitment vetting can be found at 
Appendix A,

5.3 In view of the v/ide range of duties now carried out by police staff the vetting 
criteria identified at Appendix A, must be applied equally to the recruitment of 
police officers, police staff and members of the special constabulary.

5.4 The criminal convictions and cautions criteria defined by this SOP must be 
used to assess each application on an individual basis. Eligibility will depend 
on the nature and circumstances of the offence, it is not possible to set out a 
toll list of convictions that will preclude a person from Joining the police 
service. Each case will be considered on its merits, and if the offence is 
deemed sufficiently serious a person will be rejected irrespective of age at the 
time of offending. Force Vetting Units (FVU) should base their decision on 
the available information. There is no obligation upon the FVU to 
reinvestigate the allegation.
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5.5 There may be circumstances where an individual does not fait within the 
criteria, but whose suspected involvement in crime, or criminai associations, 
make an offer of appointment inappropriate.

5.6 The requirements Chapter 18 of the Crown Prosecution Service Prosecution 
Team Disclosure Manual must be considered when making decisions on 
suitability.

5.7 All decisions must be clearly documented and must include the rationale 
behind the decision.

6. Application

6.1 Applicants must declare if they have ever been investigated, arrested, 
summonsed, charged, cautioned or convicted for any offence by any UK or 
non-UK Police Force, Law Enforcement Agency or any other statutory 
prosecuting authority or agency -  this includes, but is not limited to;-

• Traffic offences (Including fixed penalty notices excluding 
parking);

• Receipt of an absolute/conditional discharge or bindover;
• Receipt of a reprimand, warning, final warning or caution or other 

form of restorative justice as an adult or juvenile;
• Being the subject of an Anti-Social Behaviour Order, Football 

Spectator Banning Order, Risk of Sexual Harm Order, Harassment 
Order;

• Being issued with a Penalty Notice for Disorder or other Fixed 
Penalty Notice (other than for parking).

In addition, the following must also be declared:

• Any involvement with the military authorities on disciplinary 
matters (whether involving court martial or not);

• Involvement in a criminal investigation as a suspect (whether or 
not this has led to a prosecution);

• Association 'with criminals;
• Being subject of Service Confidence Procedure;
• Any other matters 'which might be relevant.

6.2  Applicants must be advised to carefully read the appropriate notes for 
guidance when completing application forms.

6 .3  Applicants should not be informed that they have been ‘successful pending 
the satisfactory completion of security checks’. They should be informed that 
any offer of appointment is made on the satisfactory completion of ail medical, 
reference and vetting procedures.

Undisclosed Convictions

6.4  Where an applicant has failed to disclose a conviction, caution or other 
relevant information as outlined above, his or her application should be 
rejected at this stage on the grounds of honesty and integrity.
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Outstanding Charges and Summonses

6.5 Where an individua! discloses any outstanding investigation the decision 
should be deferred until the outcome is known, at which point it will be 
considered in accordance with this guidance.

HM Forces

6.6 Serving members of the armed forces who are convicted of any criminal 
offence by a military tribunal will normally have any such offence recorded on 
the Police National Computer (PNC). This will Include any aspect of a 
conditional discharge. In certain circumstances, the PNC is not updated. 
Therefore, It Is essential that a military check is undertaken on ail applicants 
who have previously served in the armed forces.

Relatives and Associates with Criminal Convictions or Cautions

6.7 Where relatives or the associates of an applicant are found to have unspent 
convictions or cautions for recordable offences, or there is intelligence 
suggesting involvement in criminal activity, the following should be 
considered;

• The likelihood that the applicant's performance and discharge of duty will 
be adversely affected e.g. through adverse pressure or a conflict of
interests;

• The nature, number and seriousness of the offences or involvement in 
criminal activity and the time over which these took place;

• Whether the circumstances are likely to bring discredit to or embarrass the 
police service or police force.

6.8 A decision that an applicant is ‘unsuitable’ on the basis of relatives’ 
convictions, intelligence material or his/her criminal associations should be 
taken by the FVO. The results of checks on relatives and associates must 
not be disclosed to an applicant. (See SOP 16).

Non-Police Personnel

6.9 There are different levels of non-police personnel vetting and the convictions 
and cautions criteria to be applied will vary according to the level of access to 
police assets and/or information. The criteria identified at Appendix A should 
be applied to NPPV Levels 2 and 3, whilst the criteria identified at Appendix B 
should be applied to NPPV Level 1.

6.10 All decisions must be clearly documented and any deviations from the 
guidance in this SOP should be carefully considered and authorised at the 
appropriate level.

7. Responsibilities

7.1 This SOP is owned by the ACPO Professional Standards Committee.

7.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.
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8. Associated Documents and Policies

ACPO / ACPOS Natiofiat Vetting Policy for the Police Community 
Security Policy Framework (SPF)
National Police Improvement Agency (NPIA) Circular 01/2010
CPS Prosecution Team Disclosure Manual
The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975
Recruitment Vetting SOP 3
Non-Police Personnel Vetting SOP 5
Risk Assessments SOP 16
Adverse information and Judicial Findings SOP 17
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
Mationa! Vetting Poiicy for the Police Community (NVP) and associated 
documents and poiides.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on August 2010.

3. Purpose

3.1 The purpose of this SOP is to confirm the appeais/review processes in 
respect of adverse vetting decisions.

4. Process

Scope of the Appeal and Review Processes

4.1 Where applicants are notified of an adverse vetting decision, they should be 
informed of the existence of the appeal / review procedures.

4.2 The following processes are to be used for appeals against, or reviews of, 
adverse vetting decisions; that is the refusal, withdrawal or suspension of 
clearance, and applies to the following forms of vetting;

Recruitment Vetting (RV)
Management Vetting (MV)
Enhanced Management Vetting (EMV)
Non Police Personne! Vetting (review oniy)
National Security Vetting (NSV) at all levels 
Transferees and Rejoiners (review only)

4.3 Requests for an appeal or a review must be made in writing and must be from 
the applicant themselves, or endorsed by the applicant.

4.4 When a written request for an appeal or review has been received, where 
possible, individuals will be provided with the reason for their refusal in 
writing, unless doing so would be likely to;

Damage national security;
Result in the force breaking any law;
Frustrate the prevention or detection of crime;
Impede the apprehension or prosecution of offenders;
Result in the disclosure of sensitive information;
Breach the confidentiality of any information provided in confidence.

4.5 It should be noted that the Chief Officer reserves the right to refuse 
appointment without giving reason under Section 6 Poiice Act 1996 and the 
Police (Scotland) Act 1967.

Version ;10 Paae 2 August 2010

MOD200015219



For Distribution to CPs

5. Procedure

Appeais

Recruitment Vetting {RV}, Management Vetting (MV) and Enhanced 
Management Vetting (EMV)

5.1 If an internal applicant disputes the decision to refuse, withdraw or suspend 
RV. MV or EMV clearance, a letter of appeal must be forwarded via the Force 
Vetting Officer (FVO) to an officer of ACPO/ACPOS rank, or other nominated 
individual who has not been involved in the original decision, wthin 14 days of 
receipt of a written notification of the decision. The officer of ACPO/ACPOS 
rank will consider the case within 28 days of receipt of the letter of appeal. 
The Individual will be given the opportunity to make personal representation 
and may be accompanied by a friend or staff association or Trade Union 
representative. The officer conducting the appeal will inform the applicant in 
writing of the result of the appeal as soon as practicable after the decision has 
been made. Any decision reached will be final.

5.2 Appeals by members of Police Staff should be considered by a panel 
comprising an ACPO(S) member and a member of the relevant Police 
Authority, reflecting that the Police Authority is the empioyer for Police Staff.

5.3 External applicants for RV, MV and EMV posts have no right of appeal 
against a decision not to grant them vetting clearance, it is suggested that 
they should, however, be given the opportunity to have the decision reviewed 
(see below).

National Security Vetting

5.4 A decision not to grant any levei of NSV clearance can only be challenged 
where the decision wiii have a prejudicial effect on the individual’s current 
employment. Where clearance Is refused as part of a recruitment process, if 
cannot be challenged.

5.5 For individuals who are already appointed or employed, forces should have in 
place an internal appeais process to consider challenges by Individuals to 
adverse security clearance decisions. Police staff appeais must have the 
involvement of a member of the Police Authority.

5.6 Where internal appeais procedures have been exhausted, but the individual 
remains dissatisfied with the outcome, they may seek to appeal to the 
independent Security Vetting Appeals Panel (SVAP), or may use other legal 
processes. SVAP Is not available to individuals who have been refused NSV 
clearance as part of a recruitment process.

Counter Terrorist Check (CTC)

5.7 Individuals who have already been appointed who are refused CTC clearance 
have the right to appeal within force to a nominated officer of AC PC rank and 
finally to the Independent SVAP. For cases involving members of Poiice Staff, 
the appeal in force should be heard by a panel consisting of a nominated 
officer of ACPO rank and member of the Police Authority.
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Security Check (SC)

5.8 Individuais who have already been appointed who pass the MV procedure, 
but are subsequently refused SC clearance, can appeal within force In the 
first instance, to a nominated officer of ACPO Rank (the Scottish Government 
Appeals Panel in Scotland), and finally to the independent SVAP, For cases 
involving members of Police Staff, the appeal in force should be heard by a 
panel consisting of a nominated officer of ACPO rank and member of the 
Police Authority.

5.9 External applicants for SC designated posts have no right of appeal either 
Vi/ithin the force, or to the independent SVAP.

Developed Vetting (DV)

5.10 Appeals by serving individuals against a decision by the nominated ACPO 
Officer, or the Departmental Security Officer (DSO), not to grant DV 
clearance, are heard initially by the Chief Officer and finally by the 
independent SVAP. In cases where the applicant is the Chief Officer, 
direction should be sought from the Home Office Departmental Security 
Officer (DSO) or Scottish Government.

Reviews

5.11 There Is no right to a review for any applicant. However, it is suggested as 
best practice, that a review procedure is made open to the following;

RV (external applicants); 
MV (external applicants) 
EMV (external applicants) 
NPPV
Transferees and rejotners;

Recruitment Vetting

5.12 External applicants for recruitment to the police community have no right of 
appeal against a decision not to offer them appointment. However, it is 
suggested as best practice that a review procedure is made available. There 
is no right to a personal hearing.

5.13 Requests for review should be made in writing within 28 days of receiving 
notification of the decision not to grant clearance. The review should be 
conducted by a nominated individual not previously involved in the case, who 
has a working knowledge of vetting policies. The reviewer will view the case 
file together with any additional information provided by the applicant within 
28 days of receipt of the letter, and will communicate the review decision In 
writing, as soon as practicable following the decision. Any decision made will 
befnal.

5.14 Ail reviews must be made in line with the guidance contained within this 
policy. A documented rationale of the review decision must be maintained 
with the vetting file for audit trail purposes.

M V  a n d  E M V  (E x te r n a l A p p lic a n ts )

5.15 External applicants for recruitment to the police community have no right of 
appeal against a decision not to offer them empioyment or appointment.
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However, it is suggested as best practice that a review procedure is made 
avaiiable. There is no right to a persona! hearing.

5.16 A ietter requesting a review should be forwarded to the nominated officer 
within 14 days of receipt of written notification of the decision. The review wili 
be conducted by a nominated individual who has not been involved in the 
original decision, who will review the original decision within 28 days of 
receipt of the letter of review and wili provide the applicant with a written 
statement outlining the result of the review. The decision reached wili be 
final. There is no right to personal representation at a review.

5.17 All reviews must be made In tine with the guidance contained within this 
policy. A documented rationale of the review decision must be maintained 
with the vetting file for audit trail purposes.

NPPV
5.18 Applicants for NPPV have no right of appeal against a decision not to grant 

the relevant level of clearance. However, it is suggested as best practice that 
a review procedure is made available. There is no right to a personal hearing.

5.19 Requests for review should be made in writing within 28 days of receiving 
notification of the decision not to grant dearance. The review should be 
conducted by an individual not previously involved in the case, who has a 
working knowledge of vetting poiicies. The reviewer wiii view the case file 
together with any additional information provided by the applicant within 28 
days of receipt of the ietter, and wiii communicate the review decision in 
writing, as soon as practicable following the decision. Any decision made wili 
be final.

5.20 Aii reviews must be made in line with the guidance contained within this 
policy. A documented rationale of the review decision must be maintained 
with the vetting file for audit traii purposes.

Transferees & Re-Joiners
5.21 Transferees and rejoiners have no right of appeal against the vetting decision. 

However, it Is suggested as best practice that a review procedure is made 
avaiiabte.

5.22 Requests for review should be made in writing within 28 days of receiving 
notification of the decision not to grant clearance. The review should be 
conducted by an individual not previously involved in the case, who has a 
working knowledge of vetting policies. There is no right to a personal hearing. 
The reviewer will view the case file together with any additional information 
provided by the applicant within 28 days of receipt of the letter, and wili 
communicate the review decision in writing, as soon as practicable following 
the decision. Any decision made wiii be final.

5.23 Aii reviews must be made in line with the guidance contained within this 
policy. A documented rationale of the review decision must be maintained 
with the vetting file for audit traii purposes.
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6. Responsibilities

6.1 This SOP is owned by the ACPO Professional Standards Committee.

6.2 Responsibility for impiementing and reviev̂ ing this SOP rests with the ACPO 
National Vetting Working Group.

7. Associated Documents and Policies

• ACPO / ACPOS National Vetting Policy for the Police Community
• Security Policy Framework (SPF)
• Police Act 1996
• Police (Scotland) Act 1967
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1. introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS National 
Vetting Policy for the Police Community (NVP) and associated documents and 
policies.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on 1̂  ̂August 2010.

2.2 Whilst ail levels of vetting clearance should be subject to an aftercare process, 
only specified levels are time limited and require renewal.

3. Purpose

3.1 Aftercare is arguably the most important part of any enhanced vetting process. 
Vetting is based on a ‘snapshot in time’. The subject’s persona! circumstances 
can, and often will, be subject to a significant change over time and this may 
affect their suitability to maintain their clearance, it is therefore vita! that the 
individual's suitability is assessed over time through a comprehensive aftercare 
regime. Specified levels of clearance are time limited and require renewal after 
that time period has passed.

3.2 it is the responsibility of the Force Vetting Officer (FVO) to ensure that aftercare I  
renewals of clearances are completed.

4. Process

Aftercare

4.1 All individuals who are subject to the vetting process must report any changes in 
their personal circumstances which may be of relevance to their clearance. Such 
changes may include, but are not limited to;

change of home address; 
change in partner; 
co-habitant details;
involvement in a criminal investigation as a suspect;
arrest for criminal offence;
conviction for a criminal offence;
receipt of fixed penalty notice;
bankruptcy;
adverse County/Sheriff Court Judgement;
entry into an individual Voluntary Arrangement (IVA);
known / suspected criminal association;
relevant changes in medical condition -  to be notiHed and acted upon by 
Occupational Health.
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4.2 Due to the sensitive nature of information which may be disclosed as part of the 
aftercare process, it is important that those subject to vetting have sufficient trust 
in the confidentiality of the procedures to enable full and frank disclosure.

4.3 Whilst individuals should be able, and encouraged, to make such disclosures at 
any time fo!towing vetting clearance, those holding Management Vetting (MV), 
Enhanced Management Vetting (EMV), Security Check (SC) and Developed 
Vetting (DV) clearance should also be subject to an Annual Security Review. 
The standard questionnaires for these are attached as Appendix 1.

4.4 The FVO wilt reserve the right to conduct personal interviews with those holding 
designated posts as part of the aftercare process.

Renewals

4.5 Certain levels of vetting clearance are subject to renewal. The table below 
shows which levels require renewal and the timescales attached;

Clearance L e v e l R e n e w a l P e r io d

RV 10 years
CTC 10 years

5 years for Non-Police Personnel
MV 5 years

EMV 5 years
SC 10 years

SC Enhanced 5 years
DV Initially 5 years following initial 

clearance and then must be 
renewed every 7 years thereafter.

NPPV 1 12 months
NPPV2 3 years
NPPV 3 5 years

4.6 Where an individual who holds National Security Vetting (fstSV) clearance 
transfers to a post which does not require NSV clearance, the clearance will 
lapse 12 months after transfer. Should they transfer back to a post requiring NSV 
clearance 12 or more months following the initial transfer, the NSV clearance will 
have expired and must be renewed.

Adverse Information

4.7 Where the aftercare process reveals a change in circumstances which may have 
a prejudicial effect on the individual’s suitability to maintain the relevant level of 
clearance, consideration should be given to withdrawal of that clearance. Only in 
the most serious of cases should clearance be withdrawn.

4.8 Decisions relating to the withdrawal/maintenance of vetting clearance following 
the discovery of adverse information must be clearly documented and kept on the 
subject's vetting file.
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4.9 Where the Line Manager's assessment contains negative responses, these 
shouid be fuily investigated and verified before being reiied upon to support any 
action in relation to vetting clearance.

4.10 The aftercare process may aiso reveal information which relates to a breach of 
Poiice (Conduct) Regulations/Standard of Professional Behaviour, about which 
the force was previously unaware, in such circumstances, the matter must be 
immediately referred to the Head of Professionai Standards for appropriate 
action, in addition, any consideration in relation to the withdrawal of clearance in 
such circumstances should be made in consultation with the Head of 
Professional Standards as doing so may prejudice an investigation.

4.11 Forces should have in pi ace documented appeals procedures for cases where 
clearance is withdrawn.

4.12 Where NSV clearance is withdrawn the Security Services must be informed (see 
SOP 6).

5. Responsibilities

5.1 This SOP is owned by the ACPO Professional Standards Committee.

5.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

6. Associated Documents and Policies

ACPO / ACPOS Nationa! Vetting Policy for the Police Community 
Security Policy Framework (SPF)
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
Non-Poiice Personnel Vetting SOP 5 
National Security Vetting SOP 6 
Appeals/Review Procedure SOP 9
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
Mationa! Vetting Poiicy for the Police Community (NVP) and associated 
documents and polcies.

1.2 This is a new SOP.

2. Appiication

2.1 This SOP comes into force on August 2010.

2.2 This SOP applies to:
• individuals who wish to transfer from one Police Force to another;
• those who have resigned from the Police Service and wish to rejoin at a 

iater date;
• those rejoining under the 30+ scheme ;
• those returning from secondment;

Additionally, it also applies to:
• Police Staff who have been dismissed;
• Police Officers who have been dismissed;
• Police Officers who were required to resign;

and who have successfully appealed against the original sanction and have 
been re-instated.

2.3 It also includes any other extended period of absence.

2.4 It does not apply to those who have been absent from force for a significant 
period of time on medical grounds.

3. Purpose

3.1 The purpose of this SOP is to ensure Police Officers, members of the Specia! 
Constabulary or Police Staff who are rejoining their previous force, joining 
another after a break in service, or are transferring to another force have 
been Force Vetted and National Security Vetted (NSV) to the appropriate 
levels, as set within the NVP, and that the vetting Is current and not historical.

3.2 It is a requirement to ensure that the Integrity of the individual is beyond 
question and that there are no outstanding complaints or matters currently 
under Investigation.

3.3 Occasions have arisen where Service Confidence or similar procedures have 
been instigated for transferees who had commenced duty In the receiving 
force’ where concerns have been raised as to their honesty and integrity 
whilst serving with the 'parent force’, in some cases, the motivation for the 
transfer has been the avoidance of detection within the ‘parent force’, with 
some transferees subject to active Professional Standards investigations. A 
number of transferees have had to return to their ‘parent force' to attend 
hearings in respect of serious disciplinary offences.

3.4 There have also been occasions when officers have transferred from one 
force to another and failed to declare a criminal matter which their parent 
force was unaware of and which would be a clear reason for failing their
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application, in addition to leading to a discipline board and possible dismissal 
within their current force.

3.5 Where officers transfer between forces their previous vetting fiie(s) should 
transfer 'with them.

3.6 it should be noted that, where Police Officers, members of the Special 
Constabulary or Police Staff have been dismissed/reguired to resign 
and subsequently return to work, the commencement of appointment 
cannot be delayed in the absence of security vetting. Where such Police
Officers, members of the Special Constabulary or Poiice Staff subsequently 
return to work and vetting checks reveal adverse information covering the 
dismissal period the Professional Standards Department v/ill be notified. 
They will consider if the Police Officer, member of the Special Constabulary 
or Police Staff has breached regulations or their conditions of service and 
take action accordingly, if the adverse information relates to National 
Security Vetting the appropriate measures should be taken immediately.

4. Process

4.1 Under Home Office procedures, transferee application forms for police 
officers up to the rank of Super!ntendent\ are sent directly by applicants to 
the ‘receiving force' without notification to the ‘parent force’. The only contact 
applicants have with their ‘parent force’ Is to obtain copies of their last two 
personal appraisa[/development records, sickness record for the previous 
three years, print-outs of complaints and misconduct records, and awards and 
commendations. Applicants are required to collate this information and send 
it directly to the ‘receiving force' recruitment unit.

4.2 A procedure has been devised to synchronise with guidance issued by the 
Home Office and the possible Introduction of a new Home Office Transferee 
Application Form to be adopted by forces for transfers up to the rank of 
Superintendent.

4.3 Transfers between forces are voluntary arrangements with no right of appeal. 
However, there can be a request for a review of the procedure and decision. 
This must be made in writing to an officer of ACPO/ACPOS rank, or other 
nominated individual who has not been involved in the original decision. Ail 
decisions made will be final.

4.4 On occasions, applicants may have previously applied to Join the receiving 
force, either on initial recruitment or as a transferee, and had their application 
rejected. In these circumstances forces should review whether the original 
grounds for rejection remain valid.

4.5 For Poiice Officer re-joiners. Police Staff and members of the Special 
Constabulary, applications will be routed through the ‘parent force' 
Personnei/HR Departments or in line with existing local force arrangements. 
Forces should put in place a process for dearly identifying previous police 
service, 'which wiil initiate the checks as detailed below. In addition, such 
individuals should be specifically asked about previous police service, and 
careful consideration given to the reasons provided for leaving and applying 
to rejoin.

i i ic l ijd e s  po lice  fo rces in E ng la iid . S co tland , W a les , P S U ! and  B TP .
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5. Checks

5.1 A!! checks as detailed in the Recruitment Vetting SOP (SOP 3) should be 
carried out as a minimum.

5.2 Individuals should not be permitted to transfer or rejoin without consultation 
with both the parent and receiving force Professional Standards Department, 
and with the Force Vetting Officer/Unit, irrespective of the length of time 
absent from the force.

5.3 Where the transferee holds National Security Vetting (NSV) clearance then 
the clearance level should be transferred provided there has been no break in 
service and it can be demonstrated that the aftercare requirements have been 
satisfied. A copy of the vetting file should transfer with the officer.

5.4 It is important that the fijll Professional Standards record of the individual is 
disclosed as well as any concerns over integrity through the Health Check. It 
is accepted that any concerns over integrity may not be disclosed between 
Force Vetting Units and that disclosure may be confined between the fevo 
respective Professional Standards Departments. The process as highlighted 
within Appendix A should be adopted.

6. Refusal

6.1 Chief Officers retain the right to reject any application without stating a reason 
under Section 6 of the Police Act 1996 and the Police (Scotland) Act 1967.

6.2 Where Police Officers or Police Staff return to work from secondment and 
vetting checks reveal adverse information covering the secondment period 
the Professional Standards Department will be notified. They will consider if 
the Police Officer or member of Police Staff has breached regulations or their 
conditions of service and take action accordingly.

7. Appeals

7.1 Transferees and re-joiners have no right of appeal against the vetting 
decision. However, it is suggested as best practice that a review procedure is 
made available.

8. Reviews

8.1 Requests for a review should be made in writing within 28 days of receiving 
notification of the decision not to grant clearance. The review should be 
conducted by an individual not previously involved in the case, who has a 
working knowledge of vetting policies. There is no right to a personal hearing. 
The reviewer will view the case file together with any additional information 
provided by the applicant within 28 days of receipt of the letter, and will 
communicate the review decision in writing, as soon as practicable following 
the decision. Any decision made will be final.

8.2 All reviews must be made In line with the guidance contained within this 
policy. A documented rationale of the review decision must be maintained 
with the vetting file for audit trail purposes.
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9. Responsibilities

9.1 This SOP is ovi/ned by the ACPO Professionai Standards Committee.

9.2 Responsibility for implementing and revievving the SOP rests vvith the ACPO 
National Vetting Working Group.

10. Associated Documents and Policies

ACPO / ACPOS National Vetting Policy for the Police Community 
Security Policy Framework (SPF)
Recruitment Vetting SOP 3 
National Security Vetting SOP 6 
Aftercare/Renewa! of Clearance SOP 10 
Police Act 1996 
Police (Scotland) Act 1967
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1. introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS
National Vetting Policy for the Poiice Community (NVP) and associated 
documents and policies,

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on 1 ̂  August 2010.

2.2 This SOP relates to the vetting of individuals specifically returning from a 
career break.

2.3 Career break and extended periods of absence policies and procedures are 
owned and administered by force HR departments

2.4 A career break is an extended period of leave from work that begins with an 
intention to resume working at an agreed date in the future and is open to 
both Police Officers and Poiice Staff.

2.6 The reasons for requesting a career break will generally fall wthin one of the 
following categories:

• Personal Development -  e.g. extended periods of travel or voluntary 
service overseas;

• Education -  e.g. to pursue fuii time education; and
• Family care/carer responsibiiities - e.g. to care for children or dependants.

2.6 Individuals on career break will continue to be regarded as serving police 
officers/employees of the force, and remain subject to Police Regulations and 
force Conditions of Service,

2.7 Acts of misconduct committed whilst on a career break will be dealt with in 
accordance with Police Regulations and force Conditions of Service. The 
individual, regardless of location, must report any changes in personal 
circumstances, involvement in legal proceedings or criminal investigations, 
allegations or convictions.

3. Purpose

3.1 The purpose of this SOP is to ensure all Poiice Officers and Poiice Staff who 
return to the service following a career break are security cleared to the 
required levels as designated by the NVP.

4. Process

4.1 Individuals who have been on a career break will submit a fuii vetting 
application, including a declaration indicating whether or not they have come to 
the attention of the police or relevant Law Enforcement Agencies, through their 
HR Manager prior to their return. The application will be clearly marked 
indicating the length of time the Poiice Officer or member of Poiice Staff has 
been on a career break together with the details of any time spent out of the 
country.
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4.2 ff any adverse information iikeiy to give rise to disciplinary action or misconduct 
proceedings is found or declared during the vetting process the Force Vetting 
Officer (FVO) should immediately notify the Professional Standards 
Department. Consideration should then be made as to whether appropriate 
action against the Police Officer or member of Police Staff Is to be taken.

4.3 If the adverse information relates to National Security Vetting (NSV) the 
appropriate measures should be taken immediately (see SOP 6).

5. Responsibilities

5.1 This SOP is owned by the ACPO Professional Standards Committee,

5.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

Associated Documents and Policies

* ACPO / ACPOS National Vetting Policy for the Police Community
* Security Policy Framework (SPF)
* Recruitment Vetting SOP 3
* National Security Vetting SOP 6
* Other Force Vetting Checks SOP 13
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
National Vetting Policy for the Police Community (NVP) and associated 
documents and policies.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on 1 ̂  August 2010.

3. Purpose

3.1 The purpose of the Other Force Vetting Checks {IMPACT Nominal Index) 
SOP is to ensure that, for all levels of vetting, enquiries are made against 
relevant intelligence and information databases.

3.2 The requirements for Police Officer Recruitment Vetting are outlined In 
National Police Improvement Agency (NPIA) 01/2010, entitled, ‘Police Officer 
Recruitment: Eligibility Criteria for the Role of Police Constable’. The Circular 
includes guidance on the checks to be undertaken prior to the acceptance of 
applicants. These include qualifications, nationality, finances, criminal 
convictions, armed services checks and references.

3.3 Forces should ensure that vetting enquiries are made across all Force areas, 
by utilising the IMPACT Nominal Index (INI). Forces should support each 
other in ensuring the integrity of all vetting processes by responding promptly 
to such requests following a positive trace on the INI, or as a result of an LIO 
check in forces which do not fully upload to INI.

4. Process

4.1 Prior to any request for information being sent to another force, it is 
imperative that a PNC check be carried out on the individual(s) to be 
checked. This will prevent unnecessary checks being carried out where an 
individual would ordinarily fail vetting.

4.2 All forces have been provided with Impact Nominal Index (INI) licenses 
specifically for vetting. The INI should be used to make enquiries in other 
force areas. Certain forces do not upload ail relevant data onto INI, where an 
individual has resided in such a force area local intelligence enquiries should 
be undertaken. This practice should continue until ail forces upload all data to 
INI.

4.3 INI checks should be conducted on the applicant and others named on the 
application form, regardless of where they have resided.

4.4 Where access to IN! has been granted searches using INI should be the 
means of checking if anything is known about an individual. The check 
should be conducted on the applicant and any other individual named on the 
vetting documentation or, where information has given rise to the need to 
expand the search, any other individual discovered during vetting enquiries. 
The search should be undertaken using the find nominal’ field.
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4.5 Again, in the absence of INI, where the application has disclosed previous 
armed services employment, or such employment has been discovered, a 
check must be carried out with the relevant service.

4.6 Upon discovery that there is information held elsewhere within the UK not 
provided for within INI or where access to IN! has not been granted then the 
request for information should be extended to include that force area where 
the Information is held.

4.7 Any positive ‘traces' on INI must be followed up with a formal request to the 
relevant Force(s) Vetting Unit (regardless of whether that force area was 
identified on the applicant's documentation) giving relevant details of the trace 
obtained via INI along with the core details of name, date and place of birth, 
to facilitate the further search. It is recommended that the relevant record 
held on INI should be transferred into a ‘PDF or ‘word’ document and 
forwarded to the force(s) which holds the information requested.

4.8 The request should be by way of secure email using the generic .pnn police 
email address system. Use of fax and post should be avoided.

4.9 All forces should create a single vetting email address and vetting single point 
of contact (SPOC) to receive and coordinate ail requests from other forces.

4.10 All material and/or information and/or intelligence to be revealed should be 
returned to the Force Vetting Unit who made the request. It is the 
responsibility of the requesting force to decide upon the relevance of the 
information. All material provided must be treated in accordance with the 
Data Protection Act and the 5x5x5 intelligence grading restrictions (for DPA 
purposes the force responding to the request remains the Data Controller and 
therefore, retains legal responsibility for any breaches of DPA relating to any 
fijrther distribution or disclosure of materia! provided and therefore, 5x5x5 
restrictions must be made clear to the receiving force).

4.11 All forces should respond to the request for information within the ACPO 
National Vetting Working Group (NVWG) Service Level Agreement of 14 
calendar days. The response, and request, should be through the preferred 
option of secure e-mail as above.

4.12 In addition, If there is any record that another force has, or may have, 
information or intelligence on that individual, then the existence of such 
information should be disclosed to the requesting force.

4.13 If through the examination of force records the existence of relatives or 
associates with Information or intelligence held on them is discovered, this 
should be disclosed to the requesting force.

5. Checks

5.1 Checks must be carried out on all the individuals named on the application 
form. With regard to non-police personnel, checks must always be made on 
the applicant and made on the extended family, as appropriate. Vetting 
enquiries should be conducted in respect of all individuals named on the 
vetting questionnaires who are over the age of criminal responsibility i.e. 10 
years in England and Wales, 8 years in Scotland.
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6. Disclosure

6.1 All checks should be recorded and managed and the reply retained by both 
the sending and receiving force. All information and intelligence passed 
should be assessed using the National Intelligence Model 5x5x5 system and 
Data Protection Principles to ensure robust data protection, management and 
an audit of the exchange of information.

6.2 The ‘receivers’ of the information are not the ‘owners’ of the information. Any 
request for disclosure should be discussed with the ‘owning’ force as a matter 
of routine prior to any response. Particular care must be taken when the 
information relates to intelligence, In this case before disclosure of any 
information, or existence of such information, contact must be made with the 
owning force. However, directing the individual towards another force area 
can in itself highlight the existence of information or intelligence, thus, great 
care must be taken in matters of this nature. In this case, it is essential that 
there Is a clear, audited dialogue bet'A/een the forces.

7. Responsibilities

7.1 This SOP is owned by the ACPO Professional Standards Committee.

7.2 Responsibility for implementing and reviewing the Standard Operating 
Procedure rests with the ACPO National Vetting Working Group.

8. Associated Documents and Policies

ACPO/ACPOS National Vetting Policy for the Police Community 
Security Policy Framework (SPF)
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
Non-Police Personnel Vetting SOP 5 
National Security Vetting SOP 6
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
Mationa! Vetting Policy for the Police Community (NVP) and associated 
documents and polcies.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on August 2010.

3. Purpose

3.1 The purpose of reciprocal vetting is to ensure that everyone working in Force 
Vetting Units (FVUs) are vetted to an appropriate standard and that, to 
maintain the confidentiaiity, integrity and independence of the process, it is 
conducted by a force other than the parent force.

3.2  !n view of the sensitive nature of the work, the ACPO Nationai Vetting 
Working Group at their meeting of 1 March 2007 agreed that cross force 
reciprocal vetting should be included as an option within Version 3  of the 
MVP.

3.3 Forces are recommended to support this initiative for the following reasons:

• The difficulties of conducting enquiries in relation to colleagues, 
particularly where matters relating to their personal life are revealed and 
may make it difficult for the working relationship to continue unaffected 
with members of their immediate team having that kno'Aledge;

• Conducting in-house enquiries on colleagues may render individuals 
vulnerable to allegations of corruption due to the associations and close 
working relationships that might develop within a small team;

• Where issues are raised by the vetting process reciprocal vetting wiii 
ensure that objective and impartial decisions are made.

3.4 it is recommended that individuals in FVUs be subject to Management Vetting 
(MV), with Enhanced Management Vetting (EMV) and Security Check (SC) 
clearance aiso where appropriate.

4. Process

Note; ‘parent’ force refers to the force requesting that vetting be undertaken whilst 
‘partner’ force refers to the force conducting the vetting checks,

4.1 The sponsor within the parent force should notify the partner force that a 
potential new appointee requires vetting and provide basic contact and post 
details.

4.2 The partner FVU should issue the relevant forms to the subject for
completion.

4.3 The individual should complete the relevant forms and return them under 
confidential cover direct to the partner FVU. Forces entering in to reciprocal 
vetting must decide and agree bet'jveen themselves the arrangements for
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conducting the necessary Management Vetting and Enhanced Management 
checks prior to vetting activity commencing.

4.4  The partner force should initiate enquiries that do not need reference to the 
parent force, such as Police National Computer (PNC)/Criminal History 
System (CHS) and financial checks.

4.5 The partner force should initiate those enquiries required from the parent 
force, such as intelligence checks, special branch, company records as 
appropriate. The parent force should process the required checks and return 
the results direct to the partner FVU.

4.6 The partner FVU should prepare a vetting summary and submit it to the 
partner Force Vetting Officer (FVO) with copies of all traces for decision.

4.7 The partner FVO should make a recommendation to the parent force in the 
manner agreed by them at the start of the process. Where the 
recommendation is to withhold clearance, all information must be passed to 
the parent force to enable an informed decision to be made. Forces entering 
in to reciprocal vetting process must clearly agree and document their agreed 
process in this respect prior to vetting activity commencing.

4.8 Since the final decision rests with the parent force, they also hold 
responsibility for aftercare arrangements and review and/or appeal 
procedures.

5. Responsibilities

5.1 This SOP is owned by the ACPO Professional Standards Committee,

5.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

6. Associated Documents and Policies

• ACPO/ACPOS National Vetting Policy for the Police Community
• Security Policy Framework (SPF)
• Management Vetting and Enhanced Management Vetting SOP 4
• National Security Vetting SOP 6
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1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
National Vetting Policy for the Police Community (NVP) and associated 
documents and policies.

1.2 This is a new SOP

2. Application

2.1 This SOP comes into force on 1 ̂  August 2010.

2.2 This procedure applies to the foilowng levels of clearance;

Recruitment Vetting (RV)
Management Vetting (MV)
Enhanced Management Vetting (EMV)
Security Check (SC)
Developed Vetting (DV)

3. Purpose

3.1 The purpose of this procedure Is to ensure that, where relevant, Force Vetting 
Units (FVUs) are made aware of business interests/secondary working.

4. Process

4.1 Each force should have its own policy relating to secondary working and 
business interests for police officers, police staff and members of the Spedai 
Constabulary. The policy should be owned by either force Human Resources 
Departments or Professional Standards Departments.

4.2 Management of Business interests is not a vetting function.

4.3 In accordance with each force’s procedures, it is the responsibility of the 
designated authority for that force (HR or Professionai Standards) to assess 
the nature of the business interest/secondary employment. In reaching the 
decision, they should consider whether there is the potential for any 
prejudicial effect on the individual's suitability to maintain the relevant level of 
clearance. In certain cases, advice should be sought from the Force Vetting 
Officer (FVO).

4.4 It is not possible to provide a definitive list of factors which should be taken 
into consideration when making such a decision, however, the following are 
examples of factors which may be of relevance:

• Nature of the business interest/secondary empioyment;
• Potential for a conflict of interest between the individual’s roie within the 

force and the business interest/secondary employment;
• Potential for the business interest/secondary empioyment to lead to 

future financial difficulties for the individual;
• Whether or not the business interest/secondary empioyment wili require 

the individual to associate with known criminais/persons of interest.

4.6 Each case must be decided on its individua! merits, taking all relevant 
information into consideration.
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4.6 Where an individuai's application is granted, they should be reminded that 
they are under an obligation to notify the relevant authority for that force of 
any significant change in circumstances.

5. Responsibilities

5.1 This SOP is owned by the ACPO Professional Standards Committee,

5.2 Responsibility for Impiementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

6. Associated Documents and Policies

ACPO / ACPOS National Vetting Policy for the Police Community 
Security Policy Framework (SPF)
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
National Security Vetting SOP 6
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO/ACPOS 
Mationaf Vetting Poiicy for the Police Community (NVP) and associated 
documents and policies.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on 1̂  August 2010.

2.2 This SOP should be used where adverse information Is revealed on third 
parties relevant to a vetting clearance.

3. Purpose

3.1 The purpose of this SOP is to assist with the documentation of the decision 
making process where adverse information is revealed on third parties during 
the vetting process. It is recognised that there will be occasions where an 
individual who applies for vetting clearance Is associated with those about 
whom adverse information is heid. The risk assessment procedure outlined 
below wiil enable any potential risk posed by this to be assessed and 
therefore a reasoned explanation behind the decision whether or not to grant 
clearance to the applicant can be maintained.

4 .  Process

4.1 Where adverse information relating to a third party is revealed, consideration 
must be given to what risk this information poses to;

a) the organisation:
b) the individual;
c) the public.

T h ird  P a r ty

4.2 A third party is any individual whose details have been supplied as part of the 
vetting process, or about whom information has been uncovered as part of 
enquiries undertaken during the vetting process. Examples of third parties 
indude, but are not limited to;

Parents:
Partners:
Siblings;
Chidren;
Extended famiiy;
Partner's extended famiiy; 
Co-habitant:
Business partners;
Known associates.

4.3 Whilst a definitive list of factors which should be taken into consideration 
cannot be made, the following are factors which may count in support of / 
against granting clearance.
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Factors Against Ciearance Being Granted

4.4

Evidence of joint enterprise;
Currency of convictions / cautions of the third party; 
Currency of intelligence relating to third party; 
Gravity of offences committed by third party;
Nature of relationship;
Fiduciary relationship between parties.

Factors in Support of Ciearance Being Granted

Evidence of distance between applicant and third party; 
Currency of convictions / cautions of third party; 
Currency of intelligence relating to third party;
Gravity of offences committed my third party;
Openness of applicant;
Ignorance of third party’s activity.

The factors listed above should only be used as a guide as to what kind of 
information should be taken into consideration. It is stressed that each case 
must be decided on its own merits, taking ail relevant information into 
account.

4.5 Where a decision is made to grant clearance following a risk assessment, 
safeguards should be put in piace to minimise the risk posed. These may 
include;

a) Management Intervention -  close line management supervision may be 
recommended if the risk assessment shows that there is the potential for 
a conflict of interests;

b) Ethical Interview -  it is advised that, where practicable, an ethical 
interview should be conducted with the applicant to ascertain the exact 
nature of their relationship with the third party and also to ascertain what 
level of knowledge they have of the third party's activity;

c) Disclosure -  in extreme cases, it may be pertinent to disclose the 
information relating to the third party to the applicant. However, it is 
recommended that such a decision should only be made at Executive 
level, having considered all ramifications, including legislative restraints, 
such as the Data Protection Act.

4.6 Where R\/ clearance is granted to an individual who has known risks and / or 
vulnerabilities associated to them, sanctions cannot be made against them at 
a later date on the basis of these known issues.

4.7 Where the applicant has omitted the declaring of an individual whose details 
are required on vetting forms and adverse information is held about that 
individual, the assumption should be that the details have been deliberately 
omitted and should ordinarily be treated as an integrity issue in the first 
instance.

Version  3.0 Pag e  3 A u g u s t  2 0 1 0

MOD200015248



For Distribution to CPs

5. Responsibilities

5.1 This SOP is owned by the ACPO Professionai Standards Committee.

5.2 Responsibility for impiementing and reviev̂ ing the SOP rests 'with the ACPO 
National Vetting Working Group.

6. Associated Documents and Policies

ACPO/ACPOS National Vetting Policy for the Police Community 
Security Policy Framework (SPF)
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
Non-Poiice Personnel Vetting SOP 5 
National Security Vetting SOP 6 
Vetting interviews SOP 7

Version  3.0 Pag e  4 August 2010

MOD200015249



For Distribution to CPs

ACPO Professional Standards Committee

S ta n d a rd  O p e ra tin g  P ro c e d u re  N u m b e r  1 7 
A dverse In form ation  and Jud ic ia l F indings (TA IN T)

ProtBctivB
M ark ing

NOT PROTECTiVELY MARKED

Pubtication Schefne Y/N Yes
fitie Adverse Information and Judicial Findings (TAINT)
Version

3.0
Summary This Standard Operating Procedure supports the 

ACPO / ACPOS National Vetting Policy for the Police 
Community

Management
ACPO National Vetting Working Group

Author Carol Benton [Lancashire], Stewart Finiayson 
[Strathclyde], Jonathan Gupta [Staffordshire], Bob 
Lane [Warwickshire], Alan McCawley [MPS]

Date created August 2010
Review date August 2011

Version 3.0 Page 1 August 2010

MOD200015250



For Distribution to CPs

1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO / ACPOS 
Nationai Vetting Policy for the Poiice Community (NVP) and associated 
documents and poiicies.

1.2 This is a new SOP

2. Appiication

2.1 This SOP comes into force on XXXXX.

3. Purpose

3.1 The purpose of this SOP is to ensure that issues relating to taint are taken 
into consideration when determining whether vetting clearance should be 
granted or not.

3.2 The principles of taint are set out in Chapter 18 of the Crown Prosecution 
Service (CPS) Prosecution Team Disclosure Manual (previously the Joint 
Operational Instructions -  JOPI).

3.3 The driver for the Implementation of taint is best demonstrated through case
law.

3.4 R V Edwards (1991) -  This case was an appeal against a conviction for 
armed robbery. The SIO had been the subject of a disciplinary reprimand for 
forging Interview notes in a previous case. This was not disclosed to the 
defence in the original trial. The appeal was allowed and the conviction 
quashed.

3.5 R  V Gunev (1998) -  This was an appeal against a conviction for possession 
of drugs and firearms. A number of officers involved in the origlnai arrest & 
investigation had been Investigated under Operation JACKPOT (an internal 
misconduct investigation). Details of Operation JACKPOT had not been 
disclosed to the defence in the original trial. Again, the appeal was allowed.

3.6 In the above case, the following judicial comment was made;
“Evidence of previous misconduct may help demonstrate that the weight to be 
attached to the evidence of a witness is limited or derisory”.

4. Process

4.1 When a Police Officer, Special Constable or member of Police Staff is 
required to give evidence at Court in England and Wales in their official 
capacity, they are required to complete a form MG6B, disclosing relevant 
Information, such as:

Details of any criminal convictions/cautions, spent or otherwise and 
penalty notices;
Details of any criminal offences for which summons have yet to be 
issued;
Details of any criminal proceedings which have not been completed; 
Details of any adverse Judicial Findings or comment in a criminal or 
civil court that the individual has misled the court;
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4.2

• Details of Police discipline (including Police Staff)
o  Disciplinary findings of guilt at a misconduct tribunal 
c:. Relevant formal written warnings and relevant disciplinary 

cautions
o Disciplinary proceedings which have not been completed.

Any infomnation disclosed is evaluated by the CPS and may be forwarded to 
the defence.

4.3 It is therefore of the utmost importance that those whose evidence cannot be 
relied upon in Court are not recruited to police forces.

4.4 It should be borne in mind that there are anomalies between taint and 
National Police improvement Agency (NPIA) Circular 01/2010.

4.5 Under the above circular, it would be possible for a tainted individual to be 
appointed as a Police Officer.

4.6 When considering applications for RV clearance the ramifications of historic 
convictions/cautions for certain offences, such as those involving 
deception/violence, should be evaluated in light of the requirements of 
Chapter 18 of the CPS Disclosure Manual i.e. such offences which would 
always be disclosed to the CPS.

4.7 The Impact of appointing an individual who is tainted cannot be 
underestimated and can heavily affect the deployment of such an Individual 
on appointment, and in some cases throughout their career. Generally, the 
impact of taint will lessen as the time since the ‘finding' recedes. Thus, when 
recruiting or appointing a tainted individual, they must be made aware of the 
impact that such a requirement will have on their career. Particular care 
must, therefore, be taken when clearing a candidate who will have to disclose 
matters outlined in paragraph 4.1.

4.8 Further guidance can be obtained from the CPS Prosecution Team 
Disclosure Manual, Chapter 18.

5 . S c o t la n d

5.1 A joint protocol exists in Scotland between the Scottish Police Service and the 
Crown Office and Procurator Fiscal Service (COPFS). A service v/ide 
agreement sets out business rules for the disclosure to the defence of 
statements, previous convictions and outstanding charges.

5.2 In Scotland, previous convictions and outstanding charges are recorded on 
the Criminal History System (CHS) and a CHS number is allocated to the 
person who is the subject of such a record.

5.3 Scottish police forces carry out regular checks and details of ail Police 
Officers in Scotland with CHS numbers are sent to the COPFS and entered 
on a secure database. Pnor to any trial a search of the database is made by 
COPFS to ascertain if any of the police witnesses are recorded. The decision 
to disclose convictions or outstanding previous charges Is at the discretion of 
COPFS and is dependent on a number of matters.

5.4 At present the process only applies to police officers.
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6. Responsibilities

6.1 This SOP is owned by the ACPO Professional Standards Committee.

6.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

7. Associated Documents and Policies

• ACPO / ACPOS National Vetting Policy for the Police Community
• Crown Prosecution Service (CPS) Prosecution Team Disclosure Manual 
- NPIA Circular 01/2010
• Recruitment Vetting SOP 3
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1. Introduction

1.1 This Standard Operating Procedure (SOP) supports the ACPO / ACPOS 
National Vetting Policy for the Police Community (NVP) and associated 
documents and policies.

1.2 This is a new SOP.

2. Application

2.1 This SOP comes into force on August 2010.

2.2 This SOP applies to all applicants who are required to undergo financial 
checks for either force vetting or national security vetting purposes.

3. Purpose

3.1 All members of the police service are in a privileged position with regard to 
access to information and could be considered potentially vulnerable to 
corruption.

3.2 The purpose of conducting financial checks is to meet the force’s obligations 
in respect of the prevention of crime and public safety by assessing 
applicants’ financial position, either at the point of entry in to the organisation 
or as they apply to move into sensitive or designated’ posts.

4. Process

Force Vetting

Recruitment Vetting

4.1 National Police Improvement Agency (NPIA) Circular 01/2010 states that 
applicants to the police service should normally be free from undischarged 
debt or liability and be able to manage existing loans. The emphasis should 
be on the sensible management of debt.

4.2 ACPO National Vetting Policy Version 1 recommended that the same 
standards be applied to applicants for police staff roles.

4.3 Paragraph 4 of Schedule 1 to the Police Regulations 2003 states that a 
member of a police force shall not wilfully refuse or neglect to discharge any 
lawful debt. This applies to Police Officers and Members of the Special 
Constabulary only, not Police Staff.

4.4 Application and/or vetting forms will include a number of finance related 
questions and the security vetting process should include a check with a 
credit reference agency.

4.5 Applicants who have existing County Court / Sheriff Court Judgements 
outstanding against them should not be considered.

4.6 Applicants who have discharged the County Court Judgements / Sheriff Court 
Judgements should be considered.
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4.7 Applicants who are subject of a current Individual Voluntary Arrangement 
(IVA) / Trust Deed should not be considered.

4.8 Applicants who have discharged the IVA / Trust Deed should be considered.

4.9 Applicants who have been registered bankrupt / subject of sequestration and 
their bankruptcy / sequestration debts have not been discharged should not 
be considered.

4.10 Applicants who have been registered as bankrupt / subject of sequestration 
and their bankruptcy / sequestration debts have been discharged should not 
be considered until three years after the discharge of the debt.

4.11 For the purposes of police recruitment, former Directors of limited companies 
which have become insolvent who apply to the police force should be treated 
as if he/she were bankrupt even though the debts are in the name of the 
company.

4.12 Careful consideration should be given where a credit reference check reveals 
that applicants have defaulted account(s).

4.13 Where debts are declared, the financial vetting check should be made at the 
start of the recruitment process. Otherwise, It may be conducted post 
assessment and prior to appointment.

Non-Police Personnel Vetting (NPPV)

4.14 Financial checks are required for NPPV Levels 2 and 3 and the above 
principles should be applied (see SOP 5).

Management Vetting (MV)

4.15 The purpose of MV is to provide a means of ensuring that persons serving In 
‘designated’ posts, with access to sensitive police Information, intelilgence, 
financial or operational assets, have been assessed as to their reliability and 
integrity.

4.16 During the course of the vetting process applicants’ are asked to provide 
details about their financial circumstances. This Information is checked 
against a credit reference agency. As individuals are most vulnerable when 
they have large debts which they cannot sustain, the purpose of financial 
enquiries is to ensure they have direct or indirect access to sufficient funds to 
minimise the risk of vulnerability to financial inducement. Where anomalies 
are noted between their dedaration and the information provided by the credit 
check or where there Is a need to clarify a particular issue, individuals wili be 
interviewed.

4.17 When financial information has been provided ‘in confidence’ as part of the 
vetting process the risk of compromise is significantly reduced. Applicants 
should be re-assured that there is no need to be concerned about mortgage 
and credit card commitments that are in line with their Income, providing they 
have the ability and will to meet the commitments. Debts oniy become a 
problem where they are substantial and individuals in ‘designated’ posts fail to 
take remedial action or where they are caused by compulsive behaviour e.g. 
gambling. Debts notified during the process will be dealt with In confidence 
and from a welfare perspective.
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4.18 Where finandat probtems are identified during the vetting process the Force 
Vetting Officer (FVO) wll! discuss the issue with the applicant and wilt, where 
possible, rather than refuse vetting clearance, seek to manage the problem 
within the workplace through welfare support or by discussing the issue with 
the relevant line manager, with the agreement of the applicant, if the 
applicant refijses to consent to such a 'management’ process then MV 
clearance is unlikely to be granted.

4.19 If a line manager becomes aware that an individual serving in a ‘designated’ 
post has financial difficulties then they should explore the issue with them and 
seek welfare intervention at an early stage. The FVO should also be advised.

National Security Vetting

4.20 The current policy for national security vetting is contained within the Cabinet 
Office’ Security Policy Framework and details can also be found in National 
Security Vetting SOP 6. Financial checks form part of the Security Check 
(SC) and Developed Vetting (DV) processes.

4.21 ACPO(S) Vetting Policy states that it Is only when applicants for SC or DV 
clearance have received MV clearance that the additional SC checks should 
be carried out. Thus the financial vetting check will be carried out as part of 
the MV process.

5. Responsibilities

5.1 This SOP is owned by the ACPO Professional Standards Committee.

5.2 Responsibility for implementing and reviewing the SOP rests with the ACPO 
National Vetting Working Group.

Associated Documents and Policies

ACPO / ACPOS National Vetting Policy for the Police Community 
Security Policy Framework (SPF)
NPiA Circular 01/2010 '
Poiice Regulations 2003 
Recruitment Vetting SOP 3
Management Vetting and Enhanced Management Vetting SOP 4 
Non-Police Personnel Vetting SOP 5 
National Security Vetting SOP 6
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1. Introduction

1.1 This Standard Operating Procedure {SOP} supports the ACPO i ACPOS 
INIationai Vetting Policy for the Police Community (NVP) and associated 
documents and policies.

1.2 This is a new SOP,

2. Application

2.1 This SOP comes into force on 1̂  August 2010.

3. Glossary of Terms

ACPO

ACPOS

ARC

BC

BS

CHS

CIS

CRC

CSA

CTC

DPA

DSO

DV

DVA

DWP

ECHR

EEA

EIA

EMV

Version 3.0

Association of Chief Police Officers

Association of Chief Police Officers in Scotland

Application Registration Card

Basic Check

Baseline Standard

Criminai History System

Criminai intelligence System

Credit Reference Check

Customer Supplier Agreement

Counter Terrorist Check

Data Protection Act 1998

Home Office Departmental Security Officer

Developed Vetting

Defence Vetting Agency

Department of Work and Pensions

European Convention Human Rights

European Economic Area

Equality Impact Assessment

Enhanced Management Vetting
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FMO Force Medicai Officer

FSM Force Security Manager

FSO Force Support Officer

FVO Force Vetting Officer

FVOAG Force Vetting Officers Advisory Group

GPMS Government Protective Marking Scheme

H U G Her Majesty’s Government

HMiC HM Inspectors of Constabulary

HMRC Her Majesty's Revenue and Customs

HOC Home Office Circular

HSB Head of Special Branch

iAG independent Advisory Group

ilNli IMPACT Nominal Index

ISA Independent Safeguarding Authority

LIO Local Intelligence Office(r)

MV Management Vetting

MOD Ministry of Defence

MoPS Manual of Protective Security (now replaced see
SPF)

NPIA National Police Improvement Agency

NPPV Non-Police Personnel Vetting

NSV National Security Vetting

NVWG National Vetting Working Group

peso Police Community Support Officer

PNC Police National Computer

PSC Professional Standards Committee

RV Recruitment Vetting

SB Special Branch

SC Security Check Vetting
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SCRO Scottish Criminal Records Office

SOP Standard Operating Procedure

SPF Security Policy Framework 
(Previously MoPS)

STRAP Handling regime for the most sensitive of Security 
and Intelligence Assets

SVAP Security Vetting Appeals Panel

■gsi Government Secure Intranet

4. Responsibilities

4.1 This SOP is ovi/ned by the ACPO Professionai Standards Committee,

4.2 Responsibility for implementing and reviewing the Standard Operating 
Procedure rests with the ACPO National Vetting Working Group,

5. Associated Documents and Policies

• ACPO / ACPOS National Vetting Policy for the Police Community
• Security Policy Framework (SPF)
. NPIA Circular 01/2010
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