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Ch ie f officers are authorised to  retain, control 
and use data fo r a "p o lic in g  purpose". This 
essentially means the investigation, detection 
and prevention o f crime. W h ile  alm ost all staff 
can access police com puter systems fo r an 
authorised purpose, there have been many 
exam ples o f our staff accessing systems for 
non-authorised purposes.

Staff w ho  access com puter systems fo r a non
authorised purpose are liable to  be prosecuted 
fo r the crim inal offences o f 'unauthorised 
access’ under section 1 o f the Com pute r M isuse 
A c t 1990, o r 'obta in ing, d isclosing o r procuring 
the disclosure o f data fo r a non authorised 
purpose ’ under section 55 o f the Data 
Protection A c t 1998.

O ffences o f this nature can be punishable w ith 
imprisonment. The ind iv idual is also liable to 
face m isconduct proceedings fo r fa ilu re to  meet 
the appropriate standards o f e ither 
confidentiality, o r under orders and instructions, 
and these can be assessed as gross m isconduct.

Generally an authorised purpose is the 
investigation o f crime, how ever it w ou ld  be a 
m istake fo r a staff m em ber to  conduct o r 
request a check on a police com puter system in 
any matter that related to  them  personally, 
w ithou t first obta inm g the approval o f  a line 
manager. For exam ple, conducting  a veh icle 
check on a vehicle registered to  a  ne ighbour o r  
on a  vehicle registered to  an estranged

partner's new  partner or accessing a crime 
report in relation to  a friend w ho  has been a 
v ictim  o f crime is likely to  be viewed as checks 
fo r personal reasons, and not fo r a legitimate 
police purpose. Just because an individual has 
general authority to  access police com puter 
systems, this does not preclude them  from  
com m itting  offences under the Data Protection 
Act. A  recent House o f Lords case stated that 
the fact that a police officer had the general 
authority  to  access police com puter systems did 
not mean that they had authority to access 
them  fo r a non-authorised purpose.

It is c lear from  relevant research that there is a 
very lim ited legitimate access to  police 
com puter systems, and if the access is not in 
relation to  the investigation, detection or 
prevention o f crime, and fits w ith  you r role, 
then such access w ill probab ly be deemed as fo r 
a non-authorised purpose. Just to  emphasise 
the seriousness o f non-authorised access, a 
recent case involved an officer w ho accessed a 
force intelligence system in relation to  checks 
on the ir and an ex-partner’s m otor vehicle.
This access resulted in several charges of 
m isconduct in a public office, and a subsequent 
sentence o f nine m onths im prisonm ent 
suspended fo r tw o  years.

The judge in the case com m ented, "In the 
m odern w orld it is ax iom atic (self evident / 
obvious) that the police must hold huge 
am ounts o f in form ation about all citizens". It is 
vital we all have confidence in its safe keeping, 
and those w ho  have access to  it. A n y  misuse o f 
that access by a public servant brings the 
system into disrepute and underm ines the trust 
the public m ay have in the police.

This should give a d ea r w arn ing to  all m embers 
o f Durham  Constabu lary o f  the  seriousness in 
w hich non-authorised access o f police computer 
systems is viewed, it  is essentia! that if any 
m em ber has any doubt abou t the valid ity o f a 
particu lar check, they should seek gu idance and 
authority  from a supervisor o r marjager before 
carry ing ou t such a check. If authority is no t 
g iven then you should not carry ou t the check.
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