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Force Inform ation Risk Appetite Statem ent.

1 Purpose

T h e  p u rp o se  o f th is  d o cu m e n t is to  d e fin e  th e  In fo rm a t io n  A s su ra n ce  R isk  
A p p e t ite  S ta te m e n t  fo r  S u rre y  Po lice . T he  s ta te m e n t w ill e n a b le  peop le , 
p a r t ic u la r ly  th o se  in v o lv e d  in In fo rm a t io n  R isk  M a n a g e m e n t, to  ta k e  w e ll 
c a lcu la te d  r is k s  w hen  o p p o r tu n it ie s  a r is e  th a t  w ill im p ro ve  se rv ic e  d e liv e ry  
and , c o n v e rs e ly ,  to  a lso  id e n t ify  w hen  a m o re  c a u t io u s  a p p ro a ch  sh ou ld  
be ta k e n  to  m it ig a te  th re a ts  o r r isk s .

In a d d it io n , th e  In fo rm a t io n  R isk  A p p e t ite  a s s is ts  in e m b e d d in g  a cu ltu re  
o f in fo rm a tio n  r is k  m a n a g e m e n t and  a cco u n ta b ility .

2 Governance

T h e  r is k  a p p e t ite  s ta te m e n t fo r  S u rre y  Po lice  is  s e t  by th e  S e n io r  
In fo rm a t io n  R is k  O ff ice r  (D e p u ty  C h ie f C o n s ta b le )  and  v a lid a te d  by th e  
N a tio n a l A c c re d ito r .

3 Definitions

• Risk Appetite se ts  o u t th e  a m o u n t o f r is k , a t  a c o rp o ra te  le ve l, th e  
fo rc e  is  p re p a re d  to  a ccep t, to le ra te  o r  be e xp o sed  to  a t a n y  po in t 
in t im e .

• Risk Tolerance a llo w s  fo r  v a r ia t io n s  in th e  a m o u n t o f r is k  th e  fo rce  
is p re p a red  to  a c c e p t fo r  a p a r t ic u la r  p ro je c t  o r  b u s in e s s  a c t iv ity .  It 
w ill ta k e  in to  c o n s id e ra t io n  th e  p o lit ic a l o r  o p e ra t io n a l im p e ra t iv e s  
d r iv in g  th e  a c t iv ity ,  and  a sk  in th e  c o n te x t  o f th e  p a r t ic u la r  a c t iv ity ,  
w h e th e r  th e re  a re  ce rta in  c a te g o r ie s  o f r is k  w h ich  th e  o rg a n isa t io n  
m ay  be m o re  o r  le ss  w illin g  to  a ccep t.

4 Context

T he  s tra te g ic  p r io r it ie s  fo r  S u rre y  Po lice  a re :

• Confidence and satisfaction -  k e ep in g  p u b lic  co n fid e n ce  in th e  
p o lice  h igh  and  en su r in g  sa t is fa c t io n  w ith  th e  s e rv ic e  w e  d e liv e r  to  
lo ca l p eop le

• Safety - k e ep in g  p eop le  sa fe  from  ha rm

• Value for money - m ak in g  th e  m o s t o f o u r  p eop le  and  re so u rce s .

In fo rm a t io n  is a key  re so u rce  used  to  a ch ie v e  th e se  o b je c t iv e s , and  th e  
a v a ila b il ity  o f th a t  in fo rm a tio n  can  be im p e ra t iv e  to  o u r a c t iv ity .

F u rth e rm o re , th e  p o lice  s e rv ic e  has a h igh  p ro file  in th e  g o v e rn m e n t and  
n a t io n a l m ed ia , and  r is k s  to  re p u ta t io n , c re d ib ility ,  f in a n ce , co m p lia n ce  
( in c lu d in g  p r iv a c y  o f p e rso n a l d a ta )  m u s t be co n s id e re d  a g a in s t  b u s in e ss
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b e n e fits  w h ils t  a lso  m a in ta in in g  c o n fid e n ce  and  re a s su ra n ce  th a t  
in fo rm a tio n  r is k  is  be ing  a p p ro p r ia te ly  m an aged .

A s  su ch , in fo rm a tio n  m u s t be p ro te c ted  to  p re v e n t it from  be co m in g  a 
lia b ility  a s  in fo rm a tio n  b re a ch e s  can  e a s ily  c o m p ro m ise  th e  po lic in g  
o b je c t iv e s  o r an  in d iv id u a l's  p e rso n a l sa fe ty .

T h e re  is a lega l and  re g u la to ry  re q u ire m e n t to  p ro te c t  p e rson a l and 
s e n s it iv e  d a ta  th a t  is  ow ned  by  o r  m an ag ed  on b e h a lf o f th e  Fo rce , 
in c lu d in g  th e  Fo rce 's  d e liv e ry  p a rtn e rs . F a ilu re  to  do  so  a p p ro p r ia te ly  can  
re su lt  in s e r io u s  f in a n c ia l o r re p u ta t io n a l d a m a g e  ( th e  IC O  has th e  pow e r 
to  f in e  up to  £ 5 0 0 ,0 0 0  fo r  d a ta  p ro te c tio n  b re a ch e s .)

5 Description of Risk Appetite Levels

H M G  In fo rm a t io n  A s su ra n ce  S ta n d a rd  2 re fe rs  to  th e  f iv e  le v e ls  o f r isk  
a p p e t ite  w h ich  can  be ap p lie d  to  a b ro ad  ran g e  o f c o rp o ra te  r is k s . T h e se  
a re  d e fin ed  in th e  ta b le  be low :

Appetite
Levels

Description

Averse
(Low)

A v o id a n ce  o f r is k  and  u n ce rta in ty  is  a k e y  o b je c t iv e .
V /________
Minimalist
(Medium
Low)

P re fe re n ce  fo r  u ltra  sa fe  o p t io n s  th a t  n a ve  a low  oegret; ui 
in h e re n t  r is k  and  on ly  h ave  a p o te n tia l fo r  lim ite d  b u s in e ss
b en e fit___________________ _________________________________— -------------------

Cautious
(Medium)

P re fe re n ce  fo r  sa fe  o p t io n s  th a t  h a ve  a low  d e g re e  o f 
re s id u a l r is k  and  m ay  o n ly  h ave  lim ite d  p o ten tia l fo r  
b u s in e s s  b en e fit______ _________________ ____ _— _--------------------------------

Open
(Medium
High)

W illin g  to  c o n s id e r  a ll o p t io n s  and  ch o o se  th e  one  thaL i s  
m o s t lik e ly  to  re su lt  in su cce s s fu l d e liv e ry  w h ile  a lso  
n ro v id in a  an a c ce p tab le  leve l o f b u s in e s s  b e n e fit

Hungry
(High)

E ag e r to  be in n o v a t iv e  and  to  ch o o se  o p t io n s  b a sed  on 
n o ten tia l h ia h e r  rew a rd s  d e sp ite  g re a te r  in h e re n t r is k

6 National Risk Appetite Statement

In th e  p ro v is io n  and  u se  o f N a tio n a l S y s te m s , th e re  is a w id e r  c o m m u n ity  
to  co n s id e r. N a tio n a l s y s te m s  o ften  e n a b le  th e  sh a r in g  o f in fo rm a tio n  and  
in te llig e n ce , w h ich  can  be c ru c ia l to  e ff ic ie n t and  e ffe c t iv e  p o lic in g . 
S ta n d a rd is a t io n  in th e  p ro te c t io n  o f in fo rm a tio n  p ro v id ed  by N a tio n a l 
S y s te m s  is  o ffe red  th ro u g h  a c o n s is te n t  In fo rm a t io n  R isk  A p p e t ite  a c ro ss  
a ll fo rc e s /a g e n c ie s  u s in g  N a tio n a l S y s te m s .

The risk appetite for the national police service overall in relation 
to the use of national systems is defined by ACPO as 'Cautious .

T h is  im p lie s  th a t  fo rc e s  can  a d o p t a r is k  a p p e t ite  o f 'C a u t io u s  , o r a m o re  
a v e rse  r is k  a p p e t ite , d ep en d in g  on th e ir  a tt itu d e  and  b e h a v io u r.
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7 Surrey Police Risk Appetite Statement

Surrey Police has chosen to formally specify an 'Open' risk appetite.

The deviation from the national risk appetite is based on a risk- 
balanced requirement to support fast delivery of information 
solutions and communications in a rapidly changing environment 
and within a context of severe financial constraints and a 
requirement to deliver value for money for the public. It is 
recognised that National Systems have a wider impact, so they are 
deemed to attract more caution than local systems when it comes 
to accepting information risks.

T h e  R isk  A p p e t ite  re f le c ts  th e  leve l o f re s id u a l r is k  th e  S IR O  is c o m fo r ta b le  
to  a c c e p t in th e  F o rce 's  b u s in e s s  as u sua l; ta k in g  in to  co n s id e ra t io n :

• W illin g n e s s  to  pay  fo r  a d e q u a te  m it ig a t io n  o f in fo rm a tio n  r is k s ;

• O n g o in g  p o lit ic a l c o n te x t  and  o p e ra t io n a l im p e ra t iv e s  o f th e  
o rg a n isa t io n ;

• Im p a c t o f in fo rm a tio n  s e cu r ity  b re a ch e s ;

A nd  w e igh  up th e  a b o ve  w ith in  th e  fo llo w in g  R isk  C a te g o r ie s .

• C o m p ro m is e  o f po lice  o p e ra t io n s , e .g .

> R isk  to  life  and  sa fe ty ;
> D is ru p t io n  o f e m e rg e n cy  s e rv ic e s ;

> H in d ra n ce  to  th e  f ig h t in g  o f c r im e ;
> Compromise to judicial proceedings;

• D a m a g e  to  P o lice  re p u ta t io n  and  c re d ib ility ,

• U n d e rm in e d  c o n fid e n ce  in th e  g o v e rn m e n t;

• F in an c ia l lo sse s  and  p en a lt ie s ;

• B rea ch  in lega l o r  c o m p lia n ce  p o s it io n ;

• Lo ss  o f p e rso n a l o r  p r iv a te  in fo rm a tio n .

T h e  R is k  A p p e t ite  can  be used  in th e  fo llo w in g  w ays:

. To  in d ic a te  to  P ro je c t O w n e rs  th e  e x te n t  to  w h ich  th e y  need  to  
m it ig a te  r is k s  to  in fo rm a tio n  th a t  a re  in h e re n t  in new  s y s te m s

. To  in fo rm  th e  A c c re d ito r  (Fo rce  S e cu r ity  A d v is o r)  and  In fo rm a t io n  
A s s e t  O w n e rs  ( lA O s )w h e n  th e y  a re  ab le  to  s ig n  o ff a r is k  a s  be ing  
a c c e p ta b le  to  th e  b u s in e s s  o r  w hen  th e y  need  to  e s ca la te  a d e c is io n
to  th e  S IR O

• To  g u id e  r is k  o w n e rs  in th e  ty p e s  and  le v e ls  o f r is k  th e y  can  a cce p t 
on b e h a lf o f th e  fo rce
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• To inform the SIRO of when he/she cannot accept risks on nationai 
systems or on systems tha t have a nationai impact.

7 Applying the Risk Appetite

7.1 Surrey Local Systems

New information systems are subject to an Accreditation process whereby 
risks to  information are assessed and a decision made on how to mitigate 
and manage them is made. (Live systems are subject to an accreditation 
review on an annuai basis.) Project Managers must provide a Risk 
Management and Accreditation Document Set (RMADS) to the Accreditor 
capturing information about the system, the risks and the m itigations, and 
the Accreditor then makes a judgem ent on whether the risks are 
sufficientiy mitigated to go live. Residuai risks of sufficient concern should 
then be the subject of assessment against the risk appetite.

Therefore the Risk Appetite is an expression of attitude or behaviour 
which must map to something useabie by individuals within the risk 
management hierarchy; ie the maximum ievei of residuai risk tha t can be 
accepted on behaif of the force at each ievei in the risk management 
chain.

The delegation m atrix for iocai systems is shown beiow:

Residua! ' 
Risk Level

Risk Appetite , \ ^
Risk
Averse ,,

M inim alist : Cautious O pen : Hungry

v : ' i  V i c=vv Accreditor lAO lAO lAO lAO
Low ^ SIRO Accreditor T A D .... lAO lAO
Medium SIRO SIRO Accreditor lAO lAO
Medium-
High

SIRO SIRO SIRO Accreditor lAO

High SIRO SIRO SIRO SIRO Accreditor
Very Ir iih SIRO SIRO SIRO SIRO SIRO

Table 7.1

For example, for an information system under the 'Open' appetite:

• The maximum level of risk acceptable at lAO level is Medium

• The maximum level of risk acceptable at Accreditor level is Medium- 
High

• High or Very High Risks require escalation to the SIRO.

7.2 Nationally Connected Systems

As the ACPO National Risk Appetite is Cautious (overall) any information 
systems which connect to the National Systems must also have an equal 
or more averse appetite. This will also apply to any Surrey Police local 
system which meets any of the following criteria:
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• the system takes or holds copies of data from a national system

• the system produces or holds data which subsequently becomes 
national data

• the system receives data originating from national systems and/or 
other forces, including email.

The delegation m atrix fo r national systems, or local systems that meet the 
above criteria, is shown below:

Risk
I

Risk Appetite
Risk
Avi-i sc

MiliilVivdiLt. C au tiou s < i Hungry

Very Low National
SIRO

Surrey 
s il t :.- '

Surrey
A c c re d ito r

ji'iy
.Ace i edii.:r;r

SLi! rev
.Aecic.iuir

Low National
SIRO

National
SIRO

Surrey
S M O

:biri -;-y 
/\u. t edii'.i!!"

Surrey
Accreditor

M IMi l National
SIRO

National
SIRO

N ational
SIRO

Surrey
SIRO

National
SIRO

Accreditor

‘ h ijl'i
National
SIRO

National
SIRO

N ational
SIRO

Surrey
SIRO

Miri!-. National
SIRO

National
SIRO

N ational
SIRO

National
SIRO

National
SIRO

'.■'t ry National
SIRO

National
SIRO

N ational
SIRO

National
SIRO

National
SIRO

Table 7.2

This means for an information system under the 'Cautious' appetite:

• The maximum level of risk acceptable at Accreditor level is Very 
Low

• The maximum level of risk acceptable at Surrey SIRO level is Low

• Risks above Low require escalation to the National SIRO.

8 Setting the Risk Tolerance

A Risk Tolerance may be set to adjust the Risk Appetite, representing a 
greater or lesser Appetite for information risks posed by a specific local 
system. (NB: A risk tolerance may not be set for any national systems or 
local systems which connect to a national system or hold data that 
subsequently becomes national data.) For example, the force may be 
more or less averse to certain categories of risk and in different contexts 
(e.g. political/operational drivers), so the Project Manager or System 
Owner may wish to request a Risk Tolerance.
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In d o in g  so  th e  P ro je c t M a n a g e r o r  S y s te m  O w n e r sh o u ld  a s k  th e  fo llo w in g  
q u e s t io n s  and  co n firm  th e  p ro p o sed  T o le ra n ce  w ith  th e  A c c re d ito r:

• In th e  c o n te x t  o f th is  s y s te m  a re  w e a v e rse  to  ce rta in  ty p e s  o f 
th re a t  so u rce s , e .g . s e r io u s  and  o rg an ise d  c r im e ?  ( It is  w o rth  
co n su lt in g  th e  N a tio n a l and  Loca l T h re a t  A s s e s sm e n t  to  u n d e rs tan d  
th e  cu rre n t th re a ts  to  po lice , and  th e ir  s e v e r ity .)

• In th e  c o n te x t  o f th is  s y s te m  a re  w e a v e rse  to  ce rta in  ty p e s  o f 
in c id e n ts , e .g . in te rc e p t io n  by c r im in a l g ro u p s?

• A re  w e le ss  co n ce rn ed  a b o u t ce rta in  ty p e s  o f r is k s , e .g . 
u n a u th o r is e d  a cce s s  by th ird  p a rty  s ta ff?

• A re  th e re  p a rt ic u la r  p o lit ic a l o r  o p e ra t io n a l im p e ra t iv e s  re la t in g  to  
th e  s y s te m ?

• H ave  in c id e n ts  in th e  p a s t in d ica te d  a te n d e n c y  fo r  r is k s  to  th is  
in fo rm a tio n  to  be e xp lo ite d ?

• I f w e  a re  h an d lin g  d a ta  ow ned  by p a rtn e rs  o r th ird  p a rt ie s , w h a t is 
th e ir  A p p e t ite  /  T o le ra n ce  fo r  in fo rm a tio n  r is k  a s so c ia te d  w ith  th is  
s y s te m ?  W h a t ru le s  do th e y  h a ve  fo r  h an d lin g  th a t  in fo rm a tio n ?

• I f w e a re  p a ss in g  d a ta  to  p a rtn e rs  o r  th ird  p a rt ie s , do w e t ru s t  th e ir  
h an d lin g  o f o u r s e n s it iv e  d a ta , and  a re  w e s e n s it iv e  to  an y  r is k s  
th a t  th e y  pose  to  th e  in fo rm a tio n ?

• A re  w e m o re  o r le ss  w illin g  to  pay  to  m it ig a te  r is k ?
> B e cau se  in th e  c o n te x t  o f th is  s y s te m , th e  r is k s  o f d is c lo su re , 

c o n f id e n t ia lity ,  in te g r ity  o f th e  in fo rm a tio n  a re  NOT d eem ed  
to  h a ve  s e r io u s  im p a c ts ?

> Budgetary pressures have become the norm; this is not 
therefore regarded as a reason to apply a higher Risk 
Tolerance for a system. However, it may influence the 
SIRO decision not to spend on the risk mitigation 
options proposed in a Risk Balance case.

• A re  th e  a sp e c ts  e xp lo re d  a b o ve  t im e -b o u n d  o r p e rm a n e n t?

9 Applying the Risk Tolerance

T h e  le ve l o f a c c e p ta b le  r is k  fo r  new  s y s te m s  and  p ro ce s se s  a re  ag re ed  in 
a d va n ce  o f a p ro je c t  and , if a p p ro p r ia te , a R isk  T o le ra n ce  a p p lie d . It w ill 
n o t be p e rm is s ib le  to  a llow  in fo rm a l o r a rb it ra ry  d e c is io n  m ak ing  
a ttr ib u te d  to  'b u d g e ta ry  c o n s tra in ts ' th a t  a re  o u ts id e  o f th is  p ro ce ss .

T h is  is  to  p re v e n t s y s te m s  and  p ro ce s se s  fro m  be ing  im p le m e n te d  w ith o u t 
a ca lcu la te d  and  a cc e p ta b le  le ve l o f re s id u a l r is k , a s  d e f in ed  in th e  Fo rce  
R isk  A p p e t ite  S ta te m e n t.
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