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EDITORIAL POLICY GUIDANCE 

SECRET RECORDING

(Last updated: September 2011)

EDITORIAL GUIDELINES ISSUES

This guidance note shoufd be considered in conjunction with the following 
Editorial Guidelines:

• Privacy
See Editorial Guidelines Section 7 Priwacy: Legitimate Expectations of Privacy and 
Editorial Guidelines Section 7 Privacy: Secret Recording

• Fairness and Consent
See Editorial Guidelines Section 6 Fairness, Contributors and Consent

• Note-taking
See Editorial Guidelines Section 3 Accuracy

When secret recording is part o f a iarger-scaie investigation revealing serious 
antisocial behaviour or crime, the Editorial Policy Guidance Note on 
Investigations may also be relevant.

SUMMARY OF MAIN POINTS

• Both stages of the secret recording process -  the recording and the 
broadcast -  may need to be assessed separateiy to ensure that any 
infringement of privacy, at either stage, is editoriaiiy justified by the 
pubiic interest it serves.

• The two stage process -  considering any infringement of privacy in 
gathering secret recording separateiy from any infringement in 
broadcasting it -  is refiected in the approval process that should be 
carried out before secret recording is to be undertaken or inciuded in 
our output.

• If agreements have been made about anonymity of our sources, care 
should be taken to ensure the secret recording proposal form does not 
include details that should not be made public.

• The subject to be secretly recorded should normally be the target of 
any investigation, against whom there is prima facie evidence of 
wrongdoing or intended wrongdoing. Any attempt to secretly record 
people who are not involved in committing the behaviour under
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investigation, especiaiiy vulnerabie peopie or innocent victims of the 
behaviour, wiil need a strong pubiic interest justification -  the ends 
should justify the means.

‘Prima Facre’ evidence is the information that makes it evident, without 
yet providing conclusive proof, that the behaviour we are intencting to 
capture secretiy is either taking piace aiready or is intended to take 
place. Without ciear existing prima facie evidence the BBG wili not 
normaJiy carry out secret recording. The more serious the infringement 
of privacy in any secret recording, the stronger the prima facie 
evidence may need to be.

It is not normaily appropriate to use secret recording in an 
investigation simpiy for iiiustrative purposes.

Safety issues shouid be considered for staff, contributors or other 
members of the pubiic that may be invoived in gathering the materiai.

Accurate and reiiable records and notes documenting what has been 
secretiy recorded, how it was fiimed and any reievant surrounding 
events can be an important tooi for vaFidating the authenticity of 
secretly recorded material. These notes should normally be made as 
contemporaneously as operationally possible.

GUIDANCE IN FULL

• introduction
• Recording and Transmission: Separate Decisions
• Approval x>f Secret Recording

- Secret Recording from Outside Sources
- Re-use of5ecret Recording

• Considering the Subject and Behaviour to be secretly recorded
• Prima Facie Evidence

- Consumer Research
- Scientific and Social Research

• Considering Alternatives to Secret Recording
• Method of Filming

-  Authentication of Material
• Legal Considerations

Introduction

The BBC respects individuals’ right to privacy and doesn’t infringe it without 
good reason.

(See Editorial Guidelines Section 7 Privacy; Introduction -  Legitimate Expectations of Privacy)
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Secret recording wiii normaiiy invoive an infringement of privacy and, when it 
does, we must therefore ensure it is editoriaiiy justified. Our actions shouid 
be proportionate to the pubiic interest they serve: the greater the 
infringement of privacy, the higher the pubiic interest required to editoriaiiy 
justify it.

Recording and Transmission: Separate Decisions

Secret recording can iead to an infringement of privacy when it is broadcast 
with identifiabie individtrais. However, the actuai recording of the materiai 
can aiso be intrusive, regardless of whether or not it is broadcast. 
Consequently, both stages of the process -  the recording and the broadcast -  
may need to be assessed separately, to ensure that that any infringement of 
p rivacy;^  either stage, is editoriaiiy justified by the public interest it serves.

For example, an investigation into a highly sensitive iocation such as a 
hospital uncovering poor standards of care, may necessitate the secret 
fiiming of patients, even though they may be vuinerabie and victims rather 
than perpetrators of wrongdoing. Where we have prima facie evidence and 
the fiiming is necessary to expose serious wrongdoing, the pubiic interest 
may justify the intrusion against the patients. However, a separate 
assessment has to be made about the transmission of the materiai. 
Broadcasting of the fiim of patients who were identifiabie would be likely to 
represent a further infringement of privacy and one that is not normaiiy 
necessary to exposing the wrongdoing. Consequentiy, we wouid normaiiy 
take steps to disguise the identities of innocent parties to prevent any 
intrusion in the broadcast of the materiai.

(See Guidance: Anonymity)

Approval of Secret Recording

The two Stage process -  considering any infringement of privacy in gathering 
secret recording separateiy from any infringement in broadcasting it -  is 
refiected in the approvai process that should be carried out when secret 
recording is to be undertaken or included in our output.

Secret Recording proposais for News and Current Affairs or other Factual 
programmes may be made using the form on the Editoriai Guideiines 
website. These proposais inciude any use of secret recording:

• as an investigative tooi
• to obtain materiai outside the UK where a country’s iaws make the 

normai and responsibie gathering of materiai extraordinariiy difficuit 
or impossibie

• for consumer, scientific or sociai research
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If  a g re e m e n ts  have b een  m ad e  a b o u t a n o n y m ity  o f  sources o r c o n fid e n tia lity  
o f in fo rm a tio n , care  sho u ld  be ta k e n  to  en su re  th e  p ro p o sa l fo rm  does not 
in c lude d e ta ils  th a t  sho u ld  n o t be m ad e pub lic . A  b a lan ce  m u s t be s tru ck  
b e tw e e n  p ro v id in g  e n o u g h  in fo rm a tio n  fo r  th e  sen io r e d ito r ia l f ig u re  to  m a k e  
a ju d g m e n t  a b o u t th e  secre t reco rd in g  p ro p o sa l, and  th e  need  to  p ro tec t  
sources if  th e  fo rm  b eco m es  d isc lo sab le . If  necessary , c o n fid e n tia l 
in fo rm a tio n  w ill need  to  be w ith h e ld  fro m  th e  fo rm , b u t d iscussed  p erso n a lly  

d u rin g  tb e  re fe rra l process.

S ecret R eco rd in g  p ro p o sa ls  fo r  C o m e d y  and  E n te r ta in m e n t p u rp o ses  should  
use th e  C o m e d y  and  E n te rta in m e n t fo rm  on th e  E d ito ria l G u id e lin es  w e b s ite .

Proposals m u st be re fe rre d  to  E d ito ria l Policy and th e n  re g u ire  ap p ro va l by  
th e  re le v a n t sen io r e d ito r ia l f ig u re  in each  D iv is ion  o r, fo r  In d e p e n d e n ts , th e  
re le v a n t c o m m is s io n in g  e d ito r  in advance o f  carry in g  o u t re c o rd in g . W hen  
g iv in g  ap p ro va l, th e  s em o r e d ito r ia l f ig u r e  o r c o m m is s io n in g  e d ito r  shou ld  
note  a n y  s ig n ific a n t c o n s id e ra tio n s  to  be ta k e n  in to  a c c o u n t b e fo re  th e  
m ateriaJ is b ro ad cas t and  sh o u ld  a lso  s ta te  w h e th e r  th e y  w ish  to  be 
co n su lted  aga in  p r io r  to  b ro ad cast.

A  s ig n ed  record  m u s t be k e p t o f  th e  a p p ro v a l p rocess, even if  th e  re q u e s t is 
tu rn e d  d o w n , and  sec re tly  re c o rd e d  m a te ria l m u st be lo g g e d . T h is  record  is 
re q u ire d  even if  th e  m a te r ia l g a th e re d  isn ’t  b ro a d c a s t. Each D iv is io n  is 
resp o n s ib le  fo r  m a in ta in in g  its ow n re co rd s  o f  p ro p o sa ls  to  e n a b le  th e  BBC to  
m o n ito r  and  re v ie w  th e  use o f  secret re co rd in g  across its o u tp u t. Each year, 
cop ies o f  th e  records w ill need  to  be m ad e  ava ilab le  to  E d ito ria l Po licy w h o  
carry  o u t an  an n u a l a u d it  o f  sec re t reco rd in g .

S e c re t R e c o rd in g  fr o m  O u ts id e  S o u rc e s

Proposals to  use secre t reco rd in g s  m ad e  b y  o th e rs  m u s t be re fe rre d  to  
E d ito ria l Policy p r io r  to  a p p ro v a l by a sen io r e d ito r ia l f ig u re  o r, fo r  
in d e p e n d e n ts , b y  th e  c o m m is s io n in g  e d ito r . It is  a d v is a b le  to  re ta in  a  record  
o f  th e  d ec is io n . If  th e  BBC w o u ld  n o t have c o n s id e re d  it Ju s tifiab le  to  g a th e r  
th e  m aterJal u n d e r  s im ila r  c ircu m stan ce s , ap p ro va l w ill a lso  be req u ire d  fro m  
D ire c to r  E d ito ria l Policy and  S tan d ard s .

R e -u s e  c f f  S e c re t R e c o rd in g

W e sh o u ld  c o n s id e r p u b lic  in te re s t, p rivacy and fa irn e s s  issues w h en  
p ro p o s in g  to  re -u s e  sec re tly  reco rd ed  m a te ria l.

(See Editorial Guidelines Section 13 Re-use and Reversioning)

T h e  re -u s e  o f  s ec re tly  reco rd e d  m a te ria l m u st be re fe rre d  b e fo re  b ro ad cast  
to  a s e n io r e d ito r ia l f ig u re  o r, fo r  in d e p e n d e n ts , to  th e  c o m m is s io n in g  e d ito r . 
A  record  m u st be k e p t o f  th e  d ec is io n .
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Considering the Subject and Behaviour to be Secretly Recorded

W hen co n s id e rin g  w h o  it is a p p ro p r ia te  to  sec re tiy  re c o rd , w e shouid  ta k e  
acco u n t o f  le g itim a te  e x p e c ta tio n s  o f  privacy and th e  p u b iic  in te re s t.

(See Editorial Guidelines Section 7 Privacy: 7.1 Introduction)

T h e  su b jec t to  be reco rd ed  sho u ld  n o rm a lly  be th e  ta rg e t o f  an y  
in v e s tig a tio n , a g a in s t w h o m  th e re  is p rim a  fac ie  ev id en ce  o f  w ro n g d o in g  o r  
in te n d e d  w ro n g d o in g .

A n y  a tte m p t to  sec re tiy  record  p e o p ie  w h o  are  n o t in vo lved  in c o m m ittin g  th e  
b e h a v io u r u n d e r in v e s tig a tio n , e s p e c ia lly  v u ln e ra b le  p eo p le  o r  in n o ce n t 
v ic tim s  o f  th e  b e h a v io u r, wiiT need  a s tro n g  pubHc in te re s t Ju s tifica tio n  -  th e  
en d s (i.e . th e  serio u sn ess  o f  th e  w ro n g d o in g  b e in g  e x p o s e d ) sho u ld  Justify  
th e  m ean s , in such cases, c o n s id e ra tio n  shou ld  a lso  be g iv e n  to  d ra w in g  up a 
p ro to c o l fo r  th o se  carry in g  o u t th e  reco rd in g , to  m in im is e  a n y  in fr in g e m e n ts  
o f th e  p rivacy o f th e  v u ln e ra b le  A d v ic e  is ava ilab le  fro m  E d ito ria l Policy.

T h e  su b jec t o f  th e  secret re c o rd in g  m ay be a s in g le  and  very^ specific  
in d iv id u a l ta rg e t resp o n s ib le  fo r  w ro n g d o in g , o r it m ay  be a  n u m b e r o f  
p eo p le  w ith  vary in g  d e g re e s  o f  resp o n s ib ility . S o m e tim e s  it m ay  be 
a p p ro p r ia te  to  sec re tly  record  in d iv id u a ls  w h o  are  re p re s e n ta tiv e  o f  a 
p a rtic u la r  g ro u p , o r o rg a n is a tio n s  w h o  are  re p re s e n ta tiv e  o f  (fo r  e x a m p le ) an  
in d u s try , to  e x p lo re  p a tte rn s  o f  b e h a v io u r in th a t  g ro u p  o r in d u s try . W hen w e  
do  th a t w e w ill have to  c o n s id e r  th e  p u b lic  in te re s t in e x p lo r in g  th o se  
p a tte rn s  o f  b eh av io u r, and w h e th e r  it wiJl be a p p ro p r ia te  to  id e n tify  th e  
in d iv id u a ls ^ o r o rg a n is a tio n s  in th e  b ro ad cas t m a te rla t. (See be low : P rim a  
Facie Evidence -  Social R esearch)

Prima Facie Evidence

“P rim a Facie" m eans  ‘a t f irs t  s ig h t’ . It  is th e  in fo rm a tio n  th a t m akes  it ev id en t, 
w ith o u t y e t p ro v id in g  con clu s ive  p ro o f, th a t th e  b e h a v io u r w e  are  in te n d in g  
to  c a p tu re  sec re tly  is e ith e r  ta k in g  p lace a lre a d y  o r is in te n d e d  to  take  p lace. 
W ith o u t c le a r e x is tin g  p rim a  fac ie  ev iden ce  th e  BBC w ill n o t n o rm a lly  carry  
o u t secre t reco rd in g  (See b e lo w : Social R esearch).

T h e  m o re  serious th e  in fr in g e m e n t o f  privacy in a n y  secre t reco rd in g , the  
s tro n g e r th e  p r im a  fac ie  e v id e n c e  m ay  need  to  be. W h ere  th e  secret 
re co rd in g  is esp ec ia lly  sen s itive , p a rtic u la rly  if  in n o c e n t v ic tim s  o r  v u ln e ra b le  
p eo p le  w ill be c a p tu re d  on th e  re c o rd in g , it m ay  be necessary  to  en su re  th e  
o p e ra tiv e  spends som e t im e  w itn e s s in g  th e  b e h a v io u r f ir s t -h a n d , v e rify in g
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th e  p r im a  fac ie  ev id en ce , b e fo re  b e g in n in g  reco rd in g . A  c o n te m p o ra n e o u s  
iog sh o u id  be k e p t o f  an y  re ie v a n t b e h a v io u r w itn ess ed  f ir s t -h a n d .

C o n s u m e r  R e s e a rc h

S o m e tim e s , the  p r im a  fac ie  ev id en ce  m ay  be a g a in s t a g ro u p  o r, fo r  e x a m p ie , 
an in d u s try  ra th e r  th a n  sp ec ific  kn o w n  in d iv id u a is  o r  o rg a n is a tio n s . For 
in s ta n c e , th e re  m ay  be ev id en ce  th a t  th e  o v e rc h a rg in g  o f  v is ito rs  is 
w id e s p re a d  in th e  to u r is t  serv ice in d u s tr ie s  o r  th a t a  s ig n ific a n t n u m b e r o f  
h o m e re p a ir  w o rk e rs  e x p lo it  o ld e r  p eo p le . W h en  th e  p r im a  fac ie  ev id en ce  is 
a g a if is t a  g ro u p , b u t not a g a in s t sp ecific  in d iv id u a ls  o r o rg a n is a tio n s  w ith in  
th a t  g ro u p , w e  sho u ld  n o rm a lly  d isg u ise  th e  id e n tity  o f  th e  In d iv id u a ls  w h e n  
th e  m a te ria l is b ro ad cast, un less  th e y  co n sen t to  be in g  id e n tif ie d  o r th e ir  
b e h a v io jjr  is such th a t  th e re  is a c lea r p u b lic  in te re s t in e x p o s in g  th e ir  

id e n tity .

S c ie n t if ic  a n d  S o c ia i R e s e a rc h

In so m e  cases, th e re  m ay  be ju s tif ic a tio n  fo r  carry in g  o u t sec re t reco rd in g  
even  th o u g h  th e re  is no p rim e  fac ie  ev id en ce  o f  w ro n g -d o in g . Such cases are  
n o rm a lly  lim ite d  to  sc ie n tific  o r  social research  item s, w h e re  th e  in te n tio n  is 
to  c a p tu re  a ttitu d e s  o r  b e h a v io u r  w h ic h  w o u ld  n o t o ccu r is th e  s u b je c t kn e w  
th e y  w e re  be ing  reco rd e d , fo r  e x a m p le  c a p tu rin g  th e  reac tio n s  o f  p eo p le  to  a 
b e g g a r in th e  s tre e t. T h e re  sh o u ld  n o rm a lly  be a p u b lic  in te re s t in sh o w in g  

such b eh av io u r.

A n y  in d iv id u a l w h o  is c le a rly  id e n tif ia b le  in th e  reco rd in g , un less  m e re ly  
in c id e n ta l to  it, sho u ld  g ive  c o n s e n t fo r  b ro ad cast o f  th e  m a te r ia l. I f  co n sen t  
is n o t  a s k e d  fo r , o r  is re fu s e d , th e  in d iv id u a l’s id e n tity  sh o u ld  be e ffe c tiv e ly  
o b s c u re d . A ny p ro p o sa l in  th e s e  c ircu m stan ces  to  id e n tify  in d iv id u a ls  o r  
o rg a n is a tio n s  w ith o u t th e ir  co n sen t sh o u ld  be re fe rre d  to  E d ito ria l Policy.

Considering Alternatives to Secret Recording

S ecret R ecord ing  is a  v a lu a b le  to o l fo r  th e  BBC because it e n a b le s  th e  cap tu re  
o f  ev id en ce  o r  b e h a v io u r th a t  o u r a u d ien ce  w o u ld  o th e rw is e  n o t see o r h ear. 
H o w ev er, m isuse o r o veru se  co u ld  d is c re d it it o r  d ev a lu e  its im p ac t; it sho u ld  
n o rm a lly  be used in th e  p u b lic  in te re s t and w h e n  no v ia b le  a lte rn a tiv e  
m e th o d  ex is ts

In in ves tig a tio n s  th a t e x p o s e  w ro n g d o in g , secre t re c o rd in g  sh o u ld  be  
e v id e n tia lly  s ig n ific a n t to  p ro v in g  th e  w ro n g d o in g  -  e ith e r  in its e n tire ty  o r  an  
e le m e n t o f  it. If  o th e r  ev id en ce  ex is ts  w h ich  w ill m a k e  th e  w ro n g d o in g  
ir re fu ta b le , it w ill n o t n o rm a lly  be a p p ro p r ia te  to  use secre t re c o rd in g .
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It is n o t n o rm a lly  a p p ro p ria te  to  use secret re c o rd in g  in an in v e s tig a tio n  
s im p ly  fo r  illu s tra tiv e  pu rp o ses .

As w e seek  to  e n g a g e  au d ien ces  in c o n te n t in v e s tig a tin g  m a tte rs  o f  p u b lic  
in te re s t, th e re  m ay  b e  tim e s  w h e n  w e  w ish  to  carry  o u t secret re co rd in g  in 
such a w ay  th a t th e  au d ien ce  w ill fin d  i t  p a rtic u la rly  e n te rta in in g  -  fo r  
e x a m p le , w ith  an am usirvg u n d e rc o v e r s e t -u p  o r  sting  o f  a rogue  
b u s in essm an . C a rry in g  o u t s e c re t reco rd in g  in  an e n te rta in in g  w ay  can o fte n  
be ju s t if ie d , b u t it m u s t be c lear th a t it s till serves a  serio u s  p u rp o se  a t the  
sam e tim e , o ffe r in g  e v id e n c e  th a t proves w ro n g d o in g  fo r  an e le m e n t o f  it) in 
th e  p u b lic  in te re s t.

Method of Filmitig

S afe ty  issues sho uld  be co n s id ered  fo r  s ta ff, c o n tr ib u to rs  o r  o th e r  m e m b ers  
o f th e  p u b lic  th a t m ay  be in vo lved  inr g a th e r in g  th e  m a te r ia L  BBC 
O ccu p a tio n a l R isk  M a n a g e m e n t m u s t be c o n s u lte d , in g oo d  t im e , w h e n e v e r  
th e re  is th e  p o s s ib ility  o f  th o se  be in g  secre tly  f ilm e d  tu rn in g  v io le n t  (fo r  
e x a m p le , if  th e y  d isco v er th e y  are  b e in g  f ilm e d  o r w h e n  it is revea led  to  th e m  
on a la te r  d a te ), in p a rtic u la r, adv ice  m u st be so u g h t w h e n  p ro p o s in g  to  carry  
o u t an y  “H ig h  R isk A c tiv itie s ”, in c lu d in g  s e c re t f ilm in g  o f  te rro r is t, serious  
crim in a l o r e x tre m is t o r  v io le n t p o litica l g ro u p s .

W hen  c o n s id e rin g  how  th e  secre t reco rd in g  w ill e lic it ev id en ce , th e  co ver  
sto ry  o r an y  in v ita tio n s  to  ta rg e ts  d es ig n ed  to  en c o u ra g e  th e m  to  ta lk  should  
be c a re fu lly  th o u g h t th ro u g h , a v o id in g  an y  u n ju s tif ia b le  e n tra p m e n t. A d v ice  
is ava ilab le  fro m  E d ito ria l Policy a n d  P ro g ra m m e  Legal A d v ice .

A u th e n tic a tio n  o f  M a te ria l
A n yo n e  carry in g  o u t secre t f ilm in g  sho u ld  be aw are  th a t  th e ir  w o rk  m ay co m e  
u n d e r in te n s e  scru tin y , p a rtic u la rly  w h e n  th e  sec re tly  reco rd ed  m a te ria l 
reveals  w ro n g d o in g  th a t  leads to  p ro se cu tio n  o r m ay  have a co m m erc ia l 
im p a c t on th e  su b jec t o f  th e  re c o rd in g . W ith s ta n d in g  such  scru tin y  w ill o fte n  
d e p e n d  on th e  a b ility  o f  th e  p ro d u c tio n  te a m  to  d e m o n s tra te  th e  a u th e n tic ity  
o f  th e  s e c re tly  reco rd ed  m a te ria L

A c cu ra te  and re liab le  records and no tes  d o c u m e n tin g  w h a t has been secre tly  
re c o rd e d , how  it w as f ilm e d  and a n y  re levan t s u rro u n d in g  events  can be an  
im p o rta n t to o l fo r  v a lid a tin g  th e  re c o rd in g . T h e s e  notes should  n o rm a lly  be 
m ad e  as c o n te m p o ra n e o u s ly  as o p e ra tio n a lly  p o ss ib le .

P a rticu la r a tte n tio n  shou ld  be g iven  to  th e  a b ility  to  a u th e n tic a te  m a te ria l on  
occasions w h e re  th e  perso n  carry in g  o u t sec re t re co rd in g  has to  o p e ra te  
a lo n e  in th e  f ie ld .

(See Guidance: Investigations)
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(See Editorial Guidelines Section 3 Accuracy: 3.4.10 Note-taking)

Legal Considerations

T h e  p rivacy issues th a t  a rise  fro m  secre t f ilm in g , o r  a n y  asso c ia ted  d e c e p tio n  
fo r  g a th e r in g  th e  m a te r ia l, m ay a lso  raise legal risks fo r  th e  BBC and  
in d iv id u a l m e m b e rs  o f  th e  productk>n te a m . It m ay  be necessary  to  co n su lt  
w ith  P ro g ra m m e  Legal A d v ic e . A n y  co n tac t w ith  PLA sh o u ld  be no ted  eo  th e  
S ecret R eco rd in g  ap p ro va l fo rm  -  h o w eve r, th e  d e ta il o f  an y  adv ice rece ived  

sh o u ld  n o t be reco rd e d .
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